)

Allied Telesis
x550 Series

STACKABLE 10 GIGABIT INTELLIGENT SWITCHES

x550-18XTQ
x550-18XSQ
x550-18XSPQm

Command Reference for
AlliedWare Plus™ Version 5.5.1-1.x

C613-50480-01 Rev A



Acknowledgments

This product includes software developed by the University of California, Berkeley and its contributors.
Copyright ©1982, 1986, 1990, 1991, 1993 The Regents of the University of California.
All rights reserved.

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. For information about this see
www.openssl.org/

Copyright (c) 1998-2019 The OpenSSL Project

Copyright (c) 1995-1998 Eric A. Young, Tim J. Hudson

All rights reserved.

For the full list of acknowledgments, and respective copyright notices, run the show version command on your device.

This product includes software licensed under v2 and v3 of the GNU General Public License, available from: www.gnu.org/licenses/
gpl2.html and www.gnu.org/licenses/gpl.html respectively.

Source code for all GPL licensed software in this product can be obtained from the Allied Telesis GPL Code Download Center at:
www.alliedtelesis.com/support/

Allied Telesis is committed to meeting the requirements of the open source licenses including the GNU General Public License (GPL) and
will make all required source code available.

If you would like a copy of the GPL source code contained in Allied Telesis products, please send us a request by registered mail including
a check for US$15 to cover production and shipping costs and a CD with the GPL code will be mailed to you.

GPL Code Request
Allied Telesis Labs (Ltd)
PO Box 8011
Christchurch

New Zealand

Allied Telesis, AlliedWare Plus, Allied Telesis Management Framework, EPSRing, SwitchBlade, VCStack, and VCStack Plus are trademarks or
registered trademarks in the United States and elsewhere of Allied Telesis, Inc.

Microsoft and Internet Explorer are registered trademarks of Microsoft Corporation. All other product names, company names, logos or
other designations mentioned herein may be trademarks or registered trademarks of their respective owners.

© 2021 Allied Telesis, Inc.
All rights reserved. No part of this publication may be reproduced without prior written permission from Allied Telesis, Inc.

Allied Telesis, Inc. reserves the right to make changes in specifications and other information contained in this document without prior
written notice. The information provided herein is subject to change without notice. In no event shall Allied Telesis, Inc. be liable for any
incidental, special, indirect, or consequential damages whatsoever, including but not limited to lost profits, arising out of or related to this
manual or the information contained herein, even if Allied Telesis, Inc. has been advised of, known, or should have known, the possibility
of such damages.


http://www.openssl.org/
http://www.gnu.org/licenses/gpl2.html
http://www.gnu.org/licenses/gpl2.html
http://www.gnu.org/licenses/gpl.html
http://www.alliedtelesis.com/support/

Contents

PART 1: SetupandTroubleshooting .............c.iiiiinnnnn 123
Chapter 1: CLINavigationCommands . ... ... ..o vttvervvencesnnnas 124
Introduction . . . ... .. 124
configureterminal . ... ... ... .. . . ... ... 125
disable (Privileged Execmode) . ... ... ... .. ... . ... L. 126
o . o 127
enable (Privileged Execmode) .. ... ... . ... . . o 128
BNd . 130
BXIt . . e 131
help .. 132
OgoOUL . . e e e 133
showhistory . . ... .. 134
Chapter 2: Device GUl and Vista ManagerEXCommands . . . . . ........... 135
Introduction . . . ... .. 135
atmftopology-guienable . ........ ... . .. ... . . 136
http log webapi-requests . . . .. ... .. ... . . . . e 137
http port . . . e 138
http secure-port . . . . . . .. e 139
logevent-host . . . ... it e 140
SeIVICE NttP . . o o o e e 141
showhttp . . . ..o e 142
Chapter 3: File and Configuration ManagementCommands. . . . .......... 143
Introduction . . ... ... . . e 143
autobootenable . .. .... ... . . ... 147
bootconfig-file ... ... ... .. . . . . .. 148
boot config-filebackup . .. ... ..... . ... . ... . 150
bootsystem . .. ... . . e 151
bootsystembackup ... ..... ... . .. 153
CA o 154
copy (filename) . . .. ... 155
C613-50480-01 Rev A Command Reference for x550 Series 3

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



Chapter 4:

copydebug . ... e 157

Copy running-config . . . . . ... e 158
copystartup-config . .. ... .. 159
COPY ZMOEM . . o ot e e e e e e e e e 160
createautoboot . . . ... 161
caryptoverify . .. 162
delete . .. . 164
deletedebug. . . ... . 165
delete stack-wideforce . ... ..... .. .. ... . ... .. e 166
dir. e 167
dirstack-wide . .. ... ... .. 169
edit . . 171
edit(filename) . . . .. ... . e 172
erasefactory-default . . .. ... ... ... .. . ... 173
erasestartup-config . ... ... .. ... . 174
iptftp source-interface . . ... ... .. ... ... e 175
ipv6 tftp source-interface . . . ... ... ... . e 176
MKAIr . . e 177
OV .« o e e e e e e e e e e e e e e e e e e 178
movedebug . ... e 179
PWA o e e e e 180
00T L 181
showautoboot . ... ...... .. . . . .. .. 182
showboot .. ... . . . . e 183
showfile. . .. . . e 185
showfilesystems . . . .. ... .. . .. ... 186
showrunning-config. . . . ... ... .. .. . 188
show running-configinterface .............. ... ... ... ..... 191
show startup-config . .. ....... . . . . . .. 194
SHOW VEISION . . . . o 195
UNMOUNT . . . e et e e e e e e e e e e e e e et e e e e 196
writefile . .. .. e 197
WHTE MEMOIY . . . o e e e 198
writeterminal . .. ... e 199
UserAccessCommands . .........ccctiiiieeeennneeennns 200
Introduction . . ... ... . e 200
aaa authentication enable defaultlocal . . .. ................... 202
aaa local authentication attempts lockout-time. . . . . . ... ......... 203
aaa local authentication attemptsmax-fail . . . ... ............... 204
aaaloginfail-delay . ......... ... ... . .. . . ... 205
clearaaalocaluserlockout . . .. ... ... ... ... . . . . 206
clearlineconsole . .. ... .. . . .. .. e 207
clearlinevty . .. ... e 208
enablepassword . . ... ... .. 209
enablesecret(deprecated) . . . .. ... ... 212
exec-timeout . . . . . ... e e 213
flowcontrol hardware (asyn/console) . .. ....... ... ... ... ..... 215
length (@syn) . . . .. oo 217
Ne . . 218
privilegelevel . . . . . . e 220
security-password history . . . . ... ... e 221
security-password forced-change .. ........... ... ... .. ..... 222

C613-50480-01 Rev A

Command Reference for x550 Series
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



Chapter 5:

Chapter 6:

Chapter 7:

security-password lifetime . . . .. ... ... 223

security-password min-lifetime-enforce ... .......... ... .. ..., 224
security-password minimum-categories . .. ...... .. . . ... 225
security-password minimum-length . . . ... ... ... o oL, 226
security-password reject-expired-pwd . . ... ... oo oL, 227
security-password warning . . . . . ...t 228
serviceadvanced-viy. . . . ... e 229
service password-encryption . ... ... e 230
servicetelnet. . . ... e 231
service terminal-length (deleted) . . .. ....... ... ... ... ........ 232
showaaalocaluserlocked . .......... ... ... ... ... . . ...... 233
showprivilege . . . . . ... 234
show security-password configuration . ... ................... 235
show security-password User . . ... ... ..., 236
showtelnet. . ... e 237
SHOW USEIS . . o e e 238
telnet. . .. e 239
telnetserver . . ... .. . 240
terminallength . .. ... . . . . . e 241
terminalresize . . . . . .. e 242
USEINAIME & o ot i e e e e e e e e e e e e e e e e 243
FeatureLicensingCommands . ... ... ..ot vetvveoeesnsns 245
Introduction . . ... ... .. e 245
iCENSE . o o e e 246
show license . ... .. e 248
show licensebrief. . . ... ... .. . . .. . . . 250
show license briefmember. . . .. ... ... ... .. ... . ... . ... 252
showlicensemember . .. ... ... . ... . . e 254
Subscription LicensingCommands . . . . . . . ...t v vt it 256
Introduction . . ... ... . e 256
licenseredistribute . . . ... ... ... 257
licenseupdatefile . ... .. .. .. . . . . ... . 258
licenseupdateonline . ... ...... ... . . ... .. ... 259
showlicenseexternal . ... ... ... .. .. . . . .. . 261
System Configuration and MonitoringCommands ............ 264
Introduction . .. ... e e 264
banner display external-manager. . . . . ... ... . L oL 266
bannerexec . ... . e 267
banner external-manager. . . . ... ... .. 269
bannerlogin (system) . ... ... ... e 271
bannermotd . . .. ... e 273
clockset . . .o e e 275
clock summer-timedate . .......... . ... . . .. . . . . 276
clock summer-timerecurring . ... ... ... . 278
clocktimezone . ... ... ... 280
continuous-reboot-prevention . ... ... ..., ... ... ... . . . .. ... 281
cryptosecure-mode . ... e e 283
debugcore-file ... .. ... . . . ... 284
ecofriendlyled . . . .. ... . e 285

C613-50480-01 Rev A

Command Reference for x550 Series
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



Chapter 8:

ecofriendly Ipi . . . . . ... 286

findme . ... 288
findmetrigger . . ... .. e e 290
hostname . . . . . .. e 291
max-fib-routes . . . . ... 293
max-static-routes . . . .. .. L e 294
nodebugall . ... ... . . . . e 295
reboot . . . .. 297
reload . ... 298
show banner external-manager. . .. ............ ... .. . .. ..., 299
showclock .. ... e 300
show continuous-reboot-prevention . ....................... 302
SHOW CPU . . . e 303
showcpuhistory . ... ... e 306
showdebugging . .. ...... . . . ... e 309
showecofriendly ... ... ... . . . .. . 310
show interfacememory . . . .. ... . . e 312
showmemory . . ... 314
showmemoryallocations ... ............ ... ... . ... . ..., 316
showmemoryhistory . . ...... .. . . . . e 318
showmemory pools . . ... ... . e 320
showmemoryshared . ....... ... ... ... . . ... . . 321
SHOW ProCesS . . o oo e e 322
showreboothistory . ........ .. ... ... . .. . . 325
showrouter-id . . . .. ... e 327
showsecure-mode . . .. ... .. .. 328
ShOW System . . . . oo e 329
show systemenvironment . . ... ... ... .. 330
show system environmentcounters . . . . ......... ... ... 331
show systeminterrupts . . ... ... .. 333
showsystemmac . . . ..o e 334
showsystempcidevice . .. ... ... . 335
show systempcitree. . . .. ... 336
show system serialnumber . . . .. .. ... L 337
show tech-support . . ... ... . e 338
speed (ASYN) . . .. i e e e 340
terminal monitor . ... ... .. 342
undebugall . ... .. e 343
Pluggablesand CablingCommands . ..................... 344
Introduction . .. ... e e 344
clear fiber-monitoringinterface . . . . ....... ... .. . . . . ... 345
clear test cable-diagnosticstdr . ... ... ... ... ... ... . ... 346
debug fiber-monitoring . . . .. ... L 347
fiber-monitoringaction . ... ... ... ... L . 349
fiber-monitoring baseline. . . .. ... ... .. .. .. .. 351
fiber-monitoringenable. . . . ... ... ... . 353
fiber-monitoringinterval . ... ...... ... ... ... 354
fiber-monitoring sensitivity . .. ... ... L L 355
show system fiber-monitoring. . . .. ...... ... ... .. ... 357
showsystempluggable . . . ........ ... ... . . . . . 360
show system pluggabledetail . . . .......... ... ... ... ........ 362
show system pluggable diagnostics . ... ..................... 366

C613-50480-01 Rev A

Command Reference for x550 Series
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



Chapter 9:

Chapter 10:

show test cable-diagnosticstdr . . . ... ....... ... ... . . .. ... 369

test cable-diagnostics tdrinterface . . . .. ........ ... ... ... ... 370
Connectivity Fault ManagementCommands ................ 371
Introduction . . . ... .. 371
ccinterval . . .. 373
cemulticast. . ... 375
CCUNICAST . . . e e 376
clear (MEP Attribute) . . . . . ... 377
clearethernetcfmerrorlog . . . .. ... ... ... .. 378
clearmep counter . . ... 379
ethernet cfm domain-name . ... ... ... .. .. ... L. 380
ethernetcfmmep. . . .. ... 383
mep (FNG attributes) . . . .. .. ... ... e 385
MEP ACtIVE . . o e e e e e 387
mep ccm-ltm-priority . . . . ... e 389
mepcrosscheck . . . ... e 391
SEIVICEMA-NAME . . . . o ittt e e e e e e 393
show ethernetcfmdetails .. ....... ... ... ... ... ... . ... ... 396
show ethernetcfmdomain. . . ... ... ... ... ... ... . . .. ... 401
show ethernetcfmerrorlog . ... ... ... ... .. ... ... . . ... .. 404
show ethernet cfm maintenance-pointslocalmep. .. ... ... ... .... 406
show ethernet cfm maintenance-pointsremotemep . . ... ......... 412
show ethernetcfmservice . .. ... ... .. .. . . .. 415
showmep-alarmstatus . . ........... .. .. . . . 418
LoggingCommands . ........ciittteeeeeroncencssnns 419
Introduction . . . .. ... e 419
clearexceptionlog . . ... ... e 421
clearlog . . ..o e 422
clearlogbuffered . . . . ... ... . . . . . 423
clearlogexternal . ... ... . . . ... 424
clearlogpermanent . . ...... .. . ... 425
copy buffered-log. . . . ... .. 426
copypermanent-log . . . ... 427
defaultlogbuffered . .. ... ... ... .. .. . ... . .. . ... 428
defaultlogconsole . . . . ... ... . .. . . ... 429
defaultlogemail . ... ...... .. . . . . . .. . . . 430
defaultlogexternal. . . . ... ... . . . . . .. 431
defaultloghost . ... ... ... .. . . 432
defaultlogmonitor. . . . ... ... .. .. .. . 433
defaultlogpermanent. . .. ... .. ... ... . . ... 434
logbuffered ... .. ... . . . . . . . 435
logbuffered (filter) . .. ... . ... . . e 436
logbufferedexclude . . . ... ... . .. 439
logbufferedsize .. ..... ... ... . .. ... 442
logconsole . . . oo e 443
logconsolef(filter). . . . ... .. . 444
logconsoleexclude . ... ... ... . . . ... e 447
logemail . ... ... ... . e 450
logemail (filter) . ... ... .. . e 451
logemailexclude . . . .. ... . . .. 454

C613-50480-01 Rev A

Command Reference for x550 Series
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



Chapter 11:

Chapter 12:

Chapter 13:

logemailtime . ... ... .. 457

logexternal . . . ... e 459
logexternal (filter) . . ... ... . . . . e 461
logexternalexclude ... ... ... ... . ... . . . . . . . e 464
logexternalrotate ... ... ... ... .. . . ... e 467
logexternalsize . . . ... ... . ... 469
logfacility . . . .. ..o e 470
loghost . .. e 472
loghost(filter) . . .. ... .. . 474
loghostexclude. . . ... ... .. . . e 477
loghostsource . ..... ... .. .. 480
log hoststartup-delay . . . ........ ... . .. . 481
loghosttime . ... ... . e 483
logmonitor (filter) . ... ... . . . . . . 485
logmonitorexclude . .. ... .. .. .. e 488
logpermanent. . . ... ... e 491
logpermanent (filter) . ..... ... ... ... . . . . . . . e 492
log permanentexclude . .. ........ ... . ... ... . 495
logpermanentsize . . ... . .ot e 498
log-rate-limitnsm . . . . ... .. e 499
logtrustpoint . . ... e 500
showcounterlog . . ... ... . 501
showexceptionlog . ........ . . . .. .. 502
showlog . ... 503
showlogconfig . ... ... .. . . 505
showlogexternal . . ... ... . . . . e 507
showlogpermanent . . .. ... ... . e 508
show running-configlog . ... ... ... ... ... . . . . . . . . . ..., 510
UNMOUNT . . o e e e e e e e e e e e e e e 511
ScriptingCommands . . . ... oot ittt vttt oortoscnnnses 512
Introduction . . . ... .. 512
activate . . .. 513
eChO . 515
Wail . o 516
InterfaceCommands . . . . ...ttt anaans 517
Introduction . . . ... .. 517
description (interface) . . .. ... ... . ... e 518
interface (toconfigure) . .. ... ... .. ... . ... .. 519
MU . e e e e e e e e e e 521
MU . . e 522
service statistics interfacescounter. . . . ... ... L o .. 524
showinterface . . . .. .. .. e 525
show interfacebrief . ... ... .. .. . . .. .. . . .. 528
showinterfacememory . . . .. ... .. 529
showinterfacestatus . ... ... ... ... .. 531
shutdown . . . ... L 533
Port Mirroring and Remote MirroringCommands ............. 534
Introduction . .. ... e 534
mirrorinterface . .. ... .. .. 535

C613-50480-01 Rev A

Command Reference for x550 Series
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



PART 2:

Chapter 14:

remote-mirrorinterface . . . . . . . . . 537

ShOW MIrror . . . e 539
show mirrorinterface .. ... ... ... .. .. . . ... . . ... 540
show remote-mirror . . . ... .. . 541
switchport remote-mirror-egress . . . . .. ..o i it i 543
vlan mode remote-mirror-vlan . . ... ... ... L o L 544
InterfacesandLayer2 . ............ciiiittteennersnns 546
SwitchingCommands . ............. ittt ennnnnns 547
Introduction . . ... ... . e 547
clear loop-protectionaction . .. ....... ... ... . . .. ... ... 549
clear loop-protectioncounters . . ... ......... .. .. ... .. 550
clear mac address-tabledynamic . . .. ... ... .. . oL 551
clear mac address-tablestatic . .. ........ ... ... . . . . . ... 553
clearportcounter. . . ... .. e 554
clear port-security intrusion . . ... ... ... . L 555
cut-through . ..o 557
debugloopprot . . ... . 558
debugplatformpacket ... .... ... ... .. . ... . 559
duplex . .. e 561
linkflapaction . . . ... .. . . . . e 562
loop-protection loop-detect . . .. ........ ... . ... ..., 563
loop-protectionaction . ........... .. . ... ... 564
loop-protection action-delay-time . . . ............ ... ... . ... 565
loop-protectiontimeout . ........... .. . . ... .. .. ... 566
mac address-tableacquire . .. ..... ... . . . . . e 567
mac address-table ageing-time . . .. ...... ... . . . . . ..., 568
macaddress-tablelogging . . . ... ... ... . . . . 569
mac address-tablestatic . .......... ... . ... . . .. . .. 570
mac address-table thrash-limit .. .......................... 571
platform hwfilter-size . ... ... ... .. .. .. . . . . . . . 572
platform I3-vlan-hashing-algorithm . . .. ..................... 573
platformload-balancing . ... ....... ... ... . . . . . . ... ... 574
platform mac-vlan-hashing-algorithm . . . . . .. ................. 575
platform multicast-ratelimit .. ............. .. ... ... ....... 576
platform stop-unreg-mc-flooding .. .......... .. ... ... .. .... 577
platform vlan-stacking-tpid . ............ ... .. .. .. . ... . ... 579
show debuggingloopprot . . ... ... .. ... ... . . . . 580
show debugging platformpacket .. .......... ... ... ........ 581
show interfaceerr-disabled . ............. ... ... ... .. ..... 582
show interface switchport .. ... ...... ... ... .. .. ... . .. ..., 583
show loop-protection . ... ... . ... . .. ... . . . ... 584
showmacaddress-table .. ...... ... ... ... . . . . . . . . 586
show mac address-table thrash-limit .. ...................... 588
showplatform . .. ... ... . . . . 589
show platform classifier statistics utilization brief. . . . .. ........... 592
showplatformport .. . . . ... ... . . . . . 594
show port-securityinterface . . . . ....... ... . .. . ... . 596
show port-security intrusion . . . . .. ... ... . . . . 597
show storm-control . .. ...... .. . . .. . ... 598
SPEEd L. e e 599

C613-50480-01 Rev A

Command Reference for x550 Series
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



Chapter 15:

storm-controllevel . . . ... . . .. e 601

switchport port-security . . . . . ... ... e 602
switchport port-securityaging .. ............ .. ..., 604
switchport port-security maximum . .. ..., ... .. L .., 606
switchport port-security violation ... .......... ... ... .. ..., 608
thrash-limiting . . . . .. ... . 610
undebug loopprot . ... ... e 612
undebug platformpacket . ......... ... . ... .. .. .. . 613

VLANCOMMANAS . . v vttt ittt vt eeeeeeeecseeeneeeses.b14

Introduction . . . .. ... 614
clearvlanstatistics . ... ... .. .. e 616
platform vlan-stacking-tpid . . .......... ... .. .. . . ... ... ... 617
port-vlan-forwarding-priority . .. ... ... ... .. 618
private-vlan . . . ... 621
private-vlan association . . . . .. ... .. . 622
show port-vlan-forwarding-priority . . ....................... 623
showvlan . . ... 624
showvlanaccess-map . . . . ... 625
show vlan classifiergroup . .. ... . ... .. 626
show vlan classifier groupinterface .. ........... ... ... ...... 627
show vlan classifier interfacegroup . .. ........ ... ... ... . ... .. 628
show vlan classifierrule . . . ... ... ... . . L 629
showvlanfilter .. ... ... . . . . 630
showvlanprivate-vlan. . . . . ... ... . . 631
showvlanstatistics . . ... ... .. ... . .. 632
switchportaccessvlan . . .. ... ... . . . . . . . . e 633
switchportenablevlan . ... ... .. ... .. ... . . . ... . . . . ... 634
switchportmode access. . . .. ... .t 635
switchport mode private-vlan . . . .. ... ... ... ... . . . ... 636
switchport mode private-vlan trunk promiscuous . .. ............. 637
switchport mode private-vlan trunksecondary . ... .............. 639
switchport modetrunk . . .... .. .. .. . .. .. . . . . ... 641
switchport private-vlan host-association . ... .................. 642
switchport private-vlan mapping . . . . .. ... ... 643
switchporttrunkallowedvlan . . .. ........... ... . .......... 644
switchporttrunk nativevlan . . .. ...... ... ... ... ... .. ... .. 647
switchport vlan-stacking (double-tagging) . . . ... ...... ... ... ... 648
switchportvoicedscp . ... .. ... e 649
switchportvoicevlan . ... ... .. ... . . . . . . . .. 650
switchportvoicevlanpriority ... ......... ... . . . . . . ... .. 653
Vlan . 654
vlanaccess-map . . . .. e 656
vlan classifieractivate . ... ... .. .. . . ... . 657
vlanclassifiergroup ... ... ... . . e 658
vlan classifierruleipv4 . . . . ... . 659
vlanclassifierruleproto . . . . ... .. ... .. 660
vlandatabase . ... ... .. 663
vlanfilter . . .. 664
vlanmode stack-local-vlan . . . . ... ... .. L 665
vlanstatistics . . . . . ... e 667
C613-50480-01 Rev A Command Reference for x550 Series 10

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



Chapter 16: SpanningTreeCommands . . .......ccivttteeenerononsns 669
Introduction . . . ... .. 669
clear spanning-treestatistics. . . . ......... ... . . . . . . ... 671
clear spanning-tree detected protocols (RSTPand MSTP) .. ... ...... 672
debugmstp (RSTPand STP) . ... ... ... i i 673
instance priority (MSTP) . . . . . . . . i i e 677
instancevlan (MSTP) . . . . . ... e 679
region (MSTP) . . . . e 681
revision (MSTP) . . . . .. .. e 682
showdebuggingmstp . .......... . . ... 683
show spanning-tree . .. ... . . . e 684
show spanning-tree brief . . . . ... ... ... .. . .. . . . 687
show spanning-treemst . . ..., ... ... ... 688
show spanning-treemstconfig . . . ......... ... ... . ... . ..... 689
show spanning-treemstdetail ............................ 690
show spanning-tree mst detailinterface ... ................... 692
show spanning-treemstinstance. . . .. ...... ... ... . ... 694
show spanning-tree mstinstanceinterface . ................... 695
show spanning-tree mstinterface . ......................... 696
show spanning-tree statistics . ................ ... . ... ..... 697
show spanning-tree statisticsinstance . ...................... 699
show spanning-tree statistics instanceinterface . ................ 700
show spanning-tree statisticsinterface . . .. ................... 702
show spanning-treevlanrange-index . . . . .................... 704
spanning-tree autoedge (RSTPand MSTP) . . .. ...... ... ........ 705
spanning-treebpdu . . . ... e 706
spanning-tree cisco-interoperability (MSTP) . . . . .. .............. 708
spanning-tree edgeport (RSTPand MSTP) . . .. ................. 709
spanning-treeenable . ... ... . . . 710
spanning-tree errdisable-timeoutenable. . . . .. ............. ... 712
spanning-tree errdisable-timeoutinterval .. ................... 713
spanning-tree force-version . ... .. ... ... ... .. . e 714
spanning-tree forward-time . ... ... ... ... . . o 715
spanning-treeguardroot . . . . . ... .. 716
spanning-tree hello-time . . .. ... ... ... . . . . . . . 717
spanning-treelink-type . . . . . ... L 718
SPANNING-Ttree Max-age . . . . . o vt ittt e e 719
spanning-tree max-hops (MSTP) . . .. ... ... ... .. ... ... . ..... 720
spanning-treemode . . . . ... . 721
spanning-tree mst configuration . . ... ... ... .. L L L. 722
spanning-treemstinstance . ......... ... ... . . . . .., 723
spanning-tree mstinstance path-cost . . . . ......... .. ... .. ... 724
spanning-tree mstinstance priority . .. ... .. ... .. . .. . ... 726
spanning-tree mstinstance restricted-role . . . .. ........... ... .. 727
spanning-tree mst instance restricted-tcn . .. ... ... ... .. L ... 729
spanning-tree path-cost .. ......... ... . . ... . . . 730
spanning-tree portfast (STP) . . . .. ... .. .. .. . i 731
spanning-tree portfast bpdu-filter . . ... ..................... 733
spanning-tree portfast bpdu-guard . ... ........... ... .. ..... 735
spanning-tree priority (bridge priority) . ... .... ... ... ... ... ... 737
spanning-tree priority (portpriority) . . . ... ... ... . . o 738
spanning-tree restricted-role . .. .... ... .. ... . . ... . .. 739
spanning-treerestricted-tcn . . . ... ... e 740

C613-50480-01 Rev A Command Reference for x550 Series 1

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



spanning-tree transmit-holdcount . . . .. ............ ... ...... 741

undebugmstp . . . . o e 742
Chapter 17: Unidirectional Link Detection (UDLD)Commands ............. 743
Introduction . . . .. ... 743
debugudld . . ... . .. 744
showdebuggingudld . . . ....... ... . ... .. .. 745
showudld ... .. 746
showudldneighbors . .. ...... ... . . ... . . . . . 747
showudldport . ... ... .. . . . .. e 748
udldaggressive-mode . . . . . ... e 749
udldenable. . . . ... . e 750
udld port ... e 751
udld portaggressive-mode . ... ... .. ... 752
udldportdisable . ... ... ... .. . . ... 753
udldreset . . . . . L 754
udld time disable-period . . ... ... ... ... . . . . . . 755
udld time message-interval ... ... ... ... . . . . .. . .o 756
undebugudld . . .. ... 757
Chapter 18: Link AggregationCommands ..............cciiieeeenn. 758
Introduction . . . ... ... 758
channel-group . . . ... o 760
clearlacpcounters . . .. ... .. . . .. 762
debuglacp . . ... e 763
lacp global-passive-modeenable . . .. .......... ... .......... 764
lacp port-priority . . . .. .. e 765
lacp system-priority . ... ... .. 766
lacptimeout . . ... ... . . 767
platform load-balancing .. ......... ... .. ... . ... . . ... . ... 769
showdebugginglacp . ...... ... . . .. 770
show diagnosticchannel-group ... .......... ... ... . ....... 771
show etherchannel . . .. ... .. . . . . . 773
show etherchanneldetail . . .. ........ ... .. ... .. ... .. ...... 774
show etherchannel summary . ........... ... .. ... . ... ..... 775
showlacpsys-id . . ..o o i e 776
show lacp-counter . ... ... . . . e 777
show portetherchannel . . . . ... ... ... ... .. . . . . . . . .. ... 778
show static-channel-group . . . . ... ... ... ... . . . 779
static-channel-group . . . . . . ... 780
undebuglacp .. ... e 782
Chapter 19: Power over EthernetCommands ...............ccc0vvun 783
Introduction . . . .. ... 783
clear power-inline countersinterface . ....................... 785
debug power-inline . .. ... .. . . . ... 786
power-inlineallow-legacy . ........... ... ... ... . ... . .. ... 788
power-inline description . . .. ..... ... . . ... . . e 789
power-inlineenable . . ... ... ... . . ... ... ... 791
power-inlinehanp . . ... . . . . .. e 792
power-inlinemaX . . . .ttt e 793
power-inline priority . . . . .. ... 795
C613-50480-01 Rev A Command Reference for x550 Series 12

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



power-inline usage-threshold . . . . .. ......... ... ... ....... 797

servicepower-inline . .. ... . e 798
show debugging power-inline .. ......... ... ... .. ... ...... 799
show power-inline . ... .... ... . . . . . .. e 800
show power-inlinecounters . . ... ........... . . ... 803
show power-inlineinterface . ... ....... ... ... . . . ... . . ... .. 805
show power-inlineinterfacedetail ... ....................... 808
PART 3: Layer3Switching . . . . . ..... ..ttt 811
Chapter 20: IP Addressingand ProtocolCommands . . . . . ... ..ot vvennenn 812
Introduction . . . ... ... 812
arp-aging-timeout . . . ... ... .. e 814
arp-Mac-disparity . . . . oo e e e e 815
] o 818
arp log . . . 820
arpopportunistic-nd . . . ... 823
arp-reply-bc-dmac .. .. ... 824
cleararp-cache . .. ... . . . . .. e 825
debugip packetinterface. . . ... ... ... ... . ... 826
debugipirdp .. ... 828
ip address (IP Addressingand Protocol) . . . . ................... 829
ipdirected-broadcast . ... .... ... .. ... . e 831
ipforwarding . ... ... 833
ipforward-protocoludp .. ..... ... .. .. e 834
ip gratuitous-arp-link . .. ... e 836
iphelper-address . . . .. ... . e 838
PIrAD oo e 840
ipicmperror-interval . . ... ... e 841
ipirdpaddress preference . .. ..... ... . . .. e 842
ipirdpbroadcast . . ...... ... .. . . ... 843
ipirdpholdtime . . . ... ... .. ... 844
ipirdplifetime . . . . ... .. . 845
ipirdp maxadvertinterval . . . ... ... ... .. .. . e 846
ipirdp minadvertinterval . ... ....... ... . . . . . . . e 848
ipirdpmulticast . . . ... ... .. e 850
ipirdppreference . . . ... .. e 851
ip limited-local-proxy-arp . . . . .. ..o e 852
iplocal-proxy-arp . . . .. e 853
P PIOXY-aID o v v e e e e e e e e e e e e e e e 854
predirects . . ... e 855
iptcpsynack-retries . .. ... .. 856
ipunreachables . . . ... ... . ... .. 857
local-proxy-arp . ... i e 859
optimistic-nd . . . . . .. 860
PING o e e e e e e 861
routeripirdp . . . .o e 862
SNOW arD . . e 863
show debuggingippacket . . . ........ ... .. 864
show ip flooding-nexthops . . . .. ....... ... ... ... .. .. ...... 865
showipforwarding. . ... ....... ... . . . . . 866
showipinterface ... ...... ... . . . . . ... e 867
C613-50480-01 Rev A Command Reference for x550 Series 13

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



showipirdp . ... o e 868

showipirdpinterface . ... .. ... . ... i 869
showipsockets . .. ... i e 871
showiptraffic .. .... ... .. . . . . . 874
CPAUMP . . e e e 876
traceroute. . . . . .. e 877
undebugip packetinterface . . . . ... ... .. .. 878
undebugipirdp . . . .. e 879
Chapter 21: Domain Name Service (DNS)Commands . . ........ccc0ouens 880
Introduction . . . .. ... 880
clearipdnsforwardingcache . ... ......... ... ... ... ... .... 882
debugipdnsforwarding .. ...... ... ... ... .. . . . . . . . 883
ipdnsforwarding . . . .. ... .. 884
ipdnsforwardingcache. . . ........ ... ... ... . ... 885
ipdns forwardingdead-time. . . . ...... ... ... . . . 886
ipdnsforwardingretry . ...... ... ... ... 887
ip dns forwarding source-interface . . . . ... ... ... o .. 888
ipdnsforwardingtimeout . ............ .. . . . . . ... ..., 889
ipdomain-list . ... ... ... . .. 890
ipdomain-lookup . . . .. ... ... 891
ipdomain-name . .. ... ... ... 893
P NAME-SEIVEN . . o o i e e e e e e e e e e e e e e 894
ip name-server preferred-order . . .. ... ... .. . . . ... 896
show debuggingipdnsforwarding . ........................ 897
ShOW hoStS . . . . . o e 898
showipdnsforwarding . .. .......... ... ... .. .. ... ... 899
showip dnsforwardingcache . . .. ......................... 900
show ip dnsforwardingserver. . .. ....... ... ... . .. . . . ... 901
showipdomain-list . ......... .. . .. .. . . ... 902
showipdomain-name. .. ... ... .. . ... .. 903
showipname-server . . ... ... it e 9204
Chapter 22: IPv6Commands . .. ....ov ittt neronenecsnssonennsss 905
INtroduction . . . .. e 905
clearipvbneighbors . . ... ... .. .. 907
PVO address . . . i e e 908
ipv6addressautoconfig. . . .. ... ... e 910
ipv6addresssuffix .. .... ... ... ... e 912
ipvbenable . . . ... 913
ipv6 euib4-linklocal . . . . ... ... ... .. 915
ipveforwarding . . ... .. ... 916
ipvéicmperror-interval . . ... ... e 917
ipv6 multicast forward-slow-path-packet. . . .. ................. 918
ipv6 nd accept-ra-default-routes . ... ...... ... .. ... ... ... . ... 919
ipvé nd accept-ra-pinfo . .. ... ... .. 920
ipv6 nd current-hoplimit . . ......... .. ... . ... .. ... . . ..., 921
ipvénddnssearch-list. . ........ ... ... .. . . . . . . . .. 922
iPVo Nd dns-Server . ... ... e e 923
ipv6 nd managed-config-flag . ........... ... ... . . ... ... ... 925
ipv6 nd minimum-ra-interval . . .... ... .. ... .. .. 926
ipv6 nd other-config-flag . . . ... ... ... ... .. 927
C613-50480-01 Rev A Command Reference for x550 Series 14

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



ipvendprefix .. ... .. 928

ipvéndra-interval . ... ... .. ... 930
ipvé ndra-lifetime . ... ... .. 931
ipvondraguard . ... ... 932
ipv6 nd reachable-time . . ... ... ... ... . . . . . . e 934
ipv6 nd retransmission-time . . .. ... .. ... . . .. e 935
ipv6 nd route-information . .. ........ .. . . ... .. 936
ipv6 nd router-preference . . ... ... ... e 937
IPVO NA SUPPIESS-Ta « v v vt e e e e e e et e e e e e e e 938
ipvb neighbor . . . . ... . . e 939
ipv6 opportunistic-nd . . ... L. e 940
PVO TOULE . . . o e e e e 941
ipvé unreachables . .. ... ... ... . . . . ... 942
optimistic-nd . . . . . . ... 943
PINGIPVO . . . e e e e e e e 944
showipv6forwarding .. ....... ... . ... .. . 946
showipvbinterface. . . . . ... ... . . . 947
showipv6neighbors. . . ... ... .. .. .. .. .. . . 948
Showipvbroute . . . . . ... e 949
showipvb route summary . ... ... ..ttt 951
tracerouteipvl . . . . . o e e e e e 952
Chapter 23: RoutingCommands . .........cii ittt eesoseoccsnsns 953
Introduction . . ... ... e 953
P rOULE . . o e e e e e e 954
PVOIOULE . . . . . e e 956
max-fib-routes . . . . . . ... 957
Max-statiC-routes . . . . . . .. . i e e 958
maximum-paths. . . ... ... . e 959
showiproute . ...... .. ... e 960
showiproutedatabase . .. ...... ... ... ... ... . . . . . . . . 963
showiproutesummary . . ... ... 965
Showipvbroute . . . . . . . e 9266
show ipvb route sUummary . .. ... ..ottt 968
Chapter 24: RIPCommands. ........ooiiiiietrnneneesonnncesans 969
Introduction . . ... .. e 969
accept-lifetime. . . ... ... 971
alliedware-behavior . .. ... ... . . ... 973
cisco-metric-behavior (RIP) . . . . . .. ... e 975
clearipriproute. . . . . . ... e 976
debugrip . ... 977
default-information originate (RIP) . . . . . ..................... 978
default-metric(RIP) . . . . . . . . . 979
distance (RIP) . . . . . . o e 980
distribute-list (RIP) . . .. .. .. e 981
fullupdate (RIP) . ... ... i e e 982
ipsummary-addressrip . . . ... e 983
ipprefix-list. . .. ... . e 984
ip rip authentication key-chain . . ... ... ... ... .. ... ... ... 986
ipripauthenticationmode . . . . .. .. ... .. 988
ipripauthenticationstring . . . . ... ... ... . 991
C613-50480-01 Rev A Command Reference for x550 Series 15

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



ipripreceive-packet . . ... ... ... 993

PP receive VEISION . . . . i v i et e e e 994
ipripsend-packet. . . .. ... e 995
ipripsendversion . ... ... e 996
ip rip send version T-compatible . ... ........ ... ... ... .. ... 998
ipripsplit-horizon . ... ... ... ... . . ... 1000
KeY e e 1001
keychain . ... .. . e 1002
Key-String . . o oo e e 1003
maximum-prefix . ... .. .. e 1004
neighbor (RIP) . . . . ... . . e 1005
Network (RIP) . . . . o o e 1006
offset-list (RIP) . . ... ... . e e e 1007
passive-interface (RIP) . . . . . . . .. . 1008
recv-buffer-size RIP) . . . . ... . e 1009
redistribute (RIP) . . .. . .. . 1010
restartripgraceful .. ... ... .. ... ... 1011
riprestartgrace-period . .. ... ... 1012
route (RIP) . . . o o e 1013
L0101 =T g T o T 1014
send-lifetime . . . .. ... 1015
showdebuggingrip . . ...... .. . . . ... e 1017
showipprefix-list . . ... ... . . . 1018
showipprotocolsrip. . . ... ... . 1019
ShOW PP . . e 1020
showipripdatabase . . . . ...... ... ... ... . ... 1021
showipripinterface . .. ...... ... ... . .. . . . ... 1022
timers (RIP) . . . . . . 1023
undebugrip . ... e 1024
version (RIP) . . . . . o e 1025
Chapter 25: RIPngforIPv6Commands ..........voi it nennennns 1026
Introduction . . . ... e 1026
aggregate-address (IPv6RIPNg) . . ... ... ... . . . 1028
clearipvbriproute . . ... .. . e e 1029
debugipvbrip . . ... o 1030
default-information originate (IPv6RIPng) . . .. ................ 1031
default-metric (IPv6RIPNg) . . . .. ... .. .. .. . . 1032
distribute-list (IPv6RIPNg) . ... ... ... . . . 1033
ipvb prefix-list . . . .. .. . e 1034
ipveripmetric-offset. . . . ... ... . ... 1036
ipv6ripsplit-horizon . . . ... ... ... e 1038
IPVOIOULer Fip . . . o e e e 1039
neighbor (IPv6RIPNg) . .. ... ... ... . .. . . .. 1040
offset-list IPv6RIPNg) . ... ... ... .. ... . . . . 1041
passive-interface (IPv6RIPng) . .. ....... ... ... .. .. ... . .... 1042
recv-buffer-size (IPv6RIPNg) . . .. ... ... . . . . .. 1043
redistribute (IPV6RIPNg) ... ..... ... ... . . . .. 1044
route (IPVORIPNG) . . . . . . . . 1045
FOUtEripVO rip . . . e e e 1046
show debuggingipvbrip . .. ... ... . . .. 1047
showipve prefix-list ... ....... ... ... ... . . . ... ... 1048
showipv6 protocolsrip . . ... .. i e 1049
C613-50480-01 Rev A Command Reference for x550 Series 16

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



SHOW IPVE P . . o o o e e 1050

showipvbripdatabase . ...... ... .. ... ... . ... . . ... .. . ... 1051
showipv6eripinterface . ............ ... .. ... . . ... ... 1052
timers (IPV6RIPNG) . . ... .. e 1053
undebugipvbrip . .. .. e 1054
Chapter 26: OSPFCommands . ......ccooetvvennerosenecnnssnnas 1055
Introduction . .. ... . ... 1055
areadefault-cost .. ... ... .. . ... e 1058
areaauthentication. . . . ... ... .. e 1059
areafilter-list . . . ... ... . .. . e 1060
AFEANSSA .« . vt it e e e e e e e e e e e e e e e 1061
ArCATANGE & . v v e e e e e e e e e e e e e 1063
areastub ... e 1065
areavirtual-link . ... ... . . 1066
auto-cost reference bandwidth . ... ...... ... ... ... .. ..... 1069
bandwidth . . ... ... . . . e 1071
capabilityopaque. . . . ... e 1072
capabilityrestart . . ... ... e 1073
clearip ospfprocess . . ... .. i e 1074
compatiblerfc1583 . . . . . ... e 1075
debugospfevents . ... ....... .. .. ... e 1076
debugospfifsm . .. ... ... . . . . . 1077
debugospflsa . ... ... ... . . . . 1078
debugospfnfsm ... ... ... . . . . .. 1079
debugospfnsm . .. ... ... 1080
debugospfpacket ... ..... ... . .. . ... ... 1081
debugospfroute .. ... ... .. ... .. e 1082
default-informationoriginate . . ... ......... ... .. ... .. ..... 1083
default-metric (OSPF) . . . . . ... . . e 1084
distance (OSPF) . . . . .. i 1085
distribute-list (OSPF) . . . . . . . . . 1087
enabledb-summary-opt . ....... ... .. ... 1090
hostarea . ... ... i e 1091
ipospfauthentication . . . .......... ... .. ... . . .. . . ... ... 1092
ip ospf authentication-key ... ..... ... ... ... . . .. . ... 1093
pospfcost . . ... e 1094
ipospfdatabase-filter . ... ... ... ... ... . . ... . 1095
ipospfdead-interval . . . ....... ... ... . . . . . .. 1096
ipospfdisableall .. ........ ... .. .. .. . . . . . .. 1097
ipospfhello-interval . ... ...... ... ... .. ... .. . .. .. . ... .. 1098
ip ospf message-digest-key ... ... ... ... ... 1099
POSPIMEU . . . . o e 1101
ipospfmtu-ignore . ... ... .. ... .. 1102
ipospfnetwork . . ... . . ... e 1103
ipospfpriority . . ... ... e 1104
ipospfresync-timeout. . .. ......... ... . ... . 1105
ipospfretransmit-interval ... ......... ... . .. . . . . . . ... ... 1106
ipospftransmit-delay . ... ......... ... .. ... ... . ... . . ..., 1107
max-concurrent-dd . . . . ... 1108
MAaXiMUM-ArEA . & v v v et e e e e e e e et e e e e e e e e e e e 1109
neighbor (OSPF) . . . . . . . e 1110
networkarea . . ... ... . e 1111
C613-50480-01 Rev A Command Reference for x550 Series 17

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



ospfabr-type. . . . ... 1113

ospfrestartgrace-period . ... ........ ... . ... ... 1114
ospfrestarthelper . ... ... . . . . . . . e 1115
ospfrouter-id . . ... .. ... .. . .. e 1117
overflowdatabase . ......... ... .. .. ... ... 1118
overflow databaseexternal . . . . ... . ... ... ... . . .. 1119
passive-interface (OSPF) . . . . . . .. . i i 1120
redistribute (OSPF) . . . . . . . . e 1121
restartospfgraceful .. ... ... ... .. ... . . ... .. ... . 1123
FOULEr OSPf & . o e 1124
FOULEr-id . . e e 1125
showdebuggingospf . . ... ... .. .. ... 1126
showipospf . ... i e 1127
show ip ospfborder-routers . ... ...... ... .. 1130
showipospfdatabase . . . ......... ... ... .. ... .. ... .. . ... 1131
show ip ospf database asbr-summary . .. ......... ... ... . ... 1133
show ip ospfdatabaseexternal .. ......................... 1134
show ip ospfdatabasenetwork . . . . ........ ... ... ... ... ... 1136
show ip ospf database nssa-external . . ... ................... 1137
show ip ospf databaseopaque-area . .. ..................... 1139
show ip ospf databaseopaque-as . ........................ 1140
show ip ospf database opaque-link . ....................... 1141
showip ospfdatabaserouter . ........... ... ... ... . ...... 1142
show ip ospf databasesummary ... ....................... 1144
showipospfinterface . . . ... ... .. . . . .. . . e 1147
showipospfneighbor. ... ...... ... ... ... ... ... ... .... 1148
showipospfroute . ........ ... ... ... .. 1150
showipospfvirtual-links . .. ...... ... ... ... ... .. ... .... 1151
showip protocolsospf ... ....... . ... . ... .. . . . . . 1152
SUMMArY-address . . . . oot e 1153
timers spfexXp . . . oo e e 1154
undebugospfevents ... ...... ... . ... ... 1155
undebugospfifsm . . ... ... ... ... . .. 1156
undebugospflsa . . ... ... . . . .. e 1157
undebugospfnfsm ... ... ... .. .. 1158
undebugospfnsm . ... ... 1159
undebugospfpacket . ... ... ... ... ... ... 1160
undebugospfroute ... .. ... ... . . . ... ... 1161
Chapter 27: OSPFv3forIPv6Commands . .......coottieevnennnnnns 1162
Introduction . ... ... e 1162
abr-type . . L 1165
area authenticationipsecspi. . . ... ... i i e 1166
areadefault-cost (IPv6 OSPF) . . . ... ... . ... .. . ... 1168
area encryption ipsecspiesp . .. ..ot 1169
arearange (IPv6 OSPF) . . . . .. .. . e 1172
areastub (IPV6 OSPF) . . .. . . . . i 1174
areavirtual-link (IPv6 OSPF) . . . ... ... . . . i . 1175
area virtual-link authenticationipsecspi . ... ................. 1177
area virtual-link encryptionipsecspi . . . . ... ... . . o .. 1179
auto-cost reference bandwidth (IPv6 OSPF) . . .. ............... 1182
bandwidth . . .. ... .. . . e 1184
clearipvbospfprocess .. ... .. ... ... 1185
C613-50480-01 Rev A Command Reference for x550 Series 18

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



debugipvbospfevents . .. ...... ... . ... . ... . 1186

debugipv6ospfifsm. .. ....... ... ... ... . . .. . .. 1187
debugipvbospflsa. ... .. ... ... ... ... . . 1188
debugipv6ospfnfsm .. ....... ... . ... ... . 1189
debugipv6ospfpacket . .. ...... ... . ... ... 1190
debugipvbospfroute . . .. ... ... .. ... e 1191
default-informationoriginate . .. ........... ... .. ... .. ..... 1192
default-metric (IPv6 OSPF) . . ... ... ... . .. . . ... 1193
distance (IPV6 OSPF) . . . . .. . e 1194
distribute-list (IPv6 OSPF) . . . . . . . . . . 1196
ipv6 ospf authenticationspi .. .......... ... .. ... . ... ..... 1198
ipvbospfcost . . ... . 1200
ipv6 ospfdead-interval . . ........ ... ... . . . . . . . . ... .. ... 1201
ipv6 ospf display route single-line ... ...................... 1202
ipv6 ospfencryptionspiesp . . . ... ..o e 1203
ipv6 ospf hello-interval . ............. ... ... .. . . ... ..... 1206
ipv6ospfneighbor . . . . ... ... . . ... e 1207
ipvéospfnetwork. . . . ... .. 1209
ipvbospfpriority . .. ... ... .. 1210
ipv6 ospf retransmit-interval . . . ......... ... .. . . . ... ... ... 1211
ipv6 ospftransmit-delay . ........... ... . ... .. .. ... . ..., 1212
ipvbrouterospfarea . . . ... ... 1213
max-concurrent-dd (IPv6 OSPF) . . . . ... ... ... .. . . . . ... 1215
passive-interface (IPv6 OSPF) . .. ........ ... . . . ..., 1216
redistribute (IPV6 OSPF) . . . . . . . ... i e 1217
restartipv6ospfgraceful ... ........ ... .. ... ... .. ... .. ... 1219
routeripvb ospf . . . . ... e 1220
router-id (IPV6 OSPF) . . . . . . .. 1221
show debuggingipv6ospf . . . ... ... .. ... 1222
showipvb ospf . . ... . . e 1223
showipvbospfdatabase ... ... ..... ... ... ... ... ... ... 1225
show ipv6 ospf databaseexternal . ........................ 1227
show ipv6 ospf databasegrace ... ........................ 1228
show ipv6 ospf databaseinter-prefix . ...................... 1229
show ipv6 ospf databaseinter-router . .. .................... 1230
show ipv6 ospf database intra-prefix . ...................... 1231
show ipv6 ospfdatabaselink . ............... ... . ........ 1232
show ipv6 ospf databasenetwork . .. .......... ... ... ... ... 1233
show ipv6 ospf databaserouter . . ... ...................... 1235
showipv6ospfinterface . ... .. ... ... ... ... .. .. . . . . ... ... 1240
showipv6ospfneighbor . ... ... ... ... ... ... ... ... .. .... 1242
showipvbospfroute. . .. ...... ... .. ... . .. 1244
show ipv6 ospfvirtual-links ... .......................... 1246
summary-address (IPv6 OSPF) . . . . ... ... ... 1247
timersspfexp (IPv6 OSPF) . . . .. ... .. . e 1249
undebugipv6ospfevents . ........... .. . . . .. ..., 1250
undebugipv6ospfifsm ... ...... ... .. ... ... . . . 1251
undebugipvbospflsa . .. ...... ... ... . . . 1252
undebugipv6ospfnfsm .. ...... ... ... ... ... .. ... .. ... .. 1253
undebugipvbospfpacket . ......... ... ... . .. . . . ... ... 1254
undebugipvbospfroute .. ......... ... . ... .. 1255
Chapter 28: BGPandBGP4+Commands .........ccetevevrncncanns 1256
C613-50480-01 Rev A Command Reference for x550 Series 19

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



Introduction . . . .. . . . e 1256

address-family . . . . ... .. 1262
aggregate-address . . . ... e e e 1264
auto-summary (BGPonly). . .. ... ... .. 1267
bgp aggregate-nexthop-check . ............ ... ........... 1269
bgp always-compare-med . ... ... ... 1270
bgp bestpath as-pathignore. . . . ....... ... ... ... ... .. ... 1272
bgp bestpath compare-confed-aspath .. .................... 1273
bgp bestpath compare-routerid . ......................... 1274
bgpbestpathmed . ... ... ... ... .. ... . . . . . 1275
bgp bestpath med remove-recv-med . . .. ................... 1277
bgp bestpath med remove-send-med . . . . ... ................ 1278
bgp client-to-clientreflection . ... ...... ... ... ... ......... 1279
bgpcluster-id . ... ... . . e 1280
bgp confederation identifier . . ... .......... ... ... ... ..... 1282
bgp confederationpeers .. ... ... ... .. .. . .. e 1283
bgpconfig-type . . . . ... 1285
bgpdampening . . . ... ... 1287
bgp damp-peer-oscillation BGPonly) . . . .. .................. 1289
bgp defaultipv4-unicast . ............ ... . .. .. . ... . ..., 1290
bgp default local-preference (BGPonly) . .................... 1291
bgp deterministiccmed . . ... ... ... 1292
bgpenforce-first-as . ... ... ... .. ... e 1294
bgp fast-external-failover . . . . ... ... . L 1295
bgp graceful-restart . ... ..... ... .. ... . . ... .. 1296
bgp graceful-restartgraceful-reset . . . . ....... ... ... ... ..., 1298
bgplog-neighbor-changes . . . . ......... ... .. ... . . . .. .... 1299
bgp memory maxallocation . ... ...... ... ... .. ... . .. .. ... 1301
bgp nexthop-trigger-count . . ............ .. . . . .. ..., 1302
bgp nexthop-triggerdelay . .. ....... ... ... .. . .. 1303
bgp nexthop-triggerenable . .. ...... ... ... ... . . . ... .. ... 1304
bgp rfc1771-path-select (BGPonly) .. ...................... 1305
bgp rfc1771-strict BGPonly). . . . .. ... .. .. .. .. . . 1306
bgprouter-id. . . . ... . e 1307
bgpscan-time (BGPonly) . . . ... ... ... 1309
bgpupdate-delay. . . . ... ... .. . ... 1310
clearbgp ® .. e e 1311
clearbgp (IPv4orlPv6address) . . ... ..o oot 1312
clearbgp (ASN) . .. . 1314
clearbgpexternal. . . ... ... . . e 1315
clearbgp peer-group . ... ... 1316
clear bgp ipv6 (ipv6 address) (BGP4+only) . . . . ................ 1317
clear bgp ipv6 dampening (BGP4+only) . ... ....... ... ....... 1318
clear bgp ipv6 flap-statistics (BGP4+only) ... ................. 1319
clear bgp ipv6 (ASN) (BGP4+only) .. ... ... ... 1320
clear bgp ipv6 external (BGP4+only) . ........ ... .. ... . ... ... 1321
clear bgp ipv6 peer-group (BGP4+only) . .................... 1322
clearipbgp* (BGPonly) . ...... ... .. ... .. . .. .. . 1323
clearipbgp (IPv4) (BGPonly) . .... ... ... ... . . . .. 1324
clearip bgp dampening (BGPonly) . ........... ... ... ...... 1325
clearip bgp flap-statistics (BGPonly) . ...................... 1326
clearipbgp (ASN) (BGPonly) . ......... .. ... ... ... ... .. .. 1327
clearip bgp external (BGPonly) . . .. ...... ... ... ... .. .. .. .. 1328
C613-50480-01 Rev A Command Reference for x550 Series 20

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



clearip bgp peer-group (BGPonly) . . . .. ........ .. ... .. ... .. 1329

clearipprefix-list . .. ... ... . . . 1330
debugbgp BGPonly) .. ... ... . . .. . 1331
distance BGPandBGP4+) . .. ... ... . ... .. e 1333
exit-address-family . . .. ... L L 1335
ipas-pathaccess-list . . ....... ... ... .. . . ... . .. 1336
ipcommunity-list . . ... ... e 1338
ipcommunity-listexpanded . . . ........ ... ... . o ... 1340
ipcommunity-liststandard . . . . ...... .. ... . . . 1342
ip extcommunity-listexpanded . . . .. ... ... .. L L 1344
ip extcommunity-liststandard . . ... ... ... ... L L. 1346
ipprefix-list . . . ... . e 1348
ipvb prefix-list . . . .. .. . e 1350
matchas-path . . ... .. ... ... . . 1352
matchcommunity . ... ... ... . . . . e 1354
max-paths . ... ... . . . e 1356
neighboractivate . . . .. ... ... . .. .. e 1357
neighbor advertisement-interval . . .. ....... ... ... ... ...... 1360
neighborallowas-in . .. ...... ... ... .. . . . . . . . . 1363
neighbor as-origination-interval . ... .......... ... .. ... ... 1366
neighbor attribute-unchanged ... .......... ... ... ... ..... 1368
neighbor capability graceful-restart . . ... ................ ... 1371
neighbor capability orf prefix-list . . . . ...... ... ... .. ... ..... 1374
neighbor capability route-refresh. . . . . ....... ... .. ... ... ... 1377
neighbor collide-established . . . .. ......... ... . ... ........ 1380
neighbor default-originate . . . . ......... ... ... ... .. ..... 1383
neighbordescription. . . .. ... . ... . . . . e 1386
neighbor disallow-infinite-holdtime . . . . .. .................. 1389
neighbor distribute-list . . ... ....... ... ... .. ... . . . . ..... 1391
neighbor dont-capability-negotiate . . . . ......... ... ... ..... 1394
neighbor ebgp-multihop . . .. ... ... ... . . 1397
neighbor enforce-multihop ... ....... ... ... ... ... ... ..... 1400
neighborfilter-list. . . . . ... ... .. ... . . ... 1403
neighborinterface . . ... ... ... . ... . . . . . e 1406
neighborlocal-as . . ......... . . . . . . e 1407
neighbor maximum-prefix . ... ... ... ... ... . .. . . .. 1410
neighbor next-hop-self . . ... ... ... ... ... ... ... ......... 1413
neighbor override-capability . . . . ....... ... ... ... . . . . ... 1416
neighborpassive . . ... ... i e 1418
neighborpassword . . . . ... ... . ... 1421
neighbor peer-group (add aneighbor) . ... .................. 1424
neighbor peer-group (create apeer-group) . ... ............... 1426
neighborport . . ... ... . . . e 1427
neighbor prefix-list . . . ........ ... ... . ... . .. .. . ... 1430
neighborremote-as . . ... ... ... ... 1433
neighbor remove-private-AS (BGPonly) ... .................. 1436
neighborrestart-time . ... ....... .. .. . .. . . . . 1438
neighborroute-map . . ... ... ... . 1441
neighbor route-reflector-client (BGPonly) . ... ................ 1445
neighbor route-server-client (BGPonly) . . . . .................. 1447
neighbor send-community . . . . ... ... ... . . e 1448
neighborshutdown . ...... ... ... ... ... ... . . . . . . . . ... ... 1452
neighbor soft-reconfigurationinbound . . . . .. ... ... ... ...... 1454
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neighbortimers . . . ... .. ... . 1457

neighbor transparent-as . . ... ... ...t 1460
neighbor transparent-nexthop .. ........... ... .. .. ....... 1462
neighbor unsuppress-map . . . . ..o oot ittt e 1464
neighborupdate-source . ... .... ... ... . . .. . . . . 1467
neighborversion (BGPonly) . ... ........ ... ... ... .. ..... 1471
neighborweight ... ... ... . . . .. .. . . . e 1473
network (BGPandBGP4+) . .. ... ... ... . 1476
network synchronization . ... ....... ... .. . . . . . ..o ... 1479
redistribute (intoBGPorBGP4+) ... ... ... ... .. ... . . ..., 1480
restart bgp graceful (BGPonly) . ... ... ... ... .. ... ... .. . ... 1482
rOUterbgp . . . 1483
o 10 L (= 0 0= o O 1484
setas-path . ... ... . 1487
setcommunity. . .. .. e 1488
show bgpipv6 (BGP4+only) . . .. ... ... . . . . 1490
show bgp ipv6 community (BGP4+only) . .. .................. 1491
show bgp ipv6 community-list (BGP4+only) ... ............... 1493
show bgp ipv6 dampening (BGP4+only) . . . ........ ... ....... 1494
show bgp ipvé6 filter-list (BGP4+only) . ... ................... 1495
show bgp ipv6 inconsistent-as (BGP4+only) . ................. 1496
show bgp ipv6 longer-prefixes (BGP4+only) .. ................ 1497
show bgp ipv6 neighbors (BGP4+only) . . .. .................. 1498
show bgp ipv6 paths (BGP4+only) . . . ...................... 1501
show bgp ipv6 prefix-list (BGP4+only) . ..................... 1502
show bgp ipv6 quote-regexp (BGP4+only) . .................. 1503
show bgp ipv6 regexp (BGP4+only) . . .. ... ... ... ... .. ... 1504
show bgp ipv6 route-map (BGP4+only) . .................... 1506
show bgp ipv6 summary (BGP4+only) .. .................... 1507
show bgp memory maxallocation (BGPonly) . ................. 1508
show bgp nexthop-tracking (BGPonly) . . .................... 1509
show bgp nexthop-tree-details (BGPonly) . . .. ................ 1510
show debuggingbgp (BGPonly) ... ......... ... .. ... ...... 1511
showipbgp BGPonly) .. ... 1512
show ip bgp attribute-info (BGPonly) . .. .................... 1513
show ip bgp cidr-only (BGPonly) . .. ....... ... ... ... ... .... 1514
show ip bgp community (BGPonly) . ....................... 1515
show ip bgp community-info (BGPonly) ... .................. 1517
show ip bgp community-list (BGPonly) . . .. .................. 1518
show ip bgp dampening (BGPonly) . ... ... .. ... .. ... ....... 1519
show ip bgp filter-list (BGPonly) . ........ ... .. .. ... ...... 1521
show ip bgp inconsistent-as (BGPonly) . . . ................... 1522
show ip bgp longer-prefixes (BGPonly) . . .. .................. 1523
show ip bgp neighbors (BGPonly) ... ...................... 1524
show ip bgp neighbors connection-retrytime (BGPonly) . . ... ... ... 1527
show ip bgp neighbors hold-time (BGPonly) . ................. 1528
show ip bgp neighbors keepalive (BGPonly) . ................. 1529
show ip bgp neighbors keepalive-interval (BGPonly) . ... ......... 1530
show ip bgp neighbors notification (BGPonly) ... .............. 1531
show ip bgp neighbors open (BGPonly) . .................... 1532
show ip bgp neighbors rcvd-msgs (BGPonly) . ... .............. 1533
show ip bgp neighbors sent-msgs (BGPonly) . .. ............... 1534
show ip bgp neighbors update (BGPonly) . .. ................. 1535
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showip bgp paths (BGPonly) . ............ ... .. ... ....... 1536

show ip bgp prefix-list (BGPonly). . . . ...................... 1537
show ip bgp quote-regexp (BGPonly) . . .. ....... ... ... ...... 1538
showipbgpregexp(BGPonly) . ........ .. ... .. ... ... .. .. .. 1540
show ip bgp route-map (BGPonly) . . . . ... ... ... ... ... ..., 1542
showipbgpscan(BGPonly) . . ...... ... ... .. .. .. .. .. . ... 1543
showip bgp summary (BGPonly). . . ........ ... .. ... ....... 1544
showip community-list . .. ....... ... . . .. . . 1545
show ip extcommunity-list . .. ....... ... ... ... . . . . .. . ... 1546
showipprefix-list . . ... ... . . . 1547
showipv6 prefix-list . .. ..... .. . . . .. . . 1548
show ip protocols bgp (BGPonly) ... ..... ... ... .. ... ........ 1549
showroute-map ... ... .. e 1550
synchronization . . . . .. .. . . . e 1551
timers(BGP) . ... . ... 1553
undebugbgp (BGPonly) . ..... ... ... .. .. .. 1555
Chapter 29: RouteMapCommands. . . . . ..ttt vttt enosecoconsnns 1556
Introduction . .. .. .. e 1556
matchas-path . . ... ... . . . e 1558
matchcommunity . ... ... ... ... . . e 1560
matchinterface . .. ... ... . . ... 1562
matchipaddress . . ... .. . . . e 1563
matchipnext-hop .. ..... ... .. .. .. . . . e 1565
matchipvbaddress. . . . ... ... ... e 1567
matchipvénext-hop. .. ... .. . . .. . . 1569
matchmetric. . . .. ... . e 1570
matchorigin . ... ... . e 1571
matchroute-type . . . . . .. . e 1573
matchtag . .. ... o e e 1574
FOUTE-MAP .« . o e e e e e e e e e e e e e e e e e e e 1575
setaggregator . . . . ... L e e 1578
setas-path . ... ... ... 1579
setatomic-aggregate . .. ... ... .. 1580
setcomm-listdelete . .. ... ... . .. .. ... 1581
setcommunity. . ... 1582
setdampening . . ... .. 1584
setextcommunity . ... .. 1585
setip next-hop (routemap) . ....... ... ... .. . . ... ..., 1587
setipvbnext-hop . ........ ... . . ... 1588
setlocal-preference . ......... . . . . . .. .. ... 1589
setmetric . . . . e 1590
setmetric-type . . ... 1592
SEtOrigin . . . .. 1593
setoriginator-id . . . . ... 1594
Setlag . . . e e 1595
setweight. . . .. e e e 1596
showroute-map . . ... e e 1597
Chapter 30: Link Health Monitoring for SwitchesCommands . . . . ......... 1598
Introduction . .. .. .. ... 1598
consecutiveprobeloss ... ..., ... . .. 1600
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debuglinkmon . . ..... ... .. . ... .. 1602

destination (linkmon-probe) . . . . . ... ... ... L 1604
dscp (linkmon-probe) . . ... ... . . . 1605
egress interface (linkmon-probe) . . . . ... ... .. ... . . .. 1606
enable (linkmon-probe) . . . . ... ... . ... 1607
interval (linkmon-probe) . ... ... ... ... ... . . . . . . .. ... .. 1608
ip-version (linkmon-probe) . . . . ... ... ... ... . 1609
JIEEr o e e 1610
ANy . o o o e e e 1612
linkmonprobe . . ... ... ... e 1614
linkmon probe-history . . . ... ... . L 1616
linkmonprofile . ........ .. . . . . . . 1618
sample-size (linkmon-probe) . . . . . ... ... ... ... L 1619
servicelinkmon . .. ... . e 1620
showlinkmonprobe . . .. ... ... . . . . . . e 1621
show linkmon probe-history . . . . ........ ... ... . . . .. . ... 1624
show linkmontrigger . ....... ... . . . . . ... 1626
size (linkmon-probe) . . . . ... ... . 1628
source (linkmon-probe) . . .. ... ... ... . .. ... 1629
url (linkmon-probe) . ... ... ... . . .. 1630
PART 4: Multicast Applications . . . . . ... .. ittt ittt 1631
Chapter 31: IGMP and IGMP SnoopingCommands . . . . ... ...ccc0eveenn. 1632
INtroduction . . ... e 1632
cearipigmp . .. oo e e 1634
clearipigmpgroup . .. ... . . 1635
clearipigmpinterface . . . . .. ... . e e 1636
debugigmp . ... e 1637
PIgMP . o e 1638
IPIgMP ACCESS-gIOUP .« v v o vt e e e e e e e e e 1639
ipigmpflood-group . .. ... ... .. .. ... 1640
ipigmp flood specific-query . . . ........ ... ... .. . .. 1642
ipigmpimmediate-leave . . . ... ... . ... . .. e 1643
ipigmp last-member-query-count . . . .. ... Lo L oL 1644
ipigmp last-member-query-interval . . . ... ... ... .. o L. 1645
ipigmplimit . ... e 1646
iPIgMpP Maximum-groups . . . . . . v ittt et e e e 1647
IPIgMP MIOULE-PIOXY . .« « v i e e e e e e e e et e e e et e e et 1649
IPIgMP ProXy-ServiCe . . . . ... . . ittt i e e 1650
ipigmp querier-timeout . .. ... ... e 1651
ipigmp query-holdtime . . . . ... .. ... ... ... 1652
ipigmp query-interval . . . ... ... e 1654
ip igmp query-max-response-time . . . . ... ... o e 1656
ipigmpra-option . . . ... e 1658
ipigmp robustness-variable . ... ........ ... . . . . . . . . ... ... 1659
IPIgMPSNOOPING . . . . et e e 1660
ipigmp snoopingfast-leave . .. ...... ... . ... . .. .. 1661
ipigmp snooping mMrouter . . ... .. ...ttt 1662
ipigmpsnooping querier. . . ... ..o e 1663
ip igmp snooping report-suppression . . . . . ... oo 1664
ipigmp snoopingroutermode . . ......... . . . .. e 1665
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ip igmp snooping source-timeout . . ... ... ... ... . ... 1667

ip igmp snooping tcn query solicit . . . ... ... .o oL 1668
ipigmp source-address-check . . . ....... ... ... . . . . .. 1670
P IgMP S M L e e e e e e e 1671
ipigmpssm-mapenable . ... ... . . ... .. .. . 1672
ipigmpssm-mapstatic . . ......... ... ... e 1673
ipigmpstatic-group . . . . .. ... e 1675
ipigmp startup-query-count.. . . . ... ... 1677
ipigmp startup-query-interval .. ....... ... . . . . . oo 1678
ipigmptrusted . ... ... ... e 1679
IPIgMP VEISION . . . e e e e 1680
showdebuggingigmp . ...... ... ... ... 1681
showipigmpgroups . . .... .. i 1682
showipigmpinterface ... ........ ... ... . .. . . ... ... 1684
ShowW ipigmp ProxXy . .. ..o e 1686
Show ip igmp proxy groups . . . . .. oottt e 1687
show ipigmp snoopingmrouter . ... ............. .. ... ..., 1689
show ip igmp snooping routermode. . . . ...... ... .. ... ... ..., 1690
show ip igmp snooping source-timeout . .................... 1691
show ip igmp snooping statistics . . . . .......... ... ... ... ... 1692
undebugigmp ... e 1694
Chapter 32: MLD and MLD SnoopingCommands . . . . . ... .ccvveeeennnnn 1695
Introduction . . . .. .. 1695
clearipvemld . .. ... . . 1697
clearipvémldgroup . . . ... .. .. e 1698
clearipvémldinterface . ... ... .. . ... .. 1699
debugmlid . . ... . . e 1700
PVOMId . . e 1701
IPVO MI access-group . . . o v v oot e 1702
ipv6 mld immediate-leave ... ...... ... ... . . . . .. .o, 1703
ipv6 mld last-member-query-count . .. .......... ... .. ...... 1704
ipv6 mld last-member-query-interval . ... ................... 1705
ipvemldlimit ... ... . . 1706
ipv6 mld querier-timeout . . . . ... ... e 1708
ipvé mld query-interval . .. ... ... . ... 1709
ipv6 mld query-max-response-time . .. ...... ... . .. ... 1710
ipv6 mld robustness-variable . ... ........ ... ... .. .. . .. ... 1711
ipvomIdsnooping . . . . ... e 1712
ipvé mld snoopingfast-leave ... ......... ... ... . .. .. ... ... 1714
ipv6 mld snooping mrouter . . ....... ... .. e 1715
ipv6 mld snooping querier . . . ...... ... e 1717
ipv6 mld snooping report-suppression . . .. ... ... 1718
ipvé mld ssm-mapenable . ......... ... . ... . . .. . 1720
ipvé mld ssm-mapstatic . ............ ... .. . ... . . . ... ... 1721
ipvé mldstatic-group . . ... ... e 1722
ipvomldversion .. ... ... e 1724
showdebuggingmld .. ......... ... . ... ... .. . . . 1725
showipvbmldgroups . . . ... ... e 1726
showipvémldinterface. . . .. ... ... .. .. . . ... . 1727
show ipv6 mld snoopingmrouter ... ............. ... ... ... 1728
show ipv6 mld snooping statistics . .. ...................... 1729
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Chapter 33:

Chapter 34:

MulticastCommands . . . . .ttt ittt ottt teeeenenoeneas

Introduction . .. .. ..
clearipmroute . ... ... .
clearipmroute statistics . . ... ... ... . ... .. .
clearipvbmroute . . . .. .. ...
clearipvb6 mroutestatistics . . . .. ... .. .. ... .. ..
ipv6 multicast forward-slow-path-packet . . . . .................
debugnsm . . ...
debugnsmmcast. . . ... ... .
debugnsmmeastb . . ... ... .
PMIOULE . . . . e e e e
ip multicast allow-register-fragments . ... ...................
ip multicast forward-first-packet . .........................
ipmulticastroute . . . .. .. ... e
ip multicastroute-limit . . ... ... ... ... .. . . . . .
ip multicast wrong-vif-suppression . .. ....... ... ... ... .. ...
ipmulticast-routing . . ... ... e
PVOMIOUTE . . . . e e e e e e
ipvé multicastroute . ... ... ... . .. e
ipv6 multicast route-limit . . .. ....... ... ... . . . . . oL,
ipvé multicast-routing . . . . . ... ...
multicast . ... ... e
platform multicast-ratelimit .. ............ ... ... .. .......
showdebuggingnsmmcast . . . ........ ... ... . . . . . ...
showipmroute . ... ... e e
showipmvif . ... . . e
showiprpf . ..
showipvbmroute .. ... ... .. ..t
show ipv6 multicastforwarding . . . .. ......................
showipvemif . ... .. . .. . e

PIM-SMComMmMaNds . &« v v v v v vt vttt o voeeeoenenoeneens

Introduction . . . ... ..
clearip pim sparse-mode bsrrp-set* .. ... ... ... ... ... . . ...
clear ip pim sparse-mode packet statistics . . ..................
clearip mroute pimsparse-mode . . .. ... ... ... e
debugpimsparse-mode . ... ... ... e
debug pim sparse-mode timer . ... ..... ... .. . . . . . ...
ip multicast allow-register-fragments . ... ...................
ip pimaccept-registerlist . . .. ....... ... . . . . .. e
IPPIMaNYCast-rp . . . . o oot e
ippimbsr-border . . .. ...
ippimbsr-candidate . . . .. ... ... . ...
ip pim cisco-register-checksum . . .. ...... ... ... . . . .. ... ...
ip pim cisco-register-checksum group-list .. ..................
ippimcrp-cisco-prefix . . . ... ... e
ippimdr-priority . . ... ... . e
ippimexclude-genid . ........ .. ... .. ...
ip pim ext-srcs-directly-connected . . .. ... ... ..o
ip pim hello-holdtime (PIM-SM) . . . . .. ... ... ... . ...
ip pim hello-interval (PIM-SM) . . . . ... ... ... . . i ..
ip pimignore-rp-set-priority . . . ... ... ... ..
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ippimjp-timer. . . ... . e 1790

ip pim neighbor-filter (PIM-SM) . . . . . ... ... .. ... . .. .. . ... .. 1791
ip pim register-rate-limit .. ....... ... . . . . . . . . 1792
ip pim register-rp-reachability . . ... ..... ... .. .. . L. 1793
IP PIM register-source . ... ... ittt et e e e 1794
ip pim register-suppression . . ... ... 1795
ippimrp-address . . . ... ... 1796
ippimrp-candidate . .. .... ... . ... ... 1798
ippimrp-register-kat . ....... .. ... . . e 1800
ippimsparse-mode . . ... ... e 1801
ip pim sparse-mode join-prune-batching . . . .. ......... ... .. .. 1802
ip pimsparse-mode passive . . ... ... 1803
ip pim sparse-mode wrong-vif-suppression . ... ............... 1804
ippimspt-threshold . . .. ........ .. ... . ... ... . ... ... ... 1805
ip pim spt-threshold group-list .. ......................... 1806
P PIM SSM L L e e e e e e 1807
SEIVICE PIM . . o e e e e e e e 1808
show debugging pimsparse-mode . . .......... .. ... .. ..... 1809
show ip pim sparse-mode bsr-router . . ..................... 1810
show ip pim sparse-modeinterface . ....................... 1811
show ip pim sparse-mode interfacedetail .................... 1813
show ip pim sparse-mode local-members .. .................. 1814
show ip pim sparse-modemroute . ........................ 1815
show ip pim sparse-mode mroutedetail . .................... 1817
show ip pim sparse-mode neighbor . . .. ..... ... ... .. ....... 1819
show ip pim sparse-modenexthop .. ...................... 1820
show ip pim sparse-mode packet statistics . . .. ................ 1821
show ip pim sparse-moderp-hash ... ...................... 1822
show ip pim sparse-moderpmapping . ........... ... 1823
undebug all pimsparse-mode . . . .. ... .. .. ... . . ... 1824
Chapter 35: PIM-SMv6Commands . ......cctevtteerooroncsonenas 1825
Introduction . .. ... .. 1825
clearipvbmroute pim . . . ... ... .. 1828
clearipvé mroute pimsparse-mode . . ....... .. 1829
clearipv6é pim sparse-mode bsrrp-set* . ... .. ... ... ... . . . ... 1830
debugipv6 pimsparse-mode . ... ... ... ... e 1831
debug ipvé pim sparse-mode packet . .......... .. ... .. ..... 1833
debug ipvé pim sparse-modetimer . ... ..... ... . . . . ... 1834
ipv6 pim accept-register . . ... ... . ... 1836
IPVO PIM anyCast-rp . . . . . oo e e e e 1837
ipv6 pimbsr-border . ... ... 1838
ipvé pimbsr-candidate .. ... ... ... ... . . . 1839
ipv6 pim cisco-register-checksum . ... ....... ... ... ... ... .. 1840
ipv6 pim cisco-register-checksum group-list. . . . ............... 1841
ipv6 pim crp-cisco-prefix . . ... ... .. .. . . .. 1842
ipvé pimdr-priority . . . . . .. e 1843
ipv6 pimexclude-genid . . . ... ... ... .. e 1844
ipv6 pim ext-srcs-directly-connected . . ... ... ... ... . ... 1845
ipv6 pim hello-holdtime .. ... ... ... ... ... ... .. ... .. ... 1846
ipv6 pim hello-interval . . .. ...... ... ... . . . e 1847
ipv6 pim ignore-rp-set-priority . . ... .. ... . ... e . 1848
PV pim jp-timer . . . . . . e e 1849
C613-50480-01 Rev A Command Reference for x550 Series 27

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



ipv6 pim neighborfilter . . . ... ... ... ... ... . 1850

ipv6 pim register-rate-limit . . . . ... ... ... . 1851
ipv6 pim register-rp-reachability . ......................... 1852
IPVO PIiM register-source . . ... ..o vt ittt e 1853
ipV6 pim register-suppression . . . . . . e e 1854
ipvépimrp-address . . ... ... 1855
ipvé pimrp-candidate . . . . ... ... ... 1857
ipvépimrpembedded . .......... . ... ... ... 1859
ipv6 pimrp-register-kat . . . ... ... ... e 1860
ipvb pimsparse-mode . . . . ... e 1861
ipv6 pim sparse-mode passive . . . . . ..o e 1862
ipv6 pim spt-threshold . .. ...... ... ... ... ... .. ... . ... 1863
ipv6 pim spt-threshold group-list . . . . ...................... 1864
PVO PIM SSM & . o . e e e e e 1865
ipv6 pimunicast-bsm . ... ... e 1866
SEIVICE PIMBG . . . e e e e 1867
show debugging ipv6 pim sparse-mode . .. .................. 1868
show ipv6 pim sparse-mode bsr-router . . .. .................. 1869
show ipv6 pim sparse-modeinterface . . . .. .................. 1870
show ipv6 pim sparse-mode interfacedetail . . . ... ............. 1872
show ipv6 pim sparse-mode local-members . . . .. .............. 1873
show ipv6 pim sparse-modemroute . . .. .................... 1875
show ipv6 pim sparse-mode mroutedetail . . . . ................ 1877
show ipv6 pim sparse-mode neighbor . ... .................. 1879
show ipv6 pim sparse-modenexthop . ... ................... 1880
show ipv6 pim sparse-moderp-hash ... .................... 1881
show ipv6 pim sparse-moderpmapping . . . . ... ... i 1882
show ipv6 pim sparse-moderpnexthop ..................... 1883
undebug all ipv6 pimsparse-mode . . ...................... 1885
undebug ipvé pimsparse-mode . ... ... ... . . 1886
Chapter 36: PIM-DMCommands .......cocteetneennssoncnnnsnns 1888
Introduction . .. ... .. 1888
debug pimdense-modeall . . . ....... ... .. 1890
debug pimdense-modecontext ... ....... .. .. . . . . ... 1891
debug pimdense-modedecode . .......... ... .. . . . .. ..., 1892
debug pimdense-modeencode ... ........ ... .. . . . . ..., 1893
debug pimdense-modefsm .. ....... ... ... ... . . .. 1894
debugpimdense-modemrt. .. .... ... ... ... . 1895
debug pimdense-modenexthop. . .. ....... ... ... .. . ... 1896
debug pimdense-modensm . ..... .. ... ... 1897
debug pimdense-modewvif. . . ... ... .. 1898
ippimdense-mode. . . ... ... .. 1899
ip pimdense-mode passive .. ... ... .. 1900
ip pim dense-mode wrong-vif-suppression ... ................ 1901
ip pim ext-srcs-directly-connected . . ... ... ... . oL 1902
ip pim hello-holdtime (PIM-DM) . . . . .. ... ... ... . i e .. 1903
ip pim hello-interval (PIM-DM) . . . . ... ... ... . i .. 1904
ip pim max-graft-retries . . . . ... ... ... 1905
ip pim neighbor-filter (PIM-DM) . . . . .. ... .. .. ... .. ... .. .... 1907
ip pim propagation-delay . . . . ......... ... . . . . . . oo .. 1908
ip pim state-refresh origination-interval ... .................. 1909
SerVICE PAM . . e e e 1910
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show debuggingpimdense-mode. . . . ......... .. ... ... .... 1911

show ip pim dense-modeinterface . ....................... 1912
show ip pim dense-mode interfacedetail .................... 1914
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(named hardware ACL entry for TCPorUDP) .. ................ 2010
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show ipv6 access-list (IPv6 Software ACLs) . ... ................ 2116
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show ip dhcp snooping agent-option . . .. ................... 2581
show ip dhcp snoopingbinding ... ............. ... ....... 2583
show ip dhcp snoopinginterface . . . .. ......... ... .. ... .. 2585
show ip dhcp snooping statistics . . .. ....... ... ... ... ... ... 2587
showipsourcebinding ... ....... ... ... . . . . . . . . .. 2590

PART 6: Network Availability . . . .................ciiiii.. 2591

Chapter 51: Virtual Chassis Stacking (VCStack™)Commands ............. 2592
Introduction . .. .. ... 2592
clearcounterstack . ... ... ... ... 2594
debugstack .. ... ... ... e 2595
delete stack-wideforce . .. ... ... .. ... ... 2596
dirstack-wide . .. .. ... ... 2597
mac address-tableves-sync-mode .. ... Lo oL 2599
rebootrolling . ... ... . . . . 2600
reloadrolling . . ... ... e 2601
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remote-command (deleted) . .. ... ... .. .. ... ... 2602

remote-login . . . . .. e 2603
showcounterstack . . .. ... ... . e 2604
showdebuggingstack . ......... . ... . ... .. . . . . . . . . . 2608
show running-configstack . . . . .......... ... ... ... . .. . ... 2609
show provisioning (stack) . . . . ...... ... .. ... . . . 2610
showstack .. ... 2611
showstackdetail .. ........ ... ... . . . 2613
show stack resiliencylink . .. ........ ... .. ... .. . .. . . . . ... 2617
stack disabled-master-monitoring . . ... ......... ... ... .. ... 2619
stackenable . .. ... .. .. e 2620
stack managementsubnet . .. ... ... ... . 2622
stackmanagementvilan. . .. ... .. .. e 2623
StaCK Priority . . o oo e e e 2624
stackrenumber . .. ... e 2625
stackrenumbercascade. . . . ... .. ... e 2626
stackresiliencylink . . ... ... . L 2628
stack software-auto-synchronize . . ... ....... ... ... ... ..... 2630
stackvirtual-chassis-id . . . . ... .. ... 2631
stackvirtual-mac . ... ... . 2632
switch provision (stack) . ... ...... ... .. . . ... . 2633
switchportresiliencylink . ... ... . ... . . . 2635
vlanmode stack-local-vlan . . . . ...... ... . .. o o L 2636
undebugstack. . .. ... . 2638
Chapter 52: VRRPCommands . ........ctiiitevnnecsnssonsnnnsss 2639
Introduction . . . ... e 2639
advertisement-interval . . ... ... ... 2641
alternate-checksum-mode . . . .. ... .. . ... 2643
circuit-failover . . . . .. e 2644
debugvrrp . .. 2646
debugvrrpevents . ... ... ... 2647
debugvrrppacket . ... ... . 2648
disable (VRRP) . . . . . . e e 2649
enable (VRRP) . . ... i e 2650
preempt-mode . ... ... e 2651
PNty . . o o e 2653
routeripvé vrrp (interface) . .. ... ... . . 2655
routervrrp (interface) . ... ... .. e 2657
showdebuggingvrrp . .. ... 2659
show running-config routeripvevrrp . . ... ... .. ... .. 2660
show running-configroutervrrp . .. ... ... ... . . . . 2661
SNOW VI . e 2662
SNOW VITP COUNTENS . . . o v oot e e e e e e e e e e e 2664
ShOW VITPIPVE . . . o e 2667
ShOW VITP (SESSION) .« . . v v i i e e e e 2668
transition-mode . . . . ... 2670
undebug vrirp ... 2672
undebugvrrpevents. . .. ... 2673
undebugvrrppacket ... ... 2674
virtual-ip .. e 2675
VIrtUal-ipVvh . . . e e e 2677
VITPVIMAC © . v e e e e e e e e e e e e e e e et e e e e e 2679
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Chapter 53:

Ethernet Protection Switched Ring (EPSRing™) Commands ... ... 2680

Introduction . .. .. .. 2680
debugepsr . . ... e 2682
DSl o i e e e e e e e 2683
epsrconfiguration . ... ... .. ... ... e 2685
epsrdatavlan. . . ... ... . e 2686
epsrenhancedrecoveryenable .. ... ... ... ... . . . . . . 2687
epsrflush-type. . . .. . e 2688
epsr mode master controlvlan primaryport . . . ..... ... .. ... ... 2690
epsr mode transitcontrolvlan . ... ... .. ... ... . 2691
EPSI PIIONtY . o e e e e 2692
EPSrState . . e e e e e e 2693
epsrtopology-change . . . . ... ... .. 2694
PRSI AP .« o e e e e e e e e 2695
showdebuggingepsr . . ...... .. . ... 2696
SNOW EPSI . . . e 2697
show epsrcommonsegments. . . .. ... .ottt 2702
showepsrconfig-check . .. ...... ... ... .. .. .. ... . .. .. . ... 2703
show epsr <epsr-instance> . . . . ... .. . 2704
show epsr <epsr-instance>counters . ............. ..o, 2705
ShOW €pPSI COUNtErS . . . . v o oo e e e e e e e e 2706
show epsrsummary . ... ... ... 2707
undebug epsr . .. e 2708
Chapter 54: G.8032 Ethernet Ring Protection SwitchingCommands ........ 2709
Introduction . .. .. ... 2709
cfm-sf-notify . .. ... . . . 2711
clearg8032 erp-instance . . ... ... .. i 2713
clear g8032 erp-instance statistics . .. ............ ... ... .... 2715
data-traffic .. ... ... . . . . ... 2716
debugg8032. . . ... 2718
enable (g8032-profile) . . .. ... .. . ... 2719
epsrtopology-change . . . . ... . . . .. e 2720
erP-iNStaNCe . . . . e e 2721
g8032erp-instance . . . . . . .. e e 2722
g8032 forced-switch erp-instance ... ...................... 2724
g8032 manual-switcherp-instance . . . .. ........ ... ... ... ... 2726
g8032 physical-ring . . ...... .. . .. 2727
g8032profile . . . ... .. . e 2729
level (8032-switch) . .. ... ... . . . . e 2730
physical-ring . . . .. .. . 2731
profilename . .. .. ... e 2732
raps-channel . . ... ... . . 2733
SEIVICEONM L o ottt e e et e e e e 2734
rplrole . . e 2735
showdebuggingg8032 . . . ... ... .. ... . 2737
showg8032erp-instance . . . . . ... .. e 2738
show g8032 erp-instance statistics . . . .. .................... 2743
show g8032 physical-ring. . .. ......... ... .. . . . 2745
showg8032profile . . .. ... ... . . . . 2747
SUD-MING . . o o e 2749
timer (g8032-profile) . . . ... ... e 2750
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topology-change . . .. ... ... . ... e 2752

trap (g8032-switch) . . . . . . . . o e 2754
undebug g8032 . . . ... e 2755
PART 7: NetworkManagement . . ... .. ... ...ttt nnneeenns 2756
Chapter 55: Allied Telesis Management Framework™ (AMF) Commands. .. ... 2757
Introduction . . . ... e 2757
application-proxyip-filter. . . . .. .. ... . 2763
application-proxy quarantine-vlan . . . . ... ... ... L Lo L. 2764
application-proxy redirect-url . . ... ... ... . o .. 2765
application-proxy threat-protection . . . ... .................. 2766
application-proxy threat-protection send-summary . . . ... ........ 2767
application-proxy whitelist advertised-address . . . .. ............ 2768
application-proxy whitelistenable . . .. ......... ... ...... ... 2769
application-proxy whitelist protectiontls. . . . . ............. ... 2770
application-proxy whitelistserver .. ... ... ... ... ... ... .. ... 2771
application-proxy whitelist trustpoint (deprecated) .. ............ 2773
area-link . . .. 2774
atmf-arealink . . .. ... ... .. . 2776
atmf-link . ... 2778
atmfarea . .. ... e e 2779
atmfareapassword . ... ... ... 2781
atmfauthorize . . . .. .. ... .. ... 2783
atmf authorize provision . ... ... .. .. .. ... 2785
atmfbackup . . ... . e 2787
atmf backup area-mastersdelete . . . . ........ ... ... ... ...... 2788
atmf backup area-mastersenable . .............. ... .. ..., 2789
atmf backup area-mastersnow . ... ... .. ... e 2790
atmf backup area-masters synchronize . . .. ....... ... ... ..... 2791
atmfbackup bandwidth .. ........ ... ... ... ... . . . . . . . ... 2792
atmfbackupdelete. . .. ...... ... . . ... e 2793
atmfbackupenable .......... ... .. ... . . ... ... 2794
atmfbackup guestsdelete . . . ....... ... . ... 2795
atmfbackupguestsenable. . . . ......... ... ... . . . . . 2796
atmfbackupguestsnow . ......... ... .. . ... . 2797
atmf backup guests synchronize .. ........................ 2798
atmfbackupnow . . ... .. .. . 2799
atmf backup redundancyenable . ... ......... ... ... .. ..... 2801
atmfbackupserver . . . ... ... . 2802
atmfbackupstop . . ... ... . 2804
atmf backup synchronize . . .. ... ... ... . . 2805
atmfcleanup . . ... oo e 2806
atmfcontainer . . .. ... ... ... 2807
atmfcontainerlogin . .. ....... .. .. ... ... ... 2808
atmfcontroller. . . . ... .. . . . e 2809
atmf distribute firmware . . ... ... ... ... . L 2810
atmfdomainvlan . . . ... ... ... . 2812
atmfenable . ... ... .. ... ... 2815
atmf group (membership) .. ... ....... ... .. ... . ... . . ..., 2816
atmfguest-class . . . ... ... .. .. e 2818
atmflog-verbose . . ... ... . . . 2820
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atmf managementsubnet .. ... ... ... ... ... . ... 2821

atmfmanagementvlan . . ...... ... .. ... . . . 2824
atmfmaster .. ... .. . e 2826
atmfmtu ... 2827
atmfnetwork-name . . ... ... 2828
atmf provision (interface) . . . . ... ... . ... 2829
atmfprovisionnode . . ..... .. . ... 2830
atmfreboot-rolling . . . . ... ... .. ... .. 2832
atmfrecover . ... e e e e 2836
atmfrecoverguest . . ... .. .. 2838
atmfrecoverled-off . ... ... ... . . . . ... ... .. 2839
atmfrecoverover-eth ... ...... ... ... .. . . .. .. . 2840
atmfrecovery-server . . . ... .. .. e 2841
atmfremote-login . ........ ... ... ... . . .. 2843
atmfrestricted-login . . . ... ... . . 2845
atmfretryguest-link . ... ... ... ... 2847
atmfsecure-mode . . ... ... 2848
atmf secure-mode certificateexpire . . .. ... ... .. o L. 2850
atmf secure-mode certificateexpiry . ... ... ... . . ... 2851
atmf secure-mode certificaterenew . . . ... .. ... ... ... 2852
atmf secure-modeenable-all . ................. ... .. ..... 2853
atmfselect-area . . . . ... ... . e 2855
atmftopology-guienable ... ..... ... ... ... .. . . .. 2856
atmftrustpoint . . ... .. ... ... 2857
atmfvirtual-crosslink . . . . ...... ... ... ... . ... 2859
atmfvirtual-link . .. ... ... ... . 2861
atmf virtual-link description . . . ........ ... . . ... . . . ... 2864
atmf virtual-link protection . . . . ... ... .. ... 2865
atmfworking-set . .. ... .. . . e 2867
bridge-group. . . . . .. . 2869
clear application-proxy threat-protection .................... 2870
clearatmflinks. . . ... ... .. ... 2871
clearatmflinksvirtual . .. ....... .. ... . . ... . . . 2872
clearatmflinks statistics .. ....... ... .. ... . . . . . . . . 2873
clearatmfrecoveryfile . ... ... ... . . ... . . 2874
clear atmf secure-mode certificates . . .. ........ .. ... ... ..., 2875
clear atmf secure-mode statistics . . . . ......... ... ... ... ..., 2876
clone (amf-provision) . . ... ... . . . ... e 2877
configure boot config (@amf-provision) . . ... .................. 2879
configure boot system (amf-provision) . .................. ... 2881
copy (@amf-provision) . . . . ... 2883
create (@amf-provision) . . . ... ... 2884
debugatmf. .. ... ... ... . ... 2886
debugatmfpacket . ... ........ .. . ... ... 2888
delete (amf-provision) . . . ... .. .. ... ... 2891
disCoVery . .. . 2893
description (amf-container) . ...... ... ... . ... . . . . . ... 2895
erasefactory-default . . ... ... ... ... . ... . 2896
http-enable . . . . . ... . 2897
identity (@amf-provision) . . ... ... ... ... 2899
license-cert (amf-provision) ... ........ ... . . . . . . ... 2901
locate (amf-provision) . . . ... ... ... 2903
logevent-host . . .. ... . 2905
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login-fallbackenable . . . .. ... ... .. ... 2906

modeltype . . .. e 2907
service atmf-application-proxy . .......... ... . . . . . . . 2908
show application-proxy threat-protection ... ................. 2909
show application-proxy whitelist advertised-address . . . ... ....... 2911
show application-proxy whitelistinterface . . . . ................ 2912
show application-proxy whitelistserver. . . .. ................. 2914
show application-proxy whitelist supplicant . . . .. .............. 2915
showatmf .. ... .. . e 2917
showatmfarea . ... ....... . . . . . .. .. 2921
showatmfareaguests. . .. ... ... . . e 2924
show atmfareaguests-detail . ........................... 2926
showatmfareanodes . . . ....... ... ... .. . ... . 2928
show atmfareanodes-detail . . ........................... 2930
showatmfareasummary . . ........... ... ... 2932
show atmfauthorization ... .......... ... ... ... ... ... ... 2933
showatmfbackup . ........ ... . .. .. .. 2936
showatmfbackuparea ... ....... ... ... ... . .. .. ... . ... 2940
show atmfbackupguest .. ........ ... ... ... ... . .. .. ..., 2942
showatmfcontainer . . . ....... ... ... .. . . . ... 2944
showatmfdetail ............ ... .. . ... . . .. . ... 2947
showatmfgroup .. ....... .. . . . . e 2949
showatmfgroupmembers ... ... ... ... ... ... .. . . . . . ... 2951
showatmfguests . . . ... .. . e 2953
showatmfguestsdetail . . . ........... ... ... ... ....... 2955
showatmflinks ... ..... .. ... .. ... . . . . ... 2958
showatmflinksdetail .. ......... ... ... .. ... ... ... .... 2960
showatmflinksguest . . ....... ... ... . . .. ... . . . . 2969
show atmflinksquestdetail . ... ......... ... ... ... . ..... 2971
show atmf links statistics . .. ......... ... ... ... ... .. ..... 2975
showatmfnodes .. ....... ... . .. ... . . . ... 2978
show atmf provisionnodes. . . .. ... . ... .. e 2980
show atmfrecovery-file . .. ...... ... . ... .. ... . . . ... .. ... 2982
showatmfsecure-mode .. .... ... ... ... . ... . ... . 2983
show atmf secure-modeaudit . . .. ........ ... ... ... .. .. ... 2985
show atmf secure-mode auditlink . .. ...................... 2986
show atmf secure-mode certificates . . .. .................... 2987
showatmfsecure-modesa . .. ............ ... 2990
show atmf secure-mode statistics .. ....................... 2993
showatmftech ... ....... .. . . . . . . . .. . . 2995
show atmfvirtual-links . ... ....... ... . ... .. ... 2998
show atmfworking-set . ......... ... ... . .. . . . . ... 3000
showdebuggingatmf . . ... ... ... .. .. ... ... .. ... .. ..., 3001
show debuggingatmfpacket . ... ........... ... ... .. ..... 3002
show running-configatmf . .. ............. ... .. ......... 3003
State . . e e 3004
switchportatmf-agentlink . .. ........ ... ... ... .. . ... 3006
switchportatmf-arealink . ... ......... ... ... ... ... .. .... 3007
switchportatmf-crosslink . . . ... ......... ... ... ... . .. ... 3009
switchportatmf-guestlink . ............................. 3011
switchportatmf-link . .. ....... ... ... ... .. ... .. ... . ..., 3013
typeatmfguest . ... ... . e 3014
typeatmfnode ... ... . ... 3015
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Chapter 56:

undebugatmf . . . ... 3017

USEINAME & L o vttt e e et e e e ettt e e 3018
Autonomous Wave ControlCommands . . . .. ........c00vt 3019
Introduction . . . ... .. 3019
3gpp-info (wireless-network-passpoint-dot11u) . ............... 3026
additional-step-required enable (wireless-network-passpoint-dot11u) . . 3027
airtime-fairness enable (wireless-ap-prof-radio) . . . . ... .......... 3028
angp-domain-id (wireless-network-passpoint-hs20) . . . ... ........ 3030
angp-element (wireless-network-passpoint-dot11u) . ............ 3031
antenna (wireless-ap-prof-radio) . ................ ... .. .... 3032
= ] o 3033
ap-profile (wireless) . .. ... ... . . . . 3034
ap-profile (wireless-ap) . .. ... . . . . 3035
association-advertisementenable .. ... ..... ... ... . . . ... 3036
authentication (wireless-sec-wep) . ... ....... ... ... .. ... ... 3037
auto-discoverydisable. . . ... ... ... 3038
band . . .. 3039
band-steering (wireless-network) . . . . .. ... ... .. . ... 3040
bandwidth (wireless-ap-prof-radio) . ....................... 3041
bcast-key-refresh-interval (wireless-sec-osen) . . ... ............. 3042
bcast-key-refresh-interval (wireless-sec-wpa-ent) . .............. 3043
bcast-key-refresh-interval (wireless-sec-wpa-psnl) . . . ............ 3044
captive-portal . . ... ... .. 3045
bss-trans-manageenable . . . . ... .. ... .. . . e 3046
captive-portal virtual-ip . . . . ... ... .. 3047
channels (wireless-ap-prof-radio) . . . . ............ ... .. ..... 3048
channel (wireless-ap-radio) . . . . .. ... ... ... ... ... . .. ... 3049
ciphers (wireless-sec-osen) . . . . . ... . e 3050
ciphers (wireless-sec-wpa-ent) ... .. ... .. ... ... e 3051
ciphers (wireless-sec-wpa-psnl) . . .. ... ... ... 3052
community read-only (wireless-ap-prof-snmp) . ... ............. 3053
community trap (wireless-ap-prof-snmp) . . . . ......... .. ... ... 3055
conn-capability protocol (wireless-network-passpoint-hs20) ... ... .. 3056
COUNtIY-COOE . . . v ottt et e e e e e e e e 3058
day (wireless-task) . ... ... ... .. ... e 3059
deauth-reqg-timeout (wireless-network-passpoint-hs20) . .......... 3060
debugwireless . .. ... ... 3061
description (wireless-ap) . .. ... . ... . . .. .. ... 3063
description (wireless-ap-prof) . . . ... .. . ... e 3064
description (wireless-mac-flt) . ........................... 3065
description (wireless-network) . . ... ... ... ... .. . . . . . 3066
description (wireless-sc-prof) . . ... ... ... . .. . . . . 3067
description (wireless-task) . ... ... ... .. ... ... e 3068
description (wireless-trigger) ... ... ... ... e 3069
dgaf enable (wireless-network-passpoint-hs20) . ............... 3070
domain-name (wireless-network-passpoint-dot11u) ............. 3071
dot11u (wireless-network-passpoint) . .. .................... 3072
dtim-period . ... ... .. e 3073
dynamic-vlan enable (wireless-sec-osen) . ... ................. 3074
enable (wireless-ap-prof-snmp) . . . .. ... ... 3075
EMErgeNCY-MOAE . . . . it e e 3076

emergency-service-reachable enable
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(wireless-network-passpoint-dot11u) . .................... 3077

enable (wireless) . .. ... . 3078
enable (wireless-ap) . .. ... 3079
enable (wireless-ap-prof-radio) . ............ ... ... ... ..... 3080
enable (wireless-network-cp) ... .. ... ... ... . . . . o 3081
enable (wireless-network-passpoint) ... .......... ... . ...... 3082
enable (wireless-sec-wep) . ... ... .. .. 3083
enable (wireless-task) . ... ... . . .. .. 3084
enable (wireless-wds) . ... ... .. .. .. 3085
external-page-url . . ... ... 3086
filter-entry . . . ... 3087
force-disable (wireless-ap-radio) . ......................... 3089
gas-address-behavior (wireless-network-passpoint-dot11u) ........ 3090
gas-comeback-delay (wireless-network-passpoint-dot11u) . ........ 3091
hessid (wireless-network-passpoint-dot11u) .................. 3092
hide-ssid (wireless-network) . . ... ... ... ... . . . .. 3093
hs20 (wireless-network-passpoint) . . .. ..................... 3094
hwtype . . . 3095
INAEX . o e e e 3097
initialization-buttonenable ... ... ... ... ... .. . . . ... . ... 3098
internet-access enable (wireless-network-passpoint-dot11u) . . ... ... 3099
ip-addr-type-availability (wireless-network-passpoint-dot11u) . . . . . .. 3100
ip-address (wireless-ap) . . . . . ... e 3102
key (wireless-sc-prof) . . . .. ... . 3103
key (wireless-sec-Wep) . . . . o o ot e 3104
key (wireless-sec-wpa-psnl) ... ... ... .. e 3106
12tif enable (wireless-network-passpoint-hs20) . .. .............. 3107
ledenable. . . .. .. . . e 3108
legacy-rates . .. .. ... 3109
length (wireless-sec-wep) . . . . . ... 3110
logenabledestination. . .. ...... ... ... . . . . . . e 3111
loginterval neighbor-ap . .......... ... ... . . . . . .. . . ... 3112
logrotateneighbor-ap ... .. ... ... .. . . . . . . . . e 3113
log rotate wireless-client . .. ......... ... . ... . . . ... ... ... 3114
logsize wireless—client . . . .. ..... ... ... . . . . .. e 3115
login username (wireless-ap) . . ... ... e 3116
login-password (wireless-ap) . . . . . . oo i i e 3117
mac-address (wireless-ap) . ... ... ... . 3118
mac-auth password . .. ... ... . . . e 3119
mac-auth radius auth group (wireless-network) . ............... 3120
mac-authusername . ... ... . .. e 3121
managementaddress . ... ... 3123
management-frame-protection enable (wireless-sec-osen) . .. ... ... 3124
management-frame-protection enable (wireless-sec-wpa-ent) . . . . . .. 3126
management-frame-protection enable (wireless-sec-wpa-psnl) . . .. .. 3128
max-clients . . . . .. e 3130
mode (wireless-ap-prof-radio) . . . ......... ... . . . . . ... 3131
mode (wireless-network-cp) . . ... ... ... . . 3133
nai-realm (wireless-network-passpoint-dot11u) ................ 3135
neighbor-ap-detectionenable . ........... ... ... ... .. ... 3137
neighbor-managed-ap-detectionenable . . . .. ................ 3138
network-auth-type (wireless-network-passpoint-dot11u) .......... 3139
network-type (wireless-network-passpoint-dot11u) . . .. ... ....... 3141
C613-50480-01 Rev A Command Reference for x550 Series 44

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



network (wireless) . . .. ... . e 3143

ntp designated-server . . . . .. ... 3144
ntp designated-serverenable . .. ... ... ... ... . . . . . . ... 3145
ntp designated-serverperiod . ......... ... . . . . . . . ... 3146
operating-class (wireless-network-passpoint-hs20) . ............. 3147
operator (wireless-network-passpoint-hs20) . . . . ............... 3148
oUtdOOr . . . . e 3149
page-proxy-url. . . .. e 3150
PasSPOINt . . . . o e e e e 3151
peer (wireless-wds) . . . . . ... e 3152
permit host (wireless-ap-prof-snmp) . . . . ........ ... ......... 3153
port (wireless-ap-prof-snmp) . . ...... ... . ... . .. . 3154
power (wireless-ap-radio) . . .. ... ... ... . ... ... ... 3155
pre-authentication enable (wireless-sec-osen) . ................ 3156
pre-authentication enable (wireless-sec-wpa-ent) . ... ........... 3157
proxy-arpenable . .. .. ... 3158
gos-map-set (wireless-network-passpoint-dot11u) .............. 3159
radio (wireless-ap) . ... ... . e 3160
radio (wireless-ap-profile) . . . . ... ... .. .. . . . . 3161
radiusaccountingenable . . . . ... ... ... . e 3162
radius auth group (wireless-network-cp) . . ................... 3163
radius authentication group (wireless-sec-osen) . ............... 3165
radius auth group (wireless-sec-wpa-ent) . ................... 3166
redirect-url . . . .. e 3167
rogue-ap-detection enable (wireless) . ... ....... ... ......... 3169
roaming-oi (wireless-network-passpoint-dot11u) ............... 3170
sc-profile . . ... 3171
sc-channel . . ... e 3172
security (wireless) . . . . . . . e 3173
security (wireless-network) . . . .. .. ... ... . 3175
security (wireless-wds) . . . . ... 3176
SerVICEWIrelesS . . v v i i e e 3177
session-keep . . ... e e 3178
session-key-refresh-interval . .. ....... ... ... .. ... .. ... .. .. 3179
show debuggingwireless . . . .. ... .. ... .. ... . .. . 3180
showwireless . . ... .. e 3181
showwirelessap ... ...... ... . ... 3182
show wirelessap capability ........... ... ... .. .. ... . ... 3187
show wirelessapclient . ........ ... .. . .. . . . . . . . 3189
show wirelessap neighbors . .. ... ... ... ... ... ... ... .. ... 3190
show wireless ap power-channel . ... ...................... 3191
show wirelessap-profile . ......... ... ... ... .. .. .. .. ... 3192
show wireless captive-portal network walled-garden . . ... ........ 3196
show wirelesscountry-code . . ... ... ... ... ... . . . . . . 3197
show wirelessnetwork . . ... ... ... . ... . . L 3198
show wireless power-channelcalculate . . . . .................. 3201
show wirelesssc-profile . . ... ... ... ... ... . . . 3202
show wirelesssecurity . . . . .. ... .. 3204
show wireless smart-connectap . ............. ... ... .. 3206
showwirelesstask . .. .... ... .. . . . . . ., 3207
showwirelesswds . .. ... ... . ... e 3210
show wireless wireless-mac-filter . . . . ... ... ... ... ... 3212
show wireless wireless-trigger . . . .. ... ... ... ... ... ... ... 3214
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smart-connect-profile . . . ... .. . ... 3215

snmp (wireless-ap-prof) . . . . . ... 3216
ssid (wireless-network) . ... ... ... L 3217
ssid (wireless-sc-prof) . . .. ... . 3218
station-isolation enable (wireless-ap-prof-radio) .. .............. 3219
taSK . o o 3220
time (wireless-task) . . . .. ... . 3221
trap host (wireless-ap-prof-snmp) . .......... ... ........... 3222
type (Wireless-seC-Wep) . . . v v v ittt e 3223
type ap-configurationapplyap .. ...... ... .. . o .. 3224
type download ap (wireless-task) . . ... ... ... ... . ... .. ... 3225
type power-channelapall ......... ... ... ... .. ... .. .... 3226
unauth-emergency-service-access enable
(wireless-network-passpoint-dot11u) . .................... 3227
username (wireless-ap-prof-snmp) . . . . ... ... ... ... 3228
vap network (wireless-ap-prof-radio) . ...................... 3230
venue group (wireless-network-passpoint-dot11u) . ............. 3231
venue name (wireless-network-passpoint-dot11u) .............. 3232
venue type (wireless-network-passpoint-dot11u) . .............. 3233
version (wireless-ap-prof-snmp) . ... ... .. . ... e 3234
versions (wireless-sec-0sen) . . .. .. ... 3235
versions (wireless-sec-wpa-ent) . . . . ... .. ..o e 3236
versions (wireless-sec-wpa-psnl) .. ... ... . ... o, 3237
vlan (wireless-network) . . ... .. ... 3238
walled-gardenentry . ... ... ... . . . . e 3239
wan-metrics downlink-load (wireless-network-passpoint-hs20) . ... .. 3241
wan-metrics downlink-speed (wireless-network-passpoint-hs20) . .. .. 3242
wan-metrics info (wireless-network-passpoint-hs20) . ............ 3243
wan-metrics load-measure-duration (wireless-network-passpoint-hs20) . 3245
wan-metrics uplink-load (wireless-network-passpoint-hs20) ... ... .. 3246
wan-metrics uplink-speed (wireless-network-passpoint-hs20) . ... ... 3247
WAS . e e e e 3248
wds radio (wireless-ap) . ... ... i e 3249
web-authradiusauthgroup . . . ........ ... ... ... .. .... 3250
wireless . . . . 3251
wireless ap-configurationapplyap . . . .. ...... ... ... ... 3252
wirelessdownloadapurl .. ... ... ... .. .. ... .. . 3253
wirelessemergency-mode . . . ... e 3255
Wireless eXpPort . . . .o e e e 3256
wireless import . .. ... e e 3257
wireless power-channelapall .. ......... ... ... ........... 3258
wirelessresetap . . . ... e 3259
wireless-mac-filter (wireless) . . ... ... ... .. ... . .. . . .. 3260
wireless-mac-filter (wireless-ap-prof) . ...................... 3261
wireless-mac-filterenable ... ...... ... ... ... . .. . . . ... 3263
wireless wireless-trigger. . . ... ... . . e 3264
wireless-trigger . . . . ... 3265
wireless-trigger-id . . . ... L 3266
Chapter 57: Device Discovery usingSNMPCommands . ................ 3267
INtroduction . . . ... e 3267
clearsnmp-discovery . ... .. . 3268
service snmp-disCOVEIY . . . . o i i e e e 3269
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show running-config snmp-discovery . . . . ...... ... ... ... ... . 3270

show snmp-discovery . . . ... .. . 3271
snmp-discovery arp-polling-interval . . .. .................... 3274
snmp-discovery community . . ... ... .. e 3275
snmp-discoverydeny . . ... ... 3276
snmp-discovery permit . . ... .. ... 3278
snmp-discovery snmp-polling-interval . ..................... 3279
snmMp-disCovery SNMP-VErSiON . . . . . v v v oo ittt e e e e 3280
SNMP-AiSCOVEIY USEI & . v it e e e e e e e e e e e e e e 3281
Chapter 58: Dynamic Host Configuration Protocol (DHCP) Commands . . ... .. 3283
Introduction . .. .. .. 3283
bootfile . ... .. . . e 3285
clearipdhcpbinding . ........ ... ... ... . . .. 3286
default-router . . ... ... ... e 3287
ANS-SEIVEr. . . o e e e 3288
domain-name . . ... ... e e 3289
host (DHCP) . . . .. e e e 3290
ipaddressdhcp . .. ... .. e 3291
ipdhcp bootpignore .. ... ... .. . ... . 3293
ipdhcpleasequeryenable . ... ... ... .. ... . 3294
ipdhcpoption . . ... ... . . . . 3295
ipdhcppool . ... e 3297
ip dhcp-client default-route distance . .. .................... 3298
ip dhcp-client request vendor-identifying-specific . . . . ........... 3300
ip dhcp-client vendor-identifying-class . . .. .................. 3301
ipdhcp-relayagent-option . . . . ...... ... .. . . . . e 3302
ip dhcp-relay agent-optionchecking . . ........... . ... ... ... 3304
ip dhcp-relay agent-optionremote-id . . . .. .................. 3305
ip dhcp-relay informationpolicy .. ........ ... ... ... ... ..., 3306
ipdhcp-relay maxhops .. ... ... . .. ... . . 3308
ip dhcp-relay max-message-length ... ...... ... ... ... ... ... 3309
ipdhcp-relay server-address . . .. ... ... . . . . e 3311
ip dhcp-relay use-client-side-address . ... ................... 3313
lease . . . e 3315
network (DHCP) . . . . . . .. 3317
NEXE-SEIVEN . . o ittt et e e e e e 3318
OPLION . . . e 3319
probeenable. . ... ... ... 3321
probepackets . .. ... ... 3322
probetimeout . . ... ... . e 3323
probetype . . .. e 3324
FANGE . . o o e e 3325
FOUTE . . o e e e 3326
servicedhcp-relay . ... ... . . 3327
servicedhCp-server . . ... i e 3328
short-lease-threshold . . . ... ... .. ... ... ... . . ... . . . ... 3329
show counterdhcp-client . ....... ... ... ... ... . . . . . . . . .. ... 3331
showcounterdhcp-relay . ... ... ... ... ... . ... . .. 3332
show counterdhcp-server . .. .. ... ... .. . . ... ... 3335
showdhcplease ... ... ... .. . . . . .. ... 3337
showipdhcpbinding .. ....... ... ... . ... . . . e 3338
showipdhcppool .. ... ... . . . . 3340
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showipdhcp-relay . . . ... ... ... . . 3345

show ip dhcp server statistics . . ............... .. ... ..... 3346
showipdhcpserversummary . .. ... i 3348
subnet-mask . . . ... 3349
Chapter 59: DHCP for IPv6 (DHCPv6)Commands . . . . . . . e vttt e v e e vnnn 3350
Introduction . .. .. .. 3350
address prefix . . ... . e 3352
addressrange . ... e e 3354
clear counteripv6dhcp-client . . . . .. ......... ... ... .. . ..., 3356
clear counteripv6é dhcp-server . ... ... ... ... . 3357
clearipv6dhcpbinding . . .. ... .. .. ... 3358
clearipv6dhcpclient ... ... ... .. . . . ... e 3360
dns-server (DHCPV6) . . . . . . o e 3361
domain-name (DHCPV6) . . ... ... . . . . i 3363
ipdhcp-relayagent-option . . . . ....... ... . . . . . e 3364
ip dhcp-relay agent-option subscriber-id-auto-mac . . ... ......... 3366
ip dhcp-relay agent-option checking . .. ....... ... ... ... ... 3367
ip dhcp-relay agent-optionremote-id . . . .. ... .. ... .. ... .. 3368
ip dhcp-relay informationpolicy . ......................... 3369
ipdhcp-relaymaxhops . . ... ... ... . . . . . e 3371
ip dhcp-relay max-message-length . .. ......... ... ... ... ..., 3372
ipdhcp-relay server-address . . . ........ ... . . e 3374
ipv6 address (DHCPV6PD) . . ..... ... ... . . ... 3376
ipv6addressdhcp . ... ... e 3378
ipv6dhcpclientpd . . . ... ... . 3380
ipvédhcpoption . ... .. . . ... 3382
ipvedhcppool . ... .. . . 3384
ipvedhcp server . .. ... . e e 3386
ipv6localpool . . ... ... . e 3387
ipvo nd prefix (DHCPV6) . . . . . ... . e 3389
link-address . . . ... .. 3391
option (DHCPVE) . . . . . . .. e e e 3393
prefix-delegationpool . . .. ...... ... .. ... . ... . . ... . ... 3395
servicedhcp-relay . .. ... . . e 3397
show counterdhcp-relay . .. ... ... .. .. . . .. 3398
show counteripv6 dhcp-client . ................ ... . ...... 3401
show counteripv6 dhcp-server . . .. ... ... . ... . ... ... 3403
showipdhcp-relay . . . ... .. . . e 3405
showipvedhcp . ... ... 3406
showipv6dhcpbinding ... ....... ... ... ... .. . . . . . . ... 3407
showipv6dhcpinterface . . . ... ... ... . . ... ... 3410
showipv6dhcppool . . ... ... ... . . . . 3412
sntp-address . . ... e 3414
Chapter 60: NTPCommands ........cctiitttvenncsnonnncsonenns 3415
INtroduction . . . ... e 3415
ntp authentication-key . .. .. ... ... . ... .. . . . 3416
ntpbroadcastdelay . . . . ... . ... 3418
NP Master . ... e e 3419
NP PEEN . o . o e e e 3420
ntprate-limit . .. ... .. 3422
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Chapter 61:

ntprestrict . ... ... e 3423

NEP SEIVEr . . . e e e e e e e 3425
NEP SOUICE . . . o e e e e e e e e e e e e 3427
showntpassociations . . . ........ . ... 3429
showntpcounters . . ...... ... . e e 3431
show ntp countersassociations . . . . . ............. .. ... ..., 3432
showntpstatus . ... ... ... .. e 3433

Precision Time Protocol (PTP) and Transparent Clock Commands . . 3434

Introduction . . . ... e 3434
cock-port . . ... e 3435
PtP-Clk . o e 3436
ptpglobal . . ... .. 3438
show ptpdatatransparent . .. .. ...... ... .. ... . . 3439
ShOW PIP POrt . . . o e 3440
Chapter 62: SNMPCommands . . .. ..ot vi it nesosenecsnssonas 3441
Introduction . . .. .. e 3441
alias(interface) . .. ... e 3443
debugsnmp . ... 3444
show counter sSNnmMpP-Server . . . .. ..ttt e e e e 3445
showdebuggingsnmp . ........ . .. 3449
show running-configsnmp. . . .. ... ... . . . 3450
Show snmp-server . . ... ... .. e 3451
show snmp-servercommunity . ... ... .. ... ... 3452
ShOW SNMP-SEIver group . . . . . v vttt e e et e e e e e e e e 3453
show snmp-servertrap . . ... ... ..ttt 3454
SHOW SNMP-SEIVEI USEI . . . o vt it et e et e e et e e e 3455
show snmp-serverview . . ... ... . i e 3456
snmptraplink-status .. .... ... ... .. ... . ... 3457
snmp trap link-status suppress . ... ... ... . e 3458
SNMP-SEIVE . o v e et e e e e e e e e e e e e e 3460
snmp-server Community . ... ... ... e 3462
snmp-servercontact . . ... ... e 3463
snmp-serverenabletrap ... ... ... ... .. ... . 3464
snmp-serverenginelDlocal . .......... ... ... .. . . . . . . . ... 3467
snmp-serverenginelDlocalreset . . . . ...... ... ... .. . ... ... 3469
SNMP-SEIVEI gIOUP . « ¢ v v e e e e e e e e e e e e e e e e e e e e e 3470
snmp-serverhost . .. ... e 3472
snmp-server legacy-ifadminstatus ... ...................... 3474
snmp-serverlocation ... ... ... . ... ... 3475
snmp-server source-interface . .. ........ ... ... . . . ... 3476
snmp-server startup-trap-delay . . .. ... ... ... . 3477
SNMP-SEIVEI USEE . & v v v e e e e e e et e e et e e e et et e e 3478
SNMP-SEIVEI VIEW . & . o o i i e e e et e e e e e e e e e e e 3481
undebugsnmp . . ... 3482
Chapter 63: LLDPCommands .........ttvtvvenessnsnnnnsonenns 3483
INtroduction . . . ... e 3483
clearlldpstatistics . .. ... ... e 3485
clearlidptable . . ... ... 3486
debuglldp . ... . e 3487
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lldp faststart-count . . . . .. ... ... .. 3489

lldp holdtime-multiplier. . . .. ..... ... ... ... ... ... .. . ... 3490
lldp management-address . .. ............ . . . 3491
lldp med-notifications . . . . ...... ... ... .. . . . . . 3492
lldp med-tlv-select . . . ... ... .. . .. . . . . e 3493
lldp non-strict-med-tlv-order-check . ... .................... 3496
lldp notification-interval . ... ....... ... ... . . . . . . . ..., 3497
lldp notifications . . . ... ... . e 3498
lldp port-number-type . ... ... .. . 3499
lldpreinit . ... ... e 3500
dprun ... e e 3501
lIdptimer . .. ... e 3502
lldptlv-select. . . . ... .. 3503
lldp transmitreceive . . . ... ... .. . 3505
lldptx-delay . .. ... ... e 3506
location civic-location configuration . . . ... .................. 3507
location civic-locationidentifier. . . . . ....... ... .. . ... .. ... 3511
location civic-location-id . . ...... ... . ... . 3512
location coord-location configuration . . . .. .................. 3513
location coord-location identifier . . . . ............ ... .. ..... 3515
location coord-location-id . .. ......... ... .. . . . . . ... ... .. 3516
locationelin-location ... ...... ... .. ... .. . . . . . . . 3518
location elin-location-id . . . . .......... ... ... . . . . ... ... .. 3519
showdebugginglldp ... ...... ... . ... . 3520
showlldp . .. . o e 3522
showlldpinterface . . . . ... ... . . . 3524
showlldplocal-info . ......... ... ... .. ... . ... . .. .. ..., 3526
showlldpneighbors . . . .. ... ... . . . . . . . e 3531
show lldp neighborsdetail . .. ....... ... ... ... ... .. ... ....... 3533
show lldp statistics . . .......... ... ... . . . . 3537
show lldp statisticsinterface . . . .. ...... ... .. . . . . . . ... 3539
showlocation . . ... .. .. e 3541
Chapter 64: Mail (SMTP)Commands . . . . ...ttt v it ittt neneennnnnns 3543
Introduction . ... ... e e 3543
debugmail .. ... . .. . . . . e 3544
deletemail . ... ... . ... 3545
Mmail . . . e 3546
mail from . .. ... e 3548
mail smtpserver . . . ... 3549
mail smtpserver authentication . . .. .......... ... ... . ... ... 3550
mail smtpserverport . . . .. ... 3552
showcountermail . ....... ... .. ... .. . . . .. . . .. 3554
showmail . .. ... e 3555
undebugmail .. ... .. .. e 3556
Chapter 65: RMONCOmMmMands .........cooiitteeeneesocencesnns 3557
Introduction . . .. ... e e 3557
rmonalarm . ... e e 3558
rmon collectionhistory . . ...... ... ... .. . . . 3561
rmoncollectionstats. . . . ....... ... ... . . e 3562
MONEBVENT . . . . o e e e et e et e e 3563
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showrmonalarm . . ... ... . 3564

showrmonevent . . ... . i e 3565
showrmonhistory . . ....... .. . . . 3567
showrmonstatistics . . . ........ ... e 3569
Chapter 66: SecureShell(SSH)Commands . . . . . .. ..ottt ittt e 3571
Introduction . . ... ... . . . e 3571
bannerlogin (SSH) . . . . .. .. . . 3573
clearssh . . .. 3574
cryptokeydestroyhostkey . . . .. ... 3575
cryptokeydestroyuserkey . . . ... 3576
crypto key generatehostkey . . . . ... L o Lo oL 3577
crypto key generateuserkey . . . ... Lo 3579
crypto key pubkey-chain knownhosts . . . .. ....... ... ... ... .. 3580
crypto key pubkey-chainuserkey . . . . ... ... ... . 3582
debugsshclient. .. ... ... .. . . . . . 3584
debugsshserver . ... ... . . . . . 3585
Service ssh . ... e 3586
showbannerlogin . . ........ . . . . . .. .. . 3588
show cryptokey hostkey . ... ... ... ... ... .. . . 3589
show crypto key pubkey-chain knownhosts . . .. ............... 3591
show crypto key pubkey-chainuserkey . . .. .................. 3592
show cryptokeyuserkey . . ..., .. . . . ... 3593
show running-configssh . . ........ ... ... ... .. . . . . .. . ... 3594
showssh . ... 3596
showsshclient .. ... ... . . . . . . . . . e . 3598
showsshserver . .. ... .. . . . . . e 3599
show sshserverallow-users . . ....... ... ... ... . . . . . ... 3601
show sshserverdeny-users . ....... ... ... . ... 3602
SSh e e 3603
sshclient .. ... 3606
SSh SEIVEr . . e e e 3608
sshserverallow-users . .. ...... . . . ... 3610
sshserverauthentication . . .. ......... ... .. . . . . . . ... 3612
sshserverdeny-users . . ...... .. . i e 3614
sshservermax-auth-tries . . . . . ... ... .. ... . . . . 3616
sshserverresolve-host . .. ... .. ... . . ... . . . . . . 3617
SSH SEIVEI SCP . v v i e e e 3618
ssh serversecure-ciphers . . .. ... ... . . . . . . . ... 3619
sshserversecure-kex. . .. ... . . e 3620
sshserversftp . ... .. . e 3622
undebugsshclient . ... ... ... . ... . . e 3623
undebugsshserver . ... ... . ... 3624
Chapter 67: TriggerCommands . . .. ..ot iv it v tnneroscncesoneas 3625
Introduction . .. .. .. ... 3625
active (trigger) . . o o oo i e e 3627
day . e e 3628
debugtrigger . . ... ... 3630
description (trigger) . .. ... ... . e 3631
FEPRAL . . . i e e e 3632
e o ) 3633
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show debuggingtrigger . ... ... ... ... . .. .. e 3635

show running-configtrigger . . . . ....... ... ... . . . .. . . . ..., 3636
show trigger . . ..o i e e e e 3637
teSt . e 3642
time (trigger) . . . . .. e 3643
L8 75T © 3645
Trgger .« . e e 3646
triggeractivate . ... ... ... ... 3647
typeatmfguest . . ... ... ... 3648
typeatmfnode ... ... .. ... ... 3649
BYPE CPU . o o e 3651
typeinterface . ... ... .. 3652
typelinkmon-probe . .. ... ... ... e 3653
BYPElOg . . e 3655
BYPE MEMOIY . . . . e e 3656
typeperiodic . . . ... 3657
typeping-poll . . ... 3658
typereboot . . . . .. 3659
type stackdisabled-master . . . ... ... ... 3660
typestacklink . ... ... 3661
typestackmasterfail . ......... ... .. ... . ... . . .. 3662
typestackmember . . .. ... 3663
typetime . . ... e 3664
yPEUSD . o e 3665
undebug trigger . . ... . e 3666
Chapter 68: Ping-PollingCommands ...........ciititttnernnsnas 3667
Introduction . .. .. ... 3667
active (ping-polling) . .. ... .. . . . 3669
clearping-poll . . . . ... e 3670
critical-interval . . . L L e 3671
debugping-poll . . .. ... . 3672
description (ping-polling) . . . . ... ... ... 3673
fail-count . . . ... 3674
ip(ping-polling) . . . ... e 3675
length (ping-polldata). . . . ......... ... ... . . . . . 3676
normal-interval . ... ... .. ... 3677
ping-poll . . ... e 3678
sample-size . . . ... 3679
show counterping-poll . .. ..... ... . . . . .. . . 3681
showping-poll . ... .. .. . . e 3683
SOUICE- D v v o e e et e e e e e e e e e e 3687
timeout (pingpolling) . . ... ... . . . . . 3689
UP-COUNT . . o e e e e e e e e 3690
undebugping-poll . ... ... .. 3691
Chapter 69: sFlowCommands . ... ......cii ittt itiitnntnnnonns 3692
Introduction . . . ... .. 3692
debugsflow . ... ... .. ... . .. 3693
debugsflowagent . . ... ... . . . ... 3694
sflowagent . . . ... 3695
sflowcollector . . . .. ... e 3697
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sflow collectorid . . ... .. . e 3698

sflow collector max-datagram-size . . . .. .................... 3700
sflowenable . ... ... .. ... .. 3701
sflow max-header-size . . . .. ... .. . . ... 3702
sflow polling-interval . .. ........ .. .. . . . . .. . . ... 3704
sflow sampling-rate . .. ... .. ... .. 3705
show debuggingsflow . ......... ... ... ... ... .. ... ..., 3706
show running-configsflow . . . . ... ... ... ... .. . L. 3708
showsflow . ... ... . . . . e 3709
showsflowinterface . . . . ... ... . . . . .. e 3711
undebugsflow . . ... ... . .. e 3712
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List of Commands

(access-list extended ICMPAilter) .......oovinieiii i 2034
(access-list extended IPfilter)........c.ooveiiiiii i 2036
(access-list extended IP protocolfilter).........cooviiiiii it 2039
(access-list extended TCP UDPfilter)........coovvviiiiiii i, 2043
(access-list standard namedfilter) ...........co i 2050
(access-list standard numbered filter)........... ... i 2052
(@Cl-group ip POt rANGE) . vttt et et 1989
(ipv6 access-list extended IP protocolfilter).................coovii.at. 2105
(ipv6 access-list extended TCP UDPfilter) ..ot 2108
(ipv6 access-list standard filter)........cooeiiiiii i 2112
(named hardware ACLentry for ICMP) ... 1994
(named hardware ACL entry for IP packets) .............ccoviviinn... 1998
(named hardware ACL entry for IP protocols) ...............ccoviinn... 2002
(named hardware ACL entry for MAC addresses) .........coovvvvvvnnnn.. 2007
(named hardware ACL entry for TCP orUDP)..........coiiiiiiiininnnnn. 2010
(named IPv6 hardware ACL: ICMP entry) ......o.veviviiniiiininnnne, 2078
(named IPv6 hardware ACL: IP protocolentry) .........ccovviveiiennnn.. 2085
(named IPv6 hardware ACL: IPv6 packetentry).............cooviiinia... 2082
(named IPv6 hardware ACL: TCPorUDPentry)..........coovvnvninnn... 2090
3gpp-info (wireless-network-passpoint-dot11u) .................coe.e.. 3026
@aaaccountingauth-mac ..o it e 2344
aaaaccountingauth-web ... i 2346
QA3 ACCOUNtING COMMANGS. ..\ttt it ce it e i ieaeneanans 2348
LT Talelo] 0 01173 Ve [ (o) QP 2350
@aaaccounting login. .....oovu i e 2352
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aaaaccounting upPdate ... ...t e 2355

aaa authenticationauth-mac.............ooiiiiiiii i 2357
aaa authenticationauth-web ...... ... ... . 2359
aaa authentication dotTX .....cveiiiiniii e 2361
aaa authentication enable default group tacacs+........................ 2363
aaa authentication enable defaultlocal............... ..ot 202
aaa authentication enable defaultlocal................. ..., 2365
aaa authentication login. ...t e 2366
aaa authorizationcommands ... i 2368
aaa authorizationcommands .......... .. e 2528
aaa authorization config-commands ... 2370
aaa authorization config-commands ...ttt 2530
AAA GIOUP SOV . . ettt et ettt et ettt et e e ettt aa e e eeanneeens 2371
aaa local authentication attempts lockout-time........................... 203
aaa local authentication attempts lockout-time.......................... 2373
aaa local authentication attempts max-fail .................... ...l 204
aaa local authentication attempts max-fail .............................. 2374
aaaloginfail-delay..........ooiiiiii e 205
aaaloginfail-delay. ..o 2375
] o o/ o TP 1165
accept-lifetime ... e e e 971
o Tal a1 E o 0] U o 1R 1964
access-list (extended numbered) ... 2031
access-list (numbered hardware ACLfor ICMP) ... 1966
access-list (numbered hardware ACL for IP packets)...................... 1970
access-list (numbered hardware ACL for IP protocols).................... 1973
access-list (numbered hardware ACL for MAC addresses) ................ 1978
access-list (numbered hardware ACL for TCPorUDP) .............c.c.tt 1981
access-list (standard numbered). ... 2048
access-listextended (named) ... 2023
access-list hardware (named hardware ACL) ........oovviviiiiiinnnnn.. 1985
access-list standard (named) ...... ..o 2046
accouNnting login . ... e 2376
acl-group ip address . ...t e 1987
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acl-group ipVl address. . .oovvr it e e e e 2071

ACHIVATE . e 513
active (PING-Polling) ... oot e 3669
ACHIVE (TGN ettt e e e e e e e 3627
additional-step-required enable (wireless-network-passpoint-dot11u) ...3027
AAdress PrefiX .ot e 3352
= o [0 =33 - o Vo =P 3354
address-family. . ... e 1262
advertisement-interval....... ... e 2641
aggregate-address (IPVORIPNG) .......veiin i 1028
Aggregate-address. .. .v vttt e e 1264
airtime-fairness enable (wireless-ap-prof-radio).......................... 3028
alias (INTerface) ...o.vni e e 3443
alliedware-behavior ... ... 973
alternate-checksum-mode....... ... 2643
angp-domain-id (wireless-network-passpoint-hs20) ..................... 3030
angp-element (wireless-network-passpoint-dot11u)..................... 3031
antenna (wireless-ap-prof-radio) ...........cooviiiiii it 3032
= ] o PO 3033
application-proxy ip-filter.........ccooiiiiiii i 2763
application-proxy quarantine-vlan ............ ... . i, 2764
application-proxy redirect-url....... ..o 2765
application-proxy threat-protection send-summary...................... 2767
application-proxy threat-protection............ccoiviiiiii i innn.. 2766
application-proxy whitelist advertised-address .......................... 2768
application-proxy whitelistenable ............... .o it 2769
application-proxy whitelist protectiontls................cooiiiiiii L 2770
application-proxy whitelist server ...... ... 2771
application-proxy whitelist trustpoint (deprecated)...................... 2773
ap-profile (WIreless) . . ....covvirii i et 3034
ap-profile (WIreless-ap) ....o.ovvve i et 3035
area authentication IPSEC SPI. .o .vvr i 1166
area authentication. ... ... ...t ii it 1059
area default-cost (IPV6 OSPF). ......enirii e 1168
area default-Cost. ... ..vn it e 1058
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area encryption iPSEC SPI @SP. .t vt vttt 1169

areafilter-list ... .. ..o e 1060
== 8 117 1061
arearange (IPv6 OSPF) . ...t e e e e e 1172
] (== I = o T 1= 1063
area stub (IPV6 OSPF) ... .o 1174
ArEA STUD . e 1065
area virtual-link (IPV6 OSPF) . . .. .o 1175
area virtual-link authentication ipsec spi..........cooviiiiiii i, 1177
area virtual-link encryptionipsecspi ......coovviiiiii i 1179
areavirtual-link. . ... e 1066
area-link. ... 2774
] o 8 o T PSP 820
arp OPPOItUNIStIC-Nd. . ... e 823
arp security drop link-local-arps.........cooviiiiii i 2543
arp security violation ... i e 2544
1 o JET=Tof U 177 2542
] o 1 AP 818
ArP-aging-tiMEOUL. ...ttt et e e e e e 814
arpP-MacC-diSParity. . .. .o.e ettt e 815
arp-reply-be-dmac. . .....oi i 824
association-advertisementenable............... ..., 3036
At area PasSWOId. ...ttt i it e i 2781
AtMf ar . .. e 2779
atmf authorize provision. ...t 2785
atmfauthorize. .. ... 2783
atmf backup area-mastersdelete. .........oovi i 2788
atmf backup area-mastersenable ... i 2789
atmf backup area-masters NOW. .......coiv it ieeieaenss 2790
atmf backup area-masters synchronize..............ccoiiiiiiiiinnnn. 2791
atmfbackup bandwidth ...t 2792
atmfbackupdelete. . ... 2793
atmfbackupenable ... i 2794
atmf backup guestsdelete..........oooiiiiii i 2795
atmf backup guestsenable ........ ... 2796
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atmf backup gUEStS NOW . ... i e 2797

atmf backup guests synchronize .............. ..o i 2798
AtMf BaCKUP NOW . .. e e et 2799
atmf backup redundancyenable.............cooiii i 2801
atmf backuUp SeIVer ... 2802
atMf baCKUP StOP . ..ttt e 2804
atmf backup synchronize ......... ..o 2805
AtMf baCKUP . ..o e e 2787
AtMf CleanUD ..o e 2806
atmfcontainer login. ... . ..o 2808
AtMf CONTAINET. ..o e 2807
atmfcontroller ... .. e 2809
atmf distribute firmware ... . 2810
atmfdomainvian. .. ... 2812
atmfenable ... ... 2815
atmf group (membership) ... 2816
AtMf QUEST-ClasS ..ot 2818
atMf log-Verbose .. ... 2820
atmf managementsubnet ...... ...t e 2821
atmfmanagementvian. . ... 2824
At MaASTEr L e 2826
At MU . L e 2827
atmf NEtWOrk-Name ... ...t 2828
atmf provision (interface) ........coiiiiiiiiii i e 2829
atmf Provision NOde . ...t e e 2830
atmfreboot-rolling ..o 2832
AtMF rECOVEN QUEST. ..ttt 2838
atmfrecoverled-off. ... ... 2839
atmfrecoverover-eth. ... ... ..o 2840
Y0 =T 0T 2836
AtMf FECOVEIY-SEIVET. .\ttt et ettt 2841
atmfremote-login. ... e 2843
atmfrestricted-login. ... 2845
atmfretry guest-link . ... i 2847
atmf secure-mode certificate expire . ... i it 2850
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atmf secure-mode certificate expiry ......c.coviiiiii i 2851

atmf secure-mode certificaterenew ..o 2852
atmf secure-mode enable-all....... ... 2853
atmf secure-mode . . ... 2848
atmfselect-area ... ..ot e 2855
atmf topology-guienable........ ... i 136
atmf topology-guienable.......... ..o i 2856
At LrUSTPOINt .. e e 2857
atmf virtual-crosslink ..... ... . 2859
atmf virtual-link description. ... 2864
atmf virtual-link protection ...........coiiiii i e 2865
atmfvirtual-link ... 2861
AtMf WOIKING-SET . ..ot e e 2867
atmf-arealink . ... ... 2776
atmMf-liNK . e 2778
At DU ... 2454
authauth-fail vlan ... 2222
autharitical. . ..o o e 2224
auth dhcp-framed-ip-lease. ..o e 2225
auth dynamic-vlan-creation. ... 2227
auth guest-vlanforward ......... ... 2232
auth guest-vlan hw-forwarding .................ooo i 2234
aUth guUesST-VIaN. ... e 2230
authhost-mode ... ... i 2235
AUEN IOg . e e e 2237
auth max-supplicant. ... e 2239
auth multi-vlan-session ......... ... e 2241
aUth pPriority . ..o 2242
auth profile (global). ... 2244
auth profile (iNterface) .......oov i e 2245
auth radius send nas-identifier......... ..o 2398
auth radius send service-type .....oovii it e 2399
auth reauthentication. ... 2246
auth roaming disconnected. ..........cooviiiiiii i 2247
authroamingenable ... ... e 2249
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aUth SUPPHCANt-IP .o e 2251

auth supplicant-Mac. ...t e e 2253
auth timeout connect-timeout. ...t 2256
auth timeout quiet-period ..o e 2257
auth timeout reauth-period. ... 2258
auth timeout server-timeout......... ..o e 2260
auth timeout SUPP-tIMEOUt ... ..ot 2262
authtwo-stepenable. ... ... e 2263
AUEh tWO-StEP OFder ..\ttt e e e e 2266
authentication (wireless-sec-wep)........ooiiiiiii i 3037
authentication. ... ... e 2456
AUth-Mac acCoUNtiNg . ..ottt i e ettt e e e 2268
auth-mac authentication....... ... 2269
auth-macenable ... ... . 2270
auth-macmethod ... oo e 2272
AUTh-MaC PaSSWOId. ..ot et e e e 2274
auth-mac reauth-relearning............cooo it i 2275
auth-macstatic......ov e 2276
auth-macusername ... ... i e 2277
authorizationcommands ......... ..o 2377
authorizationcommands ........ ..o 2531
auth-web aCcCcouNting .. ..o vttt i e e 2278
auth-web authentication ... 2279
auth-webenable ... ... 2280
auth-web forward ... ... 2282
auth-web idle-timeoutenable ........ ... . 2285
auth-web idle-timeout timeout ...t 2286
auth-web max-auth-fail...... ... . .o 2287
auth-webmethod ... ... 2289
auth-web-server blocking-mode ... 2290
auth-web-server dhcpipaddress ..o 2291
auth-web-serverdhcplease.......coviiiiiiiiii i 2293
auth-web-server dhcp-wpad-option ... 2294
auth-web-server host-name. ... 2295
auth-web-serverintercept-port ...t e 2296
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auth-web-server ipaddress. . .....ovvi it e 2297

auth-web-serverlogin-url........ ..o i 2299
auth-web-serverpagelanguage .........cooviiiiiiiii i 2298
auth-web-server pagelogo . ... v e 2300
auth-web-server page sub-title. ... 2301
auth-web-server page suCCesS-MEeSSAgE. ... vv vt v vt eeereieneenennenns 2302
auth-web-serverpage title.......ooviii i 2303
auth-web-server page welcome-message ......ovvvviiiiiiinniinnenens. 2304
auth-web-server ping-pollenable...............cooiiiiii i 2305
auth-web-server ping-poll failcount.......................oooiilL 2306
auth-web-server ping-pollinterval ...........cooiiiiiiiiiiiii it 2307
auth-web-server ping-poll reauth-timer-refresh ......................... 2308
auth-web-server ping-poll timeout...............cooiiiiii i, 2309
auth-web-server ping-poll type ..o 2310
AULh-Web-Server POt . ... e 2312
auth-web-server redirect-delay-time ............ ...l 2313
auth-web-server redirect-url ....... ... 2314
auth-web-server session-keep ... 2315
auth-web-server sslintercept-port .........ccoiiiiii i 2317
auth-web-serverssl. . ... .o i 2316
autobootenable. ... ... .. e 147
auto-cost reference bandwidth (IPv6 OSPF).............cooiiiiiiiian... 1182
auto-cost reference bandwidth ......... ... 1069
auto-discovery disable. ... e 3038
auto-summary (BGP only)........oooiuii e 1267
AN . e 3039
band-steering (wireless-network) ..o 3040
bandwidth (wireless-ap-prof-radio) ...........ccoiviiiiiiiiiiiiiii, 3041
bandwidth ... 1071
bandwidth ... 1184
banner display external-manager ..........coiiiiiiii it 266
DaANNEr EXEC . .t e 267
banner external-manager. ...... ...t e 269
bannerlogin (SSH). ...t e 3573
banner 1ogin (SYStem). . ..v.vi i i e e e e 271
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DANNEI MO ..ttt e e 273

bcast-key-refresh-interval (wireless-sec-osen)..............ccovvvnn... 3042
bcast-key-refresh-interval (wireless-sec-wpa-ent) ........................ 3043
bcast-key-refresh-interval (wireless-sec-wpa-psnl) ....................... 3044
bgp aggregate-nexthop-check. ... 1269
bgp always-compare-med ........ ... e 1270
bgp bestpath as-pathignore. ...t i 1272
bgp bestpath compare-confed-aspath .....................ooiiiiiit, 1273
bgp bestpath compare-routerid.............coiiiiiiiiii i 1274
bgp bestpath med remove-recv-med ...l 1277
bgp bestpath med remove-send-med...............coiiiiiiiiiiiia, 1278
bgpbestpathmed.........cooi i e 1275
bgp client-to-clientreflection ... 1279
bgp cluster-id ... e 1280
bgp confederation identifier ..o 1282
bgp confederation Peers. .......vivi i e e e 1283
bgp coONfig-type . .o 1285
bgpdampening ... ...t e 1287
bgp damp-peer-oscillation (BGPonly)...........ccooiiiiiiiiiiiiiini . 1289
bgp defaultipv4-unicast.........ooviiin i e e 1290
bgp default local-preference (BGPonly) ..., 1291
bgp deterministic-med ...... ..o e 1292
bgp enforce-first-as. ......cooiiiii i e 1294
bgp fast-external-failover ... e 1295
bgp graceful-restart graceful-reset ...t 1298
bgp graceful-restart ...... ... 1296
bgp log-neighbor-changes ...........ccov it i 1299
bgp memory maxallocation. ..o 1301
bgp nexthop-triggerdelay. ..o 1303
bgp nexthop-triggerenable ...... ... ..o 1304
bgp nexthop-trigger-count ... ....viiui it 1302
bgp rfc1771-path-select (BGPonly). ... 1305
bgp rfc1771-strict (BGPonly).... ..o 1306
7o o3 01U 1 1=] o T NP 1307
bgp scan-time (BGP ONly) ....ovviii i e 1309
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bgpupdate-delay ...t e 1310

boot config-file backup ..ot 150
boot config-file. ..ot e 148
boot systembackup ....... ... 153
OOt SY S EM . . e 151
bootfile ... 3285
Drdge-grOUD . e e e e 2869
bss-trans-manage enable . ...... ... e 3046
capability 0paque ... e 1072
capability restart. ..o 1073
captive-portal virtual-ip. ... 3047
caplive-portal . ..o e 3045
CCINEEIVAl L e 373
CEMUITICAST . e 375
Lo U] ] et 13 PP 376
oo 154
cfm-sf-notify. .. ..o 2711
channel (wireless-ap-radio) ..........coiiiiiiiiiiii i 3049
ChanNEl-groUP .ot e e 760
channels (wireless-ap-prof-radio). ........ccovviiii i 3048
ciphers (Wireless-seC-0SeN) . .. ..ottt it 3050
ciphers (wireless-sec-wpa-ent) ..ot 3051
ciphers (wireless-sec-wpa-psnl) ... 3052
circuit-failover. .. ..o e 2644
cisco-metric-behavior (RIP). ...t e 975
o = T 2122
ClaSS M ottt e e 2123
clear (MEP Attribute). . ....cooiei e 377
clearaaalocaluserlockout..... ... i 206
clearaaalocaluserlockout......... ..o 2379
clear application-proxy threat-protection..............c.coviviineinn.. 2870
clear arp security statistics . ......o.vuiui it e 2546
cleararp-cache . ... e e 825
clear atmf links statistics .........veeninii 2873
clearatmflinks virtual ....... ... . 2872
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clear atmf liNKS . ..vvt et e 2871

clear atmfrecovery-file ...... ..o 2874
clear atmf secure-mode certificates ..o 2875
clear atmf secure-mode statistics. .......covveiiiii i 2876
Clearbgp (ASN) ...t 1314
clear bgp (IPv4 or IPv6 address) ........coevuveiiiiiiiii i, 1312
Clear DD e e 1311
clearbgp external ... ... e 1315
clear bgp ipv6 (ASN) (BGP4+0nly). .....vuieiii i 1320
clear bgp ipv6 (ipv6 address) (BGP4+only) ........cooiiiiiiiiiiaL. 1317
clear bgp ipv6 dampening (BGP4+only)..........ccovviiiiiiiiiinnnt. 1318
clear bgp ipv6 external (BGP4+only) ..... ... 1321
clear bgp ipv6 flap-statistics (BGP4+only) .........c.coiiiiiiiiiiiin.. 1319
clear bgp ipv6 peer-group (BGP4+only)........ccooviiiiiiiiiiiiiin.,. 1322
Clear bGP PEEI-GIOUD .ottt et et e e e 1316
clear counteripv6 dhcp-client..........ccooiiiiiii i 3356
clear counteripv6 dhcp-server.........ooviiiiiiiiii i 3357
clearcounter stack. .......couiiii i e 2594
clearethernetcfmerrorlog. ... 378
clear eXCeption l0g ..ottt e 421
clear fiber-monitoring interface ............coo i 345
clear g8032 erp-instance statistics. .....ovveviev i 2715
Clear g8032 erp-iNStanCe. . ovvu ittt et e e e e 2713
clearip bgp (ASN) (BGP ONly)......uiii it 1327
clearipbgp (IPv4) (BGPoNly). ... .c.ouii e 1324
clearipbgp * (BGPoNly) ..o 1323
clearip bgp dampening (BGPonly).......c.cvviviiiii it 1325
clearip bgp external (BGPonly) ........covviiiiiiiii i 1328
clear ip bgp flap-statistics (BGPonly) ... 1326
clearip bgp peer-group (BGPonly)........ovuiiiiiiiiiiiii i 1329
clearipdhcp binding .....oooiiii i e 3286
clearip dhcp snooping binding ... 2547
clear ip dhcp snooping statistics .......ooveiiiiiiii i 2548
clearipdnsforwardingcache ...t 882
Clear P igmMP groUP. ..ttt e e e e e e 1635
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clearipigmpinterface.......covuiii i 1636

Clear P IgM et e 1634
clear ip mroute pim sparse-mode ..ot e 1772
clearipmroute statistics ......oovei i e 1733
Clear P MIOULE . o e e 1732
clearipmsdpsa-cache. ... 1922
Clear P OSPf PrOCESS . vttt et et e 1074
clearip pim sparse-mode bsrrp-set*. ... 1770
clear ip pim sparse-mode packet statistics.............ccoiiiiiiiiin... 1771
clearip prefix-list ... ..o e 1330
clearip prefix-list ... ..ot e e 2054
(ol [T T 4o T8 o TV 976
clearipv6dhcp binding. ...t 3358
clearipvedhcpclient. ... ..o e 3360
Clearipvb mId groUp. ..o v v e e e e 1698
clearipvbemldinterface. ..o e 1699
clearipve mid . ... e 1697
clear ipv6 mroute pim sparse-mode..........oeiiiiiiiiii e 1829
Clear ipvb MIOULE PIM ..ttt i et e e e i i 1828
clearipvb mroute statistics. ......viir i ini i e 1735
Clear PV MIOULE. ..ottt e ettt et 1734
clearipvbneighbors.......oo i 907
Clear PVl OSPf PrOCESS. .. v vttt et ettt 1185
clear ipv6 pim sparse-mode bsrrp-set* ... ... .. i 1830
Clear iPVB P FOULE. ..ttt et ettt 1029
clear [acp CoUNtErS. ...t e e s 762
clearline console ... ..o e 207
Clear N VLY. ot e e 208
clear lldp statistics ... ov et e e e 3485
clearlldptable. ... ... e 3486
clearlogbuffered. ... e 423
clearlog external ......o.iiiiii i e e 424
clearlog PermManent ... ..coiuiii i e e 425
Clear IOg. .ot e e 422
clear loop-protection action ..........cooiiiiiiiii i e 549
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clear loop-protection CoUNtEerS. .. ..ot et eie e 550

clear mac address-table dynamic.............cooiii i 551
clear mac address-table static............cooiiiii i 553
(ol [T T 0 1=y o I el TV [ 01 (=] 379
clear mls qos interface policer-counters ..., 2124
clear ping-poll. . ... 3670
(el =TT g oo felo 11 ] o1 (= P 554
clear port-seCurity iINtrUSION. .. ..ovv i it e i e 555
clear power-inline countersinterface.............ccoiiiii i, 785
clear radius dynamic-authorization counters ...............cociiiie.. 2400
clear radius local-server statisticS. ..........oouiiii i 2462
clear sSNMP-diSCOVEIY ..ttt et e et 3268
clear spanning-tree detected protocols (RSTPand MSTP) ................. 672
clear spanning-tree statistiCS.......vvtvvntv i 671
Clear SN . . e 3574
clear test cable-diagnostics tdr.........cooiiiii i 346
clear vIan statistics. . ... ov e 616
Client (radSECPIOXY-SIV) ettt et e e e e, 2457
client mutual-authentication. ...ttt 2459
clientname-check . ... ... i 2460
ClieNt trUSTPOINt ..o e e e 2461
ClOCK Set. . et e 275
clock summer-timedate ... ... ..ot e 276
clock summer-time reCuUrmting . ...o.iir i it e ei et ie ey 278
CloCK tIMEZONE . ..o 280
CloCK-POrt . . e e 3435
clone (@Mf-ProvisSioN) .. ...ouir i e e 2877
commit (IPVA) .. e 1991
Commit (IPVB) ... e 2072
community read-only (wireless-ap-prof-snmp) ...................ooo..l. 3053
community trap (wireless-ap-prof-snmp) . .........cooviiiiiiinninennn.. 3055
compatible rfc1583 ... . e 1075
configure boot config (amf-provision)...................coiiiiL, 2879
configure boot system (@mf-provision) ..............ccoiiiiiiiiiiiia... 2881
configureterminal........ ..o e 125
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conn-capability protocol (wireless-network-passpoint-hs20) ............. 3056

CONSECULIVE ProbDE 10SS. . vttt et 1600
continuous-reboot-prevention.............ci i 281
COPY (@MF-ProViSiON). . ...t e e e e 2883
CoPY (filenName) . . ..o e 155
copy buffered-1og . ......ooviniii e 426
COPY dEDUG vt e e e 157
copy fdb-radius-users (tofile) ..o 2463
copy local-radius-user-db (fromfile)........... ... 2465
copy local-radius-user-db (tofile) ... 2466
COPY PEIMANENT-IOg . ..ttt e e e et 427
copy proxy-autoconfig-file....... ... 2318
COPY UNNING-CONfIg . oottt et 158
COPY StartuP-CoNfig. .. .ovv et e 159
copy web-auth-https-file.............co i 2319
(a0 )24 .4 T T =T o TS 160
COUNTIY-COUB . . ettt ettt et et eaens 3058
create (@amf-provision) ...... ..ot e 2884
create autoboot ... ... 161
critical-interval ... .. e 3671
crypto key destroy hostkey. ..o 3575
crypto key destroy userkey. . .....o.vviiiii i 3576
crypto key generate hostkey .......ccovviiii i 3577
Crypto KeY geNerate ISa . ... vui ettt e 2497
crypto key generate USerkey . ......oovuvuvivn ittt 3579
crypto key pubkey-chain knownhosts................... il 3580
crypto key pubkey-chainuserkey...........cooi i 3582
CrYPLO KeY ZEIOIZE . .ottt e 2498
crypto pkiauthenticate . .......oovuiii i e 2499
crypto pki enroll local (deleted) .......cooviiiiinii 2467
crypto pki enroll local local-radius-all-users (deleted) .................... 2468
crypto pki enroll local user (deleted). ..., 2469
crypto pkienroll user ... 2501
cryptopkienroll . ... .o e 2500
crypto pki exportlocal pem (deleted) ......coviiiiiii i, 2470
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crypto pki export local pkcs12 (deleted) ....vvvvvvii it 2471

Crypto PKi @XPoOrt PEM .. .t e 2503
Crypto pki eXport PKCST2. ..ot e e e e 2504
Crypto PKi iMPOrt PEM . e e e e 2506
crypto pkiimport pKesT2. ... 2508
crypto pki trustpoint local (deleted) ... 2472
Crypto PKi truSTPOINT. ..ottt 2509
crypto secure-mode delete hostkey ...... ... 2511
CrYPLO SECUIE-MOE . ..ttt 2510
CrYPLO SECUIE-MOME .ottt et e e e et neeienaas 283
Y PLO VeI Y . ot e e 162
CrYPEO VeIifY . o e 2512
CUE-throUugh ..o 557
data-traffic ... ..o 2716
day (Wireless-task) . ...o.vuenr i i e e e e 3059
o - 3628
deadtime (RADIUS SEIVEr groUp) .. .vvveie et ei e ieieeieenennnns 2401
deauth-reg-timeout (wireless-network-passpoint-hs20).................. 3060
debugaaa. . ..o 2380
debug arp SeCUNitY. .. ovvir i e 2549
debugatmfpacket ... 2888
debugatmf. . ... e 2886
debug bgp (BGPONlY) ..o 1331
debug core-file ... oo e e 284
debug crypto pki (deleted). ........cooiniii e 2473
debug dotTX ..o e 2187
AEbUG EPSI .ttt e 2682
debug fiber-monitoring. ... e 347
AEbUG G8032 . ..ottt e, 2718
debug igmp . .. e 1637
debugip dhcp sNoOPING. ... i e 2550
debugipdnsforwarding. ..o e 883
debUg P irdp. o e e 828
debugip packetinterface. ...t 826
debug ipvb ospf events . .....ovi i e 1186
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debugipvb ospfifsm ... e 1187

debug ipvb ospflsa. . ...oeiii 1188
debugipvb ospf nfsm. ... ..ot e 1189
debugipvb ospfpacket. .......covviiii i e 1190
debugipVvb ospfroUte ..o e 1191
debug ipv6 pim sparse-mode packet........ ..o 1833
debug ipvé pim sparse-mode timer .........ooviiiiii i 1834
debug ipvé pim sparse-mode . ........vviiiii i e 1831
AebUG IPVO FIP. e et e 1030
debug lacp .o v 763
debug linkmon . ... i e 1602
debug lldp .o e 3487
debug looPProt ..t e 558
debugmail. ... 3544
debugmid ... 1700
debugmsdp timer. . ..o 1924
debUg MSAD. ..o 1923
debugmstp (RSTP and STP) . ...viii i e 673
debug NnsSMMCast ...t 1738
debug NSMMCast .. ...oti i e 1739
debUg NSM ..o e e 1737
debug OSpf eVENTS. ... v it e 1076
debug ospfifsm ... i 1077
debug ospflsa. ... 1078
debug ospfnfsm ... i 1079
debug OSpPf NSM ..o e 1080
debugospfpacket. ... ..o 1081
debug ospfroUte . ..ot e 1082
debug pimdense-modeall ............co i 1890
debug pim dense-mode context........coviiiiiii i 1891
debug pim dense-modedecode ..ot 1892
debug pim dense-modeencode ...t 1893
debug pimdense-modefsm ... 1894
debug pimdense-modemrt.........cooiiiiiiii i 1895
debug pim dense-modenexthop ........c.coviiiiiii i 1896
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debug pimdense-mode nsm ... ..o e 1897

debug pimdense-mode Vif ... ... 1898
debug pim sparse-mode timer.........oovii it e 1774
debug pim sparse-mode. ... e 1773
debug ping-poll . ..o e 3672
debug platform packet ... e 559
debug power-inline. ... ... e 786
debugradius .. ..o e 2402
(o 1= o 0 o 1 ¢ o 977
debug sflow agent. ... ..o e 3694
debug SfloOW . ..o e 3693
debUg SNMIP. ..o e 3444
debugsshclient. ... 3584
debug sshserver ... ... e 3585
debug stack . ... 2595
debUg trigger oo 3630
debugudld. ... e 744
debug vIrp eveNnts . ..o 2647
debug virp packet. . ..o e 2648
AEbUG VITD e 2646
debug Wireless . ..o e 3061
defaultlog buffered ........ ..o e 428
defaultlogconsole ... ..o 429
defaultlogemail ... ... e 430
defaultlogexternal. ... ... e 431
default log host. . ....coooiii 432
default log moNitor. .. ..o e 433
defaultlog permanent. ..... ..ot e e e 434
default-action ... i 2125
default-information originate (IPV6 RIPNG)..........coveiiniiiiinnan... 1031
default-information originate (RIP) ..........oiiiiiiii e 978
default-information originate ... 1083
default-information originate ... 1192
default-metric (IPV6 OSPF) . ....out e 1193
default-metric (IPVORIPNG). ..ot 1032
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default-metric (OSPF) . ..o e e 1084

default-metric (RIP) . ..ot e 979
default-roOULEr ... .o e 3287
delete (@MFf-Provision) ......oouviiii it e 2891
deletedebug. ... e 165
delete mail . ..o e 3545
delete stack-wide force ........ooiiiiii i 166
delete stack-wideforce ........cooiuiiii e 2596
delete . . e 164
description (@mf-container) ..........coiiiiiii i 2895
description (@uth-profile) ..o 2320
description (interface) .......ooviiiii i e 518
description (ping-polling) . ......coiiii 3673
description (QoS policy-map) . ...vvviiii i 2126
description ((rigger) ..o it e e e e e e 3631
description (Wireless-ap) .. ..vvvve i it i 3063
description (wireless-ap-prof) ... 3064
description (wireless-mac-flt) ... 3065
description (wireless-network) ...........o i 3066
description (wireless-sc-prof). ...t e 3067
description (wireless-task) ........c.coiiiiiiiiiii i 3068
description (wireless-trigger). ......ovuv i 3069
destination (linkmon-probe) ... 1604
dgaf enable (wireless-network-passpoint-hs20)..................cooeeee. 3070
dir stack-Wide . ...t e 169
dir stack-wide . ... e 2597
o | 167
disable (Privileged ExXecmode)........vviiiiiiiiiii i 126
disable (VRRP) . ... 2649
o 1Y alo V7= o P 2893
distance (BGP and BGPA+) ... .ot e 1333
distance (IPV6 OSPF) . ...t 1194
distance (OSPF) . ..t e e 1085
distance (RIP) .. ..ot e 980
distribute-list (IPV6 OSPF) ... ..ot 1196
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distribute-list (IPV6 RIPNG). ..ot e 1033

distribute-list (OSPF) .. ... e 1087
distribute-list (RIP) . . ..o e 981
dns-server (DHCPVO) . .. ...vniii e 3361
AN SBIVE . «ettteteeeeeeeee eaaea 3288
o o TR PP 127
domain-name (DHCPV6) . .....ceniiiii e 3363
domain-name (wireless-network-passpoint-dot11u)..................... 3071
dOMaIN-NAME . . e e 3289
domain-Style ..o e 2474
o o T 2055
dot11u (wireless-network-passpoint)..........covii i enn.. 3072
dotTX aCCOUNtING. ..ttt e et ettt 2185
dotlxauthentication ......... ..o 2186
dotlx control-direction ..........cooiuiuii i 2188
o o] f Q=T T o 2190
dotTX €aPOI-VeISION ..ot i 2191
dotixinitializeinterface ...........cooiiiii i 2192
dotlxinitialize supplicant. ... 2193
dotTX Keytransmit .. ...t i e e e 2194
dotlxmax-auth-fail........ ... 2195
dotlxmax-reauth-req .........ooiiiiiii e 2197
dotTX POrt-CoONtrol. .. ..o e e e 2199
dotTx timeout tX-period .......covriiiii i e 2201
dscp (liINkMoN-probe). ......oiiii i e 1605
AUM-PEIOd ..o e 3073
AUPIEX et 561
dynamic-vlan enable (wireless-sec-0sen) .........ccoviiiiiiiiiiiinninan.. 3074
=T o T 515
ecofriendly led ..ot e 285
ecofriendly Ipi . ..o 286
edit (filename) . ... 172
=T L 171
egress interface (linkmon-probe)..............cco i 1606
egress-rate-limitoverhead ....... ... 2128
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egress-rate-limit. ... ... e 2127

egress-vlan-id ... ... 2475
BgIESS-VIaN-Name. . .ottt e e e 2477
1= 011 e =T TV 010 Yo [ 3076

emergency-service-reachable enable

(wireless-network-passpoint-dot11u) .........cooviiiiiini i, 3077
enable (g8032-profile) .........covriiiii e 2719
enable (linkmon-probe). ... 1607
enable (Privileged Execmode) ......ciiiiiiiiii e 128
enable (VRRP) ... e 2650
enable (Wireless). ... ... 3078
enable (WiIreless-ap) . ..ovvr it i e e e 3079
enable (wireless-ap-prof-radio). ..o 3080
enable (wireless-ap-prof-snmp) .......cooviiiiiiiiii 3075
enable (wireless-network-cp) ..o 3081
enable (wireless-network-passpoint) ..........cooviiiiiiii i 3082
enable (Wireless-SeC-WeP). ... .vvu it et 3083
enable (wireless-task) ..........coovuiiiii e 3084
enable (wireless-wds) . .......ooiuiii e 3085
enable db-summary-opt. ... e 1090
eNable PasSWOId . ... e e 209
enable secret (deprecated)........ccooiiiiiiii i e 212
<] T 130
enrollment (Ca-trustpoint) ... iiii i i i e 2514
EPSI CONfIGUIAtION . ..ot i i et et 2685
epsrdatavian. ... ... e e 2686
epsrenhancedrecoveryenable..........cooviiiiii i 2687
epsrflush-type ... 2688
epsr mode master controlvlan primary port ......... ...t 2690
epsr mode transitcontrolvlan............ ... ... 2691
<] o g o] o] 4128 RO 2692
<] 01 5] =1 (S 2693
epsrtopology-change .........veii it e 2694
epsrtopology-change . .....ovie i e 2720
=T 0 1Y 1 - o 1 A 2695
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erase factory-default. ... 173
erase factory-default. ... e 2896
erase proxy-autoconfig-file ........ ... i 2321
erase startup-Config . ... e 174
erase web-auth-https-file ......... ..o 2322
=T o 1) 7 Vel 2721
ethernet cfm domain-name. ... ... i 380
ethernet ChM MED ..o e e e e 383
EXeC-HIMEOUL . .o e 213
2 P 131
exit-address-family ... . e 1335
external-page-url. ... ... e 3086
fail-coUNt. ..o e 3674
fiber-monitoring action. ....... ... e 349
fiber-monitoring baseline. ... e 351
fiber-monitoringenable ...... ... 353
fiber-monitoringinterval....... ... i 354
fiber-monitoring sensitivity .........cooiiiiii i 355
L1 =T =T V7S 3087
fiINAdME tgger . .ot e e e 290
fiINdme .. 288
fingerprint (Ca-trustpoint). . .....vi i e e 2515
flowcontrol hardware (asyn/console)............coooviiiiiiiiiiiiinan... 215
force-disable (wireless-ap-radio) ..........ccoiiiiiiiiiiiii i 3089
fullupdate (RIP) ..o e e e e 982
98032 erP-INStANCE . oottt e e 2722
g8032 forced-switch erp-instance...........coiiiii i, 2724
g8032 manual-switch erp-instance............c.ccoiii i, 2726
g8032 physical-ring. .......coiviiiii i e e 2727
98032 Profile . ... e 2729
gas-address-behavior (wireless-network-passpoint-dot11u).............. 3090
gas-comeback-delay (wireless-network-passpoint-dot11u) .............. 3091
Group (FadPrOXY) ..ttt et et e 2403
o [ 16 o AP 2479
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help radius-attribute. ... ..o e 2404

help radius-attribute. ... i 2481
V=] 1o 132
hessid (wireless-network-passpoint-dotT1u)...........cccoviieininen... 3092
hide-ssid (wireless-network) .........c.coiiiiiiiiii i 3093
hOSt(DHCP) ..o e e e 3290
L0 1y - Y= - P 1091
OStNAME . . 291
hs20 (wireless-network-passpoint) ........c.oviiiii i, 3094
http log webapi-requests ..ot 137
P PO e e e 138
Y80I Tl T o o 139
http-enable ... .o 2897
1T o TP 3095
identity (@mf-provision)..........ooiiiiiiiiii 2899
10T 1= P 3097
initialization-buttonenable........ ... . i i 3098
instance priority (MSTP). . ..ottt e e et eeas 677
instance vIan (MSTP) . .. ...t e e 679
interface (to configure) ........cooiiii i i et 519
internet-access enable (wireless-network-passpoint-dot11u)............. 3099
interval (linkmon-probe) ... 1608
[T o X (o g X3 e 0TV T o) P 1992
IP (PING-POIING) .ottt e e 3675
ip address (IP Addressingand Protocol) ..., 829
PaddressdnCp ...oii e 3291
ipas-path access-list. ......ooiiriii i e e 1336
ip community-listexpanded ... e 1340
ip community-liststandard ........... .o 1342
P COMMUNITY-TIST. . oot e e e e 1338
ipdhcp bootpignore . ...t e e 3293
ipdhcpleasequeryenable . ... 3294
P ANCP OPtION. ..t e e e 3295
IPANCP POOL. ..o e 3297
ip dhcp snooping agent-option allow-untrusted......................... 2554
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ip dhcp snooping agent-option circuit-id vlantriplet..................... 2555

ip dhcp snooping agent-option remote-id. ...l 2556
ip dhcp sNOOPING ageNt-OPtioON . ..o vttt e ie e 2553
ip dhcp snooping binding ... e 2557
ip dhcp snooping database .......c.oviii i 2558
ip dhcp snooping delete-by-client ......... ... 2559
ip dhcp snooping delete-by-linkdown. ..ol 2560
ip dhcp snooping max-bindings ... 2561
ip dhcp snooping subscriber-id ... 2562
iPdhCp SNOOPING TrUSE. .o v vttt e eaeas 2563
ip dhcp snooping verify mac-address. .........coveiiiii i 2564
ip dhcp snooping violation. ... e 2565
P ANCP SNOOPING. .ottt e e e e e e e 2551
ip dhcp-client default-route distance............c.cooeviiiii ... 3298
ip dhcp-client request vendor-identifying-specific....................... 3300
ip dhcp-client vendor-identifying-class...........oooviiiiii i, 3301
ip dhcp-relay agent-option checking ... 3304
ip dhcp-relay agent-option checking ...t 3367
ip dhcp-relay agent-option remote-id .......cocieiiiiiii i 3305
ip dhcp-relay agent-optionremote-id ...........ooiiiiiiiii i 3368
ip dhcp-relay agent-option subscriber-id-auto-mac...................... 3366
ip dhcp-relay agent-option .......cooiiiiiiii i e 3302
ip dhcp-relay agent-option .......cooiiii i e 3364
ip dhcp-relay information policy ...t 3306
ip dhcp-relay information policy ... 3369
ipdhcp-relay maxhops ..o 3308
ipdhcp-relay maxhops ......coviiii i e 3371
ip dhcp-relay max-message-length. ..., 3309
ip dhcp-relay max-message-length..............ooo i, 3372
ip dhcp-relay server-address .......ooviii i 3311
ip dhcp-relay server-address ......covuiin it e 3374
ip dhcp-relay use-client-side-address. .........cooviiiii i i, 3313
ip directed-broadcast. ........oiiiiiiii e 831
ipdnsforwardingcache ...... ..o e 885
ip dns forwarding dead-time...........oiiiiiiiiiiii i 886
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ipdnsforwarding retry .......oiiiiii i e e 887

ip dns forwarding source-interface ...l 888
ipdns forwarding timeout ...ttt 889
ipdnsforwarding. ......coouiiiiii i e e e 884
ipdomain-list. ... ..o e e 890
ipdomain-lookup ..o e 891
P AOMaAIN-NAME. L.ttt et e e e et et e e 893
ip extcommunity-listexpanded ........ ... . i 1344
ip extcommunity-liststandard ......... ... . i 1346
IPOrWarding. ... .oeoe e e 833
ip forward-protocoludp ..ot 834
ip gratuitous-arp-link . ......coo i e 836
iphelper-address. ... ..ooviiiii i e 838
ipicmp error-interval ......oooii i e 841
[Tl lo]a ] o X Talal<T33 o | {0 U1 o J AP 1639
ip igmp flood specific-query .......oiiii i e 1642
IPIgMP flood-group ..ot e 1640
ipigmpimmediate-leave ...... ... e 1643
ip igmp last-member-query-count .........ooviiiii it 1644
ip igmp last-member-query-interval............cooi it i 1645
P IgMP Mt o e e e 1646
P IgMP MaXiMUM-GrOUPS ..ttt ettt it ee et i aeeeeneeneennennens 1647
P IgMP MIOUTE-PIOXY « vt ittttt et et e eteee et entenneeneennennenneens 1649
P IgMP PrOXY-SEIVICE. . vttt ettt ettt et ai e eaennneens 1650
ipigmp querier-timeout ..ottt it e e 1651
ipigmp query-holdtime ... 1652
ipigmp query-interval ..o e 1654
ip igmp query-max-response-time ...........uiiiiiiiiiiiiiiennennenn 1656
P IgMP ra-OPtION. .t e e e e e e 1658
ip igmp robustness-variable ......... ..o i 1659
ipigmp snooping fast-leave. ..o 1661
P IgMP SNOOPING MIOULEL ...ttt ittt e i eaeaeennns 1662
P IgMP SNOOPING QUETIET . .\ e ettt ettt eii et aeeeans 1663
ip igmMmp SNOOPING repOrt-SUPPreSSION .. vuvvt e i ee i i enenneennns 1664
ip igMpP SNOOPING rOUtErMOdE .. ..ottt et et eie e enaas 1665
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ip igmp snooping source-timeout. .......ouvviit it naeenn 1667

ip igmp snooping tcn query solicit ... 1668
P IgMP SNOOPING. « e ot ettt ittt ettt e et et aenneeneennennenns 1660
ip igmp source-address-check ..........oiiiiiiii i 1670
[T TN Te [ Y 0353 2.4 TS P 1671
ipigmpssm-mapenable........ ..o 1672
IPIgMP SSM-MAP StAtIC ...ttt et e e e e nieaneens 1673
ip igmp startup-quUery-CoUNt. ...t 1677
ipigmp startup-query-interval ......... ... i 1678
IPIgMP StAtiC-grOUP .« o vttt e e 1675
P IgMP TrUSTEd . . ot e e e e e 1679
[T TN Te T Y o JRYZ=1 53 (o] o 1S P 1680
1o T8 T 0 1 o TS0 1638
ipirdp address preference ........cooviiiiii i e 842
P Irdp broadcast .. ..o e e 843
ipirdpholdtime ..o e 844
P irdp lifetime. ... 845
ipirdp maxadvertinterval ........ ..o e 846
ipirdp minadvertinterval .........couiiii it 848
P IrdP MUILICAST . .ot e e e e e 850
P Irdp Preference ..o 851
10311 e o S P 840
ip limited-local-proXy-arp . ..oovi i i e e e 852
P 10CaAl-PrOXY-arP. . .ottt 853
1038 01 {010 | (= PP 1740
ipmsdp hold-time. ..o e e 1925
ipMsdp keep-alive ...t e 1926
ip msdp mesh-group member hold-time...................ooooiiiit, 1931
ip msdp mesh-group member keep-alive...................ooooiil, 1933
ip msdp mesh-groupmember ... 1929
IPMSAP MESN-GroUP . .v vttt et e it i i e 1927
ipmsdp peerhold-time. .......ooiiiiii i i i e 1937
ipmsdp peerkeep-alive ........cooiiiiiii i e 1939
ipmsdp peerrp-filter ... ..o 1941
ipmsdp peersg-filter. ..o 1943
C613-50480-01 Rev A Command Reference for x550 Series 78

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



10310 01T [ o T8 o 1= =] P 1935

ip msdp sa-cache-timeout ... ...t 1945
ip multicast allow-register-fragments. ..........c.cviiiiiiiiiii i, 1742
ip multicast allow-register-fragments. ..........cooiiiii it 1776
ip multicast forward-first-packet .............coiiiii i 1743
P MUItICAaSTt rOULE. ...t e e e e 1744
ip multicast route-limit. ... 1746
ip multicast wrong-vif-suppression. ........c.oviii ittt 1747
P MUItICASt-TOUtING ..o e e et 1748
ip name-server preferred-order ... 896
[T g T 10 =TT =] oY e 894
ipospfauthentication ..ot e 1092
ip ospf authentication-key ......... ... 1093
P OSSP COST. ottt e 1094
ipospfdatabase-filter. ........oiitiii i e 1095
ipospfdead-interval. ... e 1096
ipospfdisableall ... e 1097
ipospfhello-interval. ... e 1098
ip ospf message-digest-Key ......ooviiiiiiiiiii i 1099
P OSSP MEU. . e e 1101
P OSPf MEU-IgNOre. ... e e e e 1102
P OSPF NETWOIK. ..t e et 1103
P OSPf PHONITY. . oot e e e e 1104
P OSPf resyNC-tiMeoUt. ..ottt e e e i 1105
ip ospfretransmit-interval ........ ... i 1106
ipospftransmit-delay. ...t e 1107
ip pim accept-register list.........ovuiiniii it 1777
(T3 o1 a1 1)L er= 1 ol o 0P 1778
ippimbsr-border. ... ..o e e 1779
ippimbsr-candidate. ... e 1780
ip pim cisco-register-checksum group-list ...............coooiiiiiiit, 1782
ip pim cisco-register-checksum ..........coiiiiiiiii it 1781
IP PIM CrP-CiSCO-PrefiX . ..o e e 1783
ip piM dense-Mode PasSIiVe .. ...vueii it e 1900
ip pim dense-mode wrong-vif-suppression..............ovviiiiiiinan... 1901
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P pRIMdense-mode. ... ..ot et et e 1899

P PIM Ar-Priority . ..o e e 1784
ippimexclude-genid ..o e e 1785
ip pim ext-srcs-directly-connected ... 1786
ip pim ext-srcs-directly-connected ...l 1902
ip pim hello-holdtime (PIM-DM). . .....coitii e 1903
ip pim hello-holdtime (PIM-SM) .. ..o e e 1787
ip pim hello-interval (PIM-DM) ..ot ieneas 1904
ip pim hello-interval (PIM-SM). ...t i 1788
ip PiM ignore-rp-set-priority ........cooueirinitiii it iii e 1789
(1038 o) 10 01 o ¥ 10 =] S P 1790
P PIM Max-graft-retries. ..o e e et 1905
ip pim neighbor-filter (PIM-DM) . .......iii i 1907
ip pim neighbor-filter (PIM-SM) ... .. i 1791
ip pim propagation-delay..........c.oooiiiiiii i e 1908
ip pim register-rate-limit........ ..o e 1792
ip pim register-rp-reachability. ........... ... i i 1793
IP PIM regiSter-SOUICE . ..ottt et i e et i eaeanenns 1794
IP PIM register-SUPPreSSION ...ttt et i i eei i aenneennens 1795
P RIM IP-addresS . .ottt e e e e i e 1796
ippimrp-candidate. ... e e 1798
ippim rp-register-kat . .......cooviiiiiii i e 1800
ip pim sparse-mode join-prune-batching....................ooi il 1802
iP PIM SParse-MOdE PASSIVE. ..o v vttt e et e et eie i enaas 1803
ip pim sparse-mode wrong-vif-suppression. ..........c.ccovviiiiiiiiian.. 1804
P PIM SPArSE-MOAE ..\ttt ettt e e 1801
ip pim spt-threshold group-list.........coooiiiii i 1806
ip pimspt-threshold ... i 1805
1030 o 10 01877 2 S 1807
ip pim state-refresh origination-interval ................................. 1909
P Prefix-list. . .o 1348
P PrEfiX-liSt. . ettt e e e 2058
P PrEfiX-liSt. . et e e e e 984
1038 o] 014V g o 854
ip radius source-interface ... 2406
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10 31T | 1=t {3 855

ip rip authentication key-chain......... ... 986
ip rip authenticationmode. .........oiiiiiiii i e 988
ip rip authentication string..........ovii i i e 991
P FIP FECRIVE VEISION. ettt ettt et ettt e, 994
P rip receive-Packet .. ..o e 993
ip rip send version T-compatible .............oo i 998
PP SENA VEISION L.ttt e e e et it 996
ipripsend-packet ... ... e 995
P ripsplit-horizon . ... 1000
1o TR (010 954
ipsource binding......oovuiiiiii i e e e 2566
P SUMMaArY-address P ..ottt et 983
ip tacacs SOUrCe-INtErface . ... .v e 2533
P TCP SYNACK-TEINIES .ttt e e e et et e e 856
ip tftp source-interface. .. ... e 175
ipunreachables ... 857
ip-address (Wireless-ap) . .....vuvninr i i e 3102
ip-addr-type-availability (wireless-network-passpoint-dot11u) ........... 3100
IPVO (IPVO-NOST-grOUP) . vt te ettt ettt e et e et eieneeaas 2073
ipv6 access-list (named IPv6 hardware ACL) .............ovviiiinian.., 2075
ipv6 access-list extended (named)..........cooviiiiiiii i 2098
ipv6 access-listextended Proto ........cvvviii it 2102
ipv6 access-list standard (named) ..ot 2110
ipv6 address (DHCPVOPD) ..ot 3376
ipv6 address autoconfig ...t 910
IPVO address dhCp .o ov v e e e 3378
IPVO address SUFfiX . . ..o i i e e e e 912
PV @SS, . oottt ettt e e e e 908
ipvedhcpclientpd ... e 3380
IPVE AhCp OptioN ..o 3382
IPVO ANCP POOL ..o e e 3384
103 V£e 3o | Vel o Y=Y V7= P 3386
PVB enable. ..o e 913
ipv6 euibd-linklocal . ... e 915
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IPVO forwarding . ....oovnii i i e e e 916

ipvbicmp error-interval. ... . ..o i 917
IPVE 10Cal POOL. . ..o e 3387
IPVO MIA ACCESS-grOUP . . oottt e ettt ie et et e e et i et eieananans 1702
ipv6 mld immediate-leave ... e e 1703
ipv6 mld last-member-query-count ...........coiiiiiiiii i 1704
ipv6 mld last-member-query-interval. ..ot 1705
PVO MID limMit. .. e e e e 1706
ipv6 mld querier-timeout ........ciii i e 1708
ipvé mld query-interval ... ... 1709
ipv6 mld query-max-response-time ... ..o.vive it i i nennanens 1710
ipv6 mld robustness-variable ......... ... 1711
ipv6 mld snooping fast-leave ...t 1714
iPv6 MId SNOOPING MIOUTEY . ..ottt e i ie e 1715
iIPV6 MId SNOOPING QUEKIET . ..ttt ettt e e e e eie i neeenans 1717
ipv6 mld sNooPING repPOrt-SUPPIESSION .. .v vt it ii e e ieeieananans 1718
IPVO MIA SNOOPING. .ttt e et e ettt i aas 1712
ipvé mld ssm-mapenable............ooiiiii 1720
ipve MId ssm-map statiC.......ooviii i i e 1721
IPVO MId Static-groUP . ..o vttt e e e e e 1722
PVO MIA VeISION. ..ottt et e e e ettt 1724
PVE MId. .. e 1701
1027732101 o 10 1 = 1749
ipv6 multicast forward-slow-path-packet.................coooiiiiiit, 1736
ipv6 multicast forward-slow-path-packet...................coiiiiiil, 918
IPVE MUILICASt rOUte ... i e e et et 1751
ipv6 multicast route-limit .......... . i 1754
IPVO MUILICAST-TOUtING . ..ot e e e i 1755
ipv6 nd accept-ra-default-routes ...t 919
ipv6 Nd accept-ra-pinfo.......coiiiiiii 920
ipv6 nd current-hoplimit........ ..o 921
ipvé nd dnssearch-list ..........coiiiiiiiii i e 922
PVO NA ANS-SEIVET . .o\ttt e ettt ettt 923
ipv6 nd managed-config-flag ... 925
ipv6 nd minimum-ra-interval............ ... i 926
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ipv6 nd other-config-flag ........cooiiiiii 927

ipv6 nd prefix (DHCPV6). ... .ot 3389
VO N PrefiX. . ottt i e e e e e e 928
PVO NA raguard . .......i i e e e 932
ipvo ndra-interval ... ... e e 930
ipvbndra-lifetime . ... ..o e 931
ipve ndreachable-time ... 934
ipv6 Nd retransmission-time .........covi it ittt 935
ipv6 nd route-information ......... ..ot e e 936
ipV6 Nd router-preference. ... ..ot e 937
[[oX Y 4T I U o o] ¢ =113 - 938
PVO NEIGNDOT ..o e e 939
IPV6 OPPOrtUNIStiC-Nd. . ..o e e e 940
ipv6 ospf authentication SPi......c.viiii i 1198
PV OSPT COST Lttt ittt i e e et e e e 1200
ipvb ospfdead-interval ... e 1201
ipv6 ospf display route single-line..............oiiiii i 1202
iPV6 ospf encryption SPi €SP « .ottt e 1203
ipv6 ospf hello-interval ... i 1206
ipvb ospf neighbor ... ..o e 1207
IPVO OSPf NEIWOIK .. vt e e e et 1209
IPVG OSPf PriOritY .ot 1210
ipv6 ospf retransmit-interval ... 1211
ipv6 ospftransmit-delay ..ot e 1212
IPVO PIiM aCCepPt-register .. .v vttt e e e 1836
1o}V o1 g T 1) of- 13 i o FO PP 1837
IPV6 PIM bSr-border . ... e 1838
ipv6 pim bsr-candidate ... e 1839
ipv6 pim cisco-register-checksum group-list............................. 1841
ipv6 pim cisco-register-checksum ...........cooiiiiii it 1840
IPV6 PIM CrP-CiSCO-PrefiX. ..ovvvr ity 1842
IPVO PIM Ar-Priority . ..ot e i e e e e e 1843
ipv6 pimexclude-genid. .........ooiiiiiii i e 1844
ipv6 pim ext-srcs-directly-connected.........cooviiii i 1845
ipv6 pim hello-holdtime ... e 1846
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ipv6 pim hello-interval....... ..o e 1847

iPV6 Pim ignore-rp-Set-Priority . .....ooeeetni i iieea e 1848
103V o] g 15 o 10 1= PP 1849
ipv6 pim neighbor-filter. ... e 1850
ipv6 pim register-rate-limit. ........ ... i 1851
ipv6 pim register-rp-reachability ... 1852
PV PIM rEQISTEI-SOUICE .\ttt t ettt e et it neeeeneennenneaneans 1853
IPV6 PiM register-SUPPresSiON. ... vv et e e eieeannenns 1854
ipvé pimrpembedded ...... ... e 1859
IPVO PIM rP-address . ....oiii it e e e 1855
ipv6 pim rp-candidate . ......ooii i e 1857
iPV6 pim rp-register-kat. ........cooiiiiiii i e e 1860
iPV6 pPim sparse-Mode PasSIVE ... .vvrii i et i it ii i 1862
IPV6 PIM SPArse-MOdE . . ..ottt e ettt e et 1861
ipv6 pim spt-threshold group-list .........cooiiii it 1864
ipv6 pim spt-threshold. ... e 1863
VO P S M Lttt ettt et e e e e e e 1865
IPV6 PIM UNICASt-bSM . .. e e e 1866
VO PrefiX-list .\ttt i e e e e e 1034
PVO PrefiX-list . ..ot e e e e e e e 1350
PVO PrefiX-list . ... e e e 2114
IPVO rip Metric-offset . ...oiiii i e 1036
ipve rip split-horizon. ... ... 1038
PV FOUTE . .ttt ettt et e e et e 941
PV FOUT . .ttt ettt et et e et e 956
PVO FOULEr OSPf @€, .ottt ittt ettt e ettt i ieneenas 1213
103V S Y (01U (=T g 1o T AP 1039
ipv6 tftp source-interface .. ... i e e 176
ipvb traffic-filter ... ... 2077
ipve unreachables . ...... ... e 942
ip-version (liNkmMmon-probe). ...t i 1609
L = P 1610
key (wireless-sc-prof) . ......ouiii 3103
key (Wireless-SeC-WeP) ... vv vttt e et 3104
key (wireless-seCc-Wpa-psnl) . ..ouviir it e e 3106
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KO . e et e 1001
KEY-SING ottt e e e e e e e e 1003
12tif enable (wireless-network-passpoint-hs20) .............ccovvvvuenn. 3107
lacp global-passive-modeenable ...l 764
=Yl o 38 oo o o o [0 ¢ 1 /2P 765
JaCP SYStEM-PIIO Y. o\ vttt ettt et e e e e 766
=Y o 3 4T 11 767
= =] Y2 1612
1= Y= P 3315
ledenable. .. ... 3108
1Yo T TV -1 (=Y PP 3109
[eNgth (@SYN) ..ottt 217
length (ping-polldata)..........cooiiiiiii i 3676
length (Wireless-seC-Wep) ... .ovvr i et 3110
level (g8032-SWItCh) ... .ot i i e e e e 2730
license redistribute ....... ..o 257
licenseupdatefile ...t e 258
licenseupdateonline. ... . ...t 259
NS et 246
license-cert (@mf-provision) ...t 2901
BN, e e 218
INK-address .. ..o e 3391
liNkflap aCtion . ..ot e e 562
liNKmMoN Probe. ... e e 1614
linkmon probe-history ... 1616
linkmon profile ..o 1618
lldp faststart-Count . ... ..ottt e et 3489
lldp holdtime-multiplier .........cooiiiiiii i 3490
lldp management-address . ........vuviiiiniiin it 3491
lldp med-notifications . ...t e 3492
lldp med-tlv-select. ... ... e e e 3493
lldp non-strict-med-tlv-order-check ...t 3496
lldp notification-interval ...........oiiiii i 3497
dp NOtIfICAtIONS .\ v vttt e e e et 3498
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lldp POrt-NUMbDEr-tYPE. ..ottt e e e i 3499

1o 031 a1 P 3500
P rUN o e 3501
] o o34 15 0 =T P 3502
AP thv-select. . ..ot e e e e e e 3503
ldp transmMit reCeIVE . . .ottt e e 3505
dp tx-delay . ....ooori i e e et e e e 3506
[tz B o7 0 14 V- T o J P 859
locate (@Mf-provision) ..ot e 2903
location civic-location configuration ...l 3507
location civic-locationidentifier...........coooiiiii i 3511
location civic-location-id. ... ... i 3512
location coord-location configuration...............cooiiiii i, 3513
location coord-location identifier ... 3515
location coord-location-id ..........c i 3516
location elin-location ... . ... i 3518
location elin-location-id. ... ... o i 3519
log buffered (filter) ..... ..ot e 436
log buffered exclude. ... e 439
logbuffered size. ... ..ooviiiii i e 442
logbuffered . ... ..o e 435
log console (filter) ......ouini i e 444
l0g consOle eXCIUAE .. ..ontie e e e e e e 447
0g CONSOIE. ..ttt e e e e e e 443
logemail (filter). ..o e e 451
logemail exclude. ... ..o e 454
logemail time ... .o e e e e 457
log email ... e e 450
logenabledestination...........ccoiiiiiiiii it e 3111
[0g @VENT-NOST. ..ttt e e 140
[0g EVENT-NOST. o\ttt e e e 2905
logexternal (filter) ..o e 461
logexternal exclude ...t e 464
logexternal rotate. . .....vuiii i e 467
log external Size .. ...ovvnii i e e e 469
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logexternal ..o e e e e e 459

log facility . ..o 470
log host (filter). ..ot e e 474
loghostexclude. ... ..ot e e e 477
[0 T U0 1] Ao T U [ 480
loghost startup-delay .........ooouiiiiiiir i e 481
I0g oSt tiMeE .o e e 483
IOg NOSt . e e e e e 472
loginterval neighbor-ap ... e 3112
logmonitor (filter) . .....coe i e 485
logmonitorexclude ...t e e e 488
log permanent (filter) ..ot e et e e 492
logpermanentexclude . ..... ..o e e 495
[0g PEIrMANENT SIZE .\ v ettt e e e e e 498
[0 I 1= ¢ /0 =T T=T o | P 491
log rotate Neighbor-ap. .....ovv i e e e e 3113
log rotate wireless-client. ... e 3114
log size wireless-client ..........cooiiiiiii i e 3115
[0 IR B 15 40T 1 3 | R 500
loginauthentication ...........oiiiiiiiii i i e 2381
login username (Wireless-ap).....c.ovvereii ittt ieeneanns 3116
login-fallbackenable ....... ... 2906
login-password (Wireless-ap) .. ..ovvriervrine i iiniininnenennns 3117
[0 o1 U1 133
log-rate-limit NSM ... i e e e 499
loop-protection action. ..ottt e 564
loop-protection action-delay-time ..........oviiiiii it 565
loop-protection loop-detect .......oviiriiii i i e 563
loop-protection tiMeoUL . ......oiit i e e i eaeas 566
mac address-tableacquire ... 567
mac address-table ageing-time ..........ccoi i e 568
mac address-table logging. ... e 569
mac address-table static ...........co i 570
mac address-table thrash-limit......... ... ... i 571
mac address-table vcs-sync-mode. . ...ov i 2599
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Mac-address (Wireless-ap). .. .ovvvrier it ce ettt i enaas 3118

Mac-auth PasswWord. ... ..ot et 3119
mac-auth radius auth group (wireless-network)...............ooovine. 3120
Mac-auth USername . ... ...t e 3121
Mail from. .. 3548
mail smtpserver authentication ........... ..ot 3550
MaAil SMTPSEIVEN POI. .ottt it ittt ee et i ieaens 3552
Ml SRS VAL Lttt e e e e e e e 3549
Ml . o 3546
management address. . ....o.uvn it e 3123
management-frame-protection enable (wireless-sec-osen) .............. 3124
management-frame-protection enable (wireless-sec-wpa-ent)........... 3126
management-frame-protection enable (wireless-sec-wpa-psnl) .......... 3128
MAtCh ACCESS-GrOUP ..o v ittt e e i 2129
match as-path. ... 1352
Mmatch as-path. ... e e e 1558
Match COMMUNItY .. ..o e eeen 1354
Match COMMUNITY . ... e e 1560
MATCN COS .ottt et e e e 2131
MAtCh ASCP. ot e e e 2132
match eth-format protocol.............cooiiiiiii i 2133
MAtCh INNEI-COS . ...t 2136
matchinner-vlan ... ... 2137
matchinterface. ... ... 1562
Match ip address ... ..ot e e 1563
Match ip NeXt-NoP. ... i e 1565
MatCh iP-PrecedenCe .. .c.oi i e e 2138
Match ipve address. .. ..o e e e e e 1567
Match PV NEXt-NOP ..ot e et 1569
MaAtCh MaAC Y P . ottt e e e e e 2139
MAtCh METIIC . ..ot et 1570
MaAtCh OFigiN. .. e e e 1571
MAtCh FOUTE- LY P . ottt ettt 1573
L30T | el o T - o PR PP 1574
match tep-flags. ..o 2140
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MATCN VIaN o 2141

MAX-CHENTS. .o\ e 3130
max-concurrent-dd (IPv6 OSPF) ... oo 1215
max-concurrent-dd. ... ... e 1108
MaX-fiD-TOULES. . .. e e e 293
Max-fib-TOULES. . . ..o 957
maximum-access-list (deleted)..........cooiiiiiiii i 2060
MAXIMUIM=AIEA « o ot ttt ettt ettt et et ie et ae i eaneanens 1109
MaximumM-Paths. ... ..o e 959
MAXIMUM =PI X, Lt i i e e ettt 1004
MaX-Paths. ... e 1356
MaAX-STAtiC-TOUTES . . . ottt e e 294
MaAX-STAtiC-TOUTES . . . ottt e e 958
mep (FNG attributes) ... e 385
[0 ]=T O I Tt 1 YA 387
MeP CCM-IEM-Priority . ..o 389
MEP CroSSCRECK ..ot e e 391
MIITOr INTEIfaCE. . oot 535
KT . e 177
001 e T 13 o -3 2142
MIS QOS ENADIE .. .ot e e 2143
MIS QOS MAP COS-QUEBUE. .. vttt ettt eeeee e i ate it eaneaneaneannans 2144
MIls qos Map pPremark-dsCp .....vueiie i i e 2145
mode (wireless-ap-prof-radio). ........ccovviii i e 3131
mode (Wireless-Network-Cp) .......ouviir ittt ii et ie e 3133
MOAEIYPE .t e 2907
MOVEdEbUG. ..ot 179
00T 1T 178
0 1T PP 521
msdp default Peer. .. ...t e e 1946
U Lt e 522
MURICAST . o 1756
nai-realm (wireless-network-passpoint-dot11u)........................l 3135
LT T (=T | o] €07V IS P 2407
T L 2480
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Neighbor (IPV6 RIPNG). ...t e e 1040

NEeIghbor (OSPF) . ... e 1110
NEIghbOr (RIP) ..o e e e et et et 1005
Neighbor activate. . ... e e 1357
neighbor advertisement-interval...............cco it 1360
neighborallowas-in .........o. i 1363
neighbor as-origination-interval ........... ... ittt 1366
neighbor attribute-unchanged. ...t 1368
neighbor capability graceful-restart ... 1371
neighbor capability orf prefix-list. ... 1374
neighbor capability route-refresh ............. ... i 1377
neighbor collide-established..............coo i 1380
neighbor default-originate. ... 1383
neighbor description ...... .ot e e 1386
neighbor disallow-infinite-holdtime................ ..ot 1389
neighbor distribute-list ...t e 1391
neighbor dont-capability-negotiate................coooiiii i 1394
neighbor ebgp-multihop ... 1397
neighbor enforce-multihop ... 1400
neighborfilter-list ...... ..o e 1403
neighborinterface. ... e 1406
Neighbor local-as ... ..ot e 1407
neighbor maximum-prefix..........ccooiiiiiiii i 1410
neighbor next-hop-self ... ..o 1413
neighbor override-capability..............ccooiii i 1416
NEIGhDOr PaSSIVE ..ottt e e e e e 1418
NEighbor PassWord . ... ...t i i e et et 1421
neighbor peer-group (add a neighbor) ...ttt 1424
neighbor peer-group (create a Peer-group). .....o.veeeeereneereneenennns 1426
NEIGhDOr POIT ..ot e e e e e e 1427
neighbor prefix-list ... 1430
NEIghDOr rEMOTE-aS .. vttt i et ettt i 1433
neighbor remove-private-AS (BGPonly) .........coovviiiiiiiiiiin... 1436
neighborrestart-time. ... ..ot i i e 1438
NEIGhDOr FOUTE-MaP .. vttt e e e et eneas 1441
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neighbor route-reflector-client (BGPonly) .............cooiiiiiiiiiiat, 1445

neighbor route-server-client (BGPonly) ....................oiiiiilll. 1447
neighbor send-community. .......viiii it 1448
neighbor shutdown ... ... e e 1452
neighbor soft-reconfigurationinbound. ................... ... ...l 1454
neighbortimers ... ... 1457
NEighbOr TransParent-as . ...ovvrv et et it ei e 1460
neighbor transparent-nexthop...........ccooiiiiiiii it 1462
NEiIghbOr UNSUPPIESS-MaD . oottt ittt e et e i eieieieneanas 1464
neighbor update-source ... ...t 1467
neighbor version (BGPonly) .........coiiiiiiiii i 1471
neighborweight. ... ... i e e 1473
neighbor-ap-detectionenable .......... ... . i 3137
neighbor-managed-ap-detectionenable................ ... .o ol 3138
network (BGP and BGP4+) ... 1476
Network (DHCP) . ... et 3317
NEtWOIK (RIP) ..o e 1006
Network (Wireless) . ... ..ot e 3143
NETWOTK @I a . ..o e ettt ettt 1111
network synchronization.......... ... oot 1479
network-auth-type (wireless-network-passpoint-dot11u) ................ 3139
network-type (wireless-network-passpoint-dot11u)...................... 3141
LTS g =] = 3318
no crypto pki certificate. ... ... 2517
nodebugall......cooiiiii e e 295
NO POLICE . et e e e 2147
normal-interval. . ... ... .o 3677
ntp authentication-key ......... ... i 3416
ntp broadcastdelay ....... ..o 3418
ntp designated-serverenable........ ... 3145
ntp designated-server period ........cooiiiiiii i e 3146
Ntp designated-Server ... ....oiii i e e e 3144
NP MO .t e e e 3419
00T 0= = P 3420
NP rate-limit . ... e 3422
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1 031 =1 o T P 3423

) 03] = PP 3425
10 0T o T | el 3427
offset-list (IPVO RIPNG). ..ot e et 1041
Offset-list (RIP) . ..o e e 1007
operating-class (wireless-network-passpoint-hs20) ...................... 3147
operator (wireless-network-passpoint-hs20)............................. 3148
OPtIMISTIC- N . o e e e 860
OPtIMISTIC-NA . .o e e 943
OPLION (DHCPVE). . .o e e et et e 3393
o) 0110 o VA 3319
OSPf A -ty PE . o e 1113
ospfrestart grace-period. ........oiiiii i e 1114
ospfrestart helper . ... ..o e 1115
OSPF rOUTEI-id. . oo e e e e 1117
Lo TU) e [0 o 3149
overflow databaseexternal ........ ... 1119
overflowdatabase. ........ ..o 1118
PAge-PrOXY-Url .o e e e e 3150
passive-interface (IPV6 OSPF). . .....vviiii it ci e ieeeas 1216
passive-interface (IPV6RIPNG) . .....ooiiiii e 1042
passive-interface (OSPF) ...t e 1120
passive-interface (RIP) ......oviriit i i e i 1008
PASSPOINT .ttt e e e 3151
peer (Wireless-Wds) . .....uuiiii i i e e e e 3152
permit host (wireless-ap-prof-snmp) ........ccoiiiiiiiiiiiii i, 3153
PhYSICAl-IING .ot e e e e e e 2731
PN IPVO . ettt e e e e 944
1 S APt 861
PING-POll .o e 3678
platform hwfilter-size. ... e 572
platform I3-vlan-hashing-algorithm ............. ... oot 2323
platform I3-vlan-hashing-algorithm ................ ... oo, 573
platform load-balancing ... 574
platform load-balancing ... 769
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platform mac-vlan-hashing-algorithm................... ..o it 2324

platform mac-vlan-hashing-algorithm................. ... ... ... ooll 575
platform multicast-ratelimit. ...t 1757
platform multicast-ratelimit........ ...t 576
platform stop-unreg-mc-flooding ...l 577
platform vlan-stacking-tpid ...t 579
platform vlan-stacking-tpid ............oiiiiiiiiii i 617
police single-rate action .........coiiiiii i e e 2148
police twin-rate action...........ooiiiii i i e 2150
POl Y MaD . ettt e 2152
port (wireless-ap-prof-snmp) . ......o.viiir i 3154
port-vlan-forwarding-priority ..........c.cooiiiiiiiiiii e 618
power (wireless-ap-radio) .......oovuuiiii it e e 3155
power-inline allow-legacy. ...t 788
power-inline description. ... ...ttt e 789
power-inline enable ...... ...t e e 791
power-inline hanp . ... e 792
POWET-INIINE MaAX. .ottt e e et e e 793
POWET-INIINE PHOTITY . vttt ettt e e et et ee e eans 795
power-inline usage-threshold. ... 797
pre-authentication enable (wireless-sec-osen) .............ccoovvieiin... 3156
pre-authentication enable (wireless-sec-wpa-ent) .............covvenen. 3157
PrEEMPt-MOdE . .ttt i e e e e 2651
prefix-delegation pool ... e 3395
011 111 PP 2653
0 10] 1At | U =T [ PP 2153
private-vlan association. ....... ... e 622
Private-VIan ... . e 621
privilege level . ... 220
probeenable. ... ... 3321
ProbE PACKELS ..ottt e e 3322
Probe timEOUL. ...t i e e e e e e 3323
740 ) 0TI 4/ o T 3324
Profil@ NAME. ... e e e e 2732
[T 0) 4 VA (= To o] )14 IS PP 2408
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Proxy €nable . . ... 2410

proxy-arpenable .. .. ... 3158
PrOXY PO . ettt ettt et et et e 2382
PR global. ... e 3438
PUP-CIK oo e e e 3436
PWA . o e e 180
gos-map-set (wireless-network-passpoint-dot11u) ...................... 3159
radio (WIreless-ap) v vv vttt e e e e 3160
radio (wireless-ap-profile)........ccoiiiiiiii i 3161
radius accountingenable ......... ..o i 3162
radius auth group (wireless-network-cp) .........cooviiviiiiiiinn i, 3163
radius auth group (wireless-sec-wpa-ent)..........covevrivinninennennnn.. 3166
radius authentication group (wireless-sec-0sen) ............oevvvuennnn.. 3165
radius dynamic-authorization-client............. ..ot 2412
FAdiUS-SECUIE-PIOXY @@ « ottt ettt teee ettt eteneeneneereneeneneenens 2383
radius-secure-proxy local-server. ..ottt 2483
radius-serverdeadtime ... ... 2414
radius-server host ...t e 2415
FAdiUS-SEIVEN KY .\ttt ittt e et e e et et 2419
radius-serverlocal ... .. ... 2484
FadiUS-SEIVET PrOXY-SEIVEL . ...ttt ettt e ie et eeeenennns 2421
radius-server retransmit. . .......o.oiii i e 2422
radius-server timeoUT. . .....o. it 2424
=1 T 1< PP 3325
raps-Channel ... e 2733
reboot rolling. . ..o e 2600
(1] oo PP 297
recv-buffer-size (IPV6 RIPNG) ....ooiiiiii i 1043
recv-buffer-size (RIP) . ... ..ot 1009
redireCt-Url . ... e 3167
redistribute (iNto BGP or BGP4+) .. ..o 1480
redistribute (IPV6 OSPF). . ... 1217
redistribute (IPVERIPNG) . ....ooiii i 1044
redistribute (OSPF) . ... e 1121
redistribute (RIP). .. ... e 1010
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FegiON (MSTP) Lo e e e et e et et 681

reload rolling .. ...o.oe i e 2601
Feload . . e e 298
FEMAIK NEW-COS ..\ttt ettt et et 2156
T80T 14 o= o 1 P 2154
remote-command (deleted)......... ..o 2602
FEMOTE-10giN .ot e e 2603
remote-mirror interface. ... ..ot e 537
<] o= | O 3632
restart bgp graceful BGPonly)...... ..o 1482
restartipvbospfgraceful....... ... 1219
restartospfgraceful ...... ..o e 1123
restartripgraceful. ... ...t e 1011
reVision (MSTP) ... e 682
rip restart grace-period ... ...o.vu it ii i i i s 1012
010 1 PP 181
FMON alarm. ... 3558
rmon collection history ...t e 3561
rmon collection Stats . ... ..ottt 3562
FMON EVENT. L ettt it 3563
roaming-oi (wireless-network-passpoint-dot11u)........................ 3170
rogue-ap-detection enable (wireless)..........ccooiiivi i, 3169
route (IPVORIPNG) .. .eei i e e e e 1045
roUte (RIP) ..o e 1013
FOUT . ettt e e e e 3326
(00 L (< 0 0= o JS P 1484
[0 10 L= 01 = o S AP 1575
0 T = gl oo | TP 1483
[T (=T T o T T e | 1 862
FOULEE IPVO OSPf ottt i i e et ettt ittt ieaaas 1220
01Uy =T g o )Y/ T 1 o PP 1046
routeripvé virp (interface) ......oovvvii i e e 2655
T (=] o o S 1124
(010 =T g T o T PP 1014
FOULEr VITP (INTEIACE) . .ottt ettt i e 2657
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router-id (IPVO OSPE). . .ot e 1221

Lo TU L (=] o T P 1125
o I 0] AP 2735
rsakeypair (Ca-trustPOiNt) .....ovvei it e e e 2518
rule attribute (radproXxy) ......ooviiii i 2426
rule realm (radproXy) . ....oooinii i e e e 2429
sample-size (linkmon-probe)..........cooiiiiiiii e 1619
SAMIPIE-SIZE. . ottt e e e e 3679
SC-Channel. ... e 3172
SC-PIOfilE . ottt e 3171
ol 10 3633
SECUNTY (WIreless). . ... e 3173
security (wireless-network). ... 3175
security (Wireless-wds) . .....o.vii i 3176
security-password forced-change ...........cooiiiiiiiiii i 222
security-password history. ... .. ..ottt 221
security-password lifetime ... e 223
security-password minimum-categories. ... ....vuvvriiivinnnennennns 225
security-password minimum-length...............o il i, 226
security-password min-lifetime-enforce ......... ... ... .ol 224
security-password reject-expired-pwd. ... 227
SECUNity-PaSSWOrd WarNiNg .. .o.vvu et tteteiteteietieeenenneneenenens 228
send-lifetime .. ..o e 1015
SEIVEL (FAAPIOXY) + vttt ettt ettt ettt et et et a e iaeneneanes 2433
Server (FadProXy=-groUpP). . ... vu e e et tetete e et et eeenenenens 2431
Server (radSeCPIOXY=-28) . ..t vvtrtrreeeneneeteat e eateeneeeneeneneenes 2384
SEIVEN (SEIVEI GrOUP) . vt vt ettt ete et nteeeentennenneeneensenuesneennens 2436
SEIVEr AULN-POI ..ot i e 2485
server deadtime (radproXy) . .....oueiviiiiii i 2435
server enable. ... ... e 2486
server mutual-authentication .......... .. .o i 2386
server name-check ... ... e 2387
server timeout (radProXy) . ... .vu et 2438
SEIVEr ITUSTPOINT. .t i it it it et e e 2388
SErViCe adVanCed-VEY . ...ouvirii it i e e e e 229
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service atmf-application-ProxXy......c..cvviviii i it 2908

service dhep-relay . .....ooooeiin e 3327
service dnCp-relay . .o.vv i e 3397
SEIVICE AN CP-SEIVET ettt ettt et et e e e e 3328
Service dNCP-SNOOPING. . oottt e ettt e 2568
SEIVICE N, et e, 141
service INKmMoON. . ..o e 1620
SEIVICE MA-NAMIE & .ottt ettt ettt et a e, 393
£ V7 (el 3o g | o o 1S 2734
Service password-enCryption. . ... int i 230
SEIVICE PAM Lottt i e e i 1910
=] Y/ Tt oo 1S P 1808
SEIVICE PIMB. .ottt et et e e 1867
service PoOwWer-inline . ... e 798
SErVICE SNMP-AiSCOVEIY . ittt ettt e et e e ineneneenes 3269
SEIVICE SSh. . 3586
service statistics interfaces counter. ...ttt 524
service telnet . . ..o e 231
service terminal-length (deleted)...........cooi i 232
SEIVICE WITeleSS . . et 3177
service-policy INPUL. . ..o 2158
=Y (0] g B C=T=Y o 1A 3178
session-key-refresh-interval................. i 3179
et Aggregalor. .ottt e e 1578
St AS-PAtN L.t 1487
SEtaS-PAtN ..o e 1579
setatomic-aggregate. . ...t e 1580
setcomme-listdelete. ... ... 1581
SEt COMMUNILY ..ot e e e 1488
SEt COMMUNITY ..ttt e e et i e e e e 1582
SEt daMPENING .« vttt e e e e e e e 1584
Set eXTCOMMUNITY ..ot e e et 1585
setip NeXt-hop (PBR). ....coviii e et 2159
setip next-hop (routemap) ......oviiiii e e ee e 1587
SEtiPVO NEXE-NOP ..o 1588
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setlocal-preference. ... ..coviiiii i e 1589

= 0 0 T=1 0 1590
0 0T e Y/ o O 1592
] Ao o 11 0 TS PP 1593
set originator-id ..o e 1594
£ B =T 1595
SEtWEIGNT . et e e 1596
STlOW @gENt. . e e e 3695
sflow collectorid ... . ..o e 3698
sflow collector max-datagram-size ..............coiiiiiii i ininan... 3700
SFlOW COIlECtOr. . .o 3697
sflowenable. .. ... 3701
sflow max-header-size ... ..o e 3702
sflow polling-interval ... 3704
sflow sampling-rate. . ........ooiiiiniii e 3705
short-lease-threshold ... ... e 3329
show aaalocaluserlocked....... ..o 233
show aaa localuserlocked....... ... 2390
ShOW Q8@ SEIVET GrOUD . ot vttt ettt et e e e i e e neneneanes 2391
SNOW ACCESS-gIOUP « vttt ettt ettt et e e e 2014
show access-list (IPv4 Hardware ACLS)......o.viniiniiiniiininiaannn 2015
show access-list (IPv4 Software ACLS). ......ovriinin i, 2061
show acl-group ip address .....o.veiin i e 2017
ShOW aCl-groUup iP PO, . ettt e e e e e 2018
show acl-group ipv6 address. .....c.vviie ittt i 2094
show application-proxy threat-protection...............ccooviineine.. 2909
show application-proxy whitelist advertised-address .................... 2911
show application-proxy whitelistinterface............... ... ... ... ... 2912
show application-proxy whitelist server ................coiiiiiiiiiiin... 2914
show application-proxy whitelist supplicant.......................oo.L. 2915
show arp security interface. ...t 2571
show arp security statistics. .......ooviiiiii i i 2573
SNOW @I SECUIIEY . o vttt ettt e 2570
S OW Al .ot 863
Show atmf area QUESTS . ....oviti et ettt 2924
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show atmfareaguests-detail............ccoiiiiiiiii i 2926

show atmfareanodes .........c.uuiniiiiii i 2928
show atmf area nodes-detail .............ooiiiiiiiiii i 2930
show atmfarea summary ....... ..ot 2932
Show atmfarea. .. . ..o 2921
show atmf authorization.............cooiiii i 2933
show atmfbackuparea ........co.oiiiriii it 2940
show atmfbackup guest. ... i 2942
show atmfbackup......ccoiiiii 2936
show atmf container. ... .. ..ottt 2944
show atmfdetail...... ..o 2947
show atmfgroup members ... e 2951
ShOW atmf QroUp ..o e 2949
show atmfguestsdetail...........ccoviii i 2955
ShOW atmf QUESES. ...ttt e e 2953
show atmflinks detail...........oo i 2960
show atmflinks questdetail.............cooiiii i 2971
show atmflinks guest. ... ..o e 2969
show atmf links Statistics. . .........veiniini i 2975
show atmflinks. .. ... e 2958
show atmfnodes ... ... 2978
show atmf provision NOdes .........cviiiiiinii i 2980
show atmfrecovery-file. ... 2982
show atmf secure-mode auditlink ............ ... i 2986
show atmf secure-mode audit ...ttt 2985
show atmf secure-mode certificates.............coooiiiiiiiiiii ... 2987
show atmf secure-mode sa. . .....o.vvuiniin it 2990
show atmf secure-mode statistics ...... ...t 2993
show atmfsecure-mode ...... ..ot 2983
showatmftech. ... ... 2995
show atmf virtual-links. ... ... 2998
show atmf working-set ..ot e 3000
SNOW atmf. . 2917
show auth diagnostics . . ....veve i e 2327
show authinterface. ... ..o e 2329
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show auth sessioNStatistiCs. ...ttt e et 2331

show auth statisticsinterface ..o 2332
show auth supplicantinterface............cocoiiiiiiii i i, 2336
show auth supplicant. ...t e 2333
show auth two-step supplicantbrief ............. ...t 2337
ShOW aUTh . ... e 2325
show auth-web-server page .......oovviiii it i 2340
show auth-web-server...... ... .o 2339
SHOW @UEODOOt . ..o e 182
show banner external-manager...........coiiiii it 299
show banner login. ... ..o e 3588
show bgp ipv6 (BGPA+o0nly) . ..o 1490
show bgp ipv6 community (BGP4+only) ..o, 1491
show bgp ipv6 community-list (BGP4+only)...........ccovvviiiinin.. 1493
show bgp ipv6 dampening (BGP4+only) .......ccoviiiiiiiiiiiin ... 1494
show bgp ipv6 filter-list (BGP4+only) .......ccovviiiiiiiiiiii it 1495
show bgp ipv6 inconsistent-as (BGP4+only)............cooiiiiinni.. 1496
show bgp ipv6 longer-prefixes (BGP4+only)............coivivniiiat. 1497
show bgp ipv6 neighbors (BGP4+only) ........ccoiviiiiiiiiininnnn.. 1498
show bgp ipv6 paths (BGP4+only)........cooiviiiiiiiii i 1501
show bgp ipv6 prefix-list (BGP4+only) ..., 1502
show bgp ipv6 quote-regexp (BGP4+only)........ccovviiiiiiiineinn.. 1503
show bgp ipv6 regexp (BGP4+only). ..ot 1504
show bgp ipv6 route-map (BGP4+only) ........coviviiiiiiiiiiinnnnn.. 1506
show bgp ipv6 summary (BGP4+only) ..., 1507
show bgp memory maxallocation (BGPonly) .................c.ooiiit 1508
show bgp nexthop-tracking (BGPonly)...........cccvviiiiiiiiiiininon.. 1509
show bgp nexthop-tree-details (BGPonly)..................coooiiin... 1510
SNOW DOOT. . e 183
ShOW Class-Map .. ..o e 2161
ShOW ClOCK . .o e 300
show continuous-reboot-prevention..........coovviiii i i iiinnenn, 302
show counterdhcp-client. ... 3331
show counterdhcp-relay ..ot 3332
show counterdhcp-relay ........ouiiiiini i i 3398
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show counter dhCp-Server ... ....oovv it et 3335

show counteripv6 dhcp-client.............o i 3401
show counteripv6 dhcp-server ........c.coviiiii it 3403
SHOW COUNtEI l0g . ..t e e et 501
show countermail.........o ot 3554
show counter ping-poll...... ... 3681
SHOW COUNTEr SNMP-SEIVEL. . .\ttt ettt et e e ci e aeanens 3445
show counterstack..........coiuiiiiiiii i 2604
ShOW CPU RIStOrY ... e e e 306
S OW CPU. ot 303
show crypto key hostkey. ... ..oovuiiii i e 3589
show crypto key mypubkeyrsa............o 2519
show crypto key pubkey-chain knownhosts ............................. 3591
show crypto key pubkey-chainuserkey................ ...t 3592
show cryptokey userkey.......oovuiiiiiii i i e 3593
show crypto pkicertificates .......oovvviiiii i 2520
show crypto pkienrollmentuser..........coooiiii i 2522
show crypto pki trustpoint. . .....cooveiiin it 2523
showdebuggingaaa ........coooiiiiiii i e 2392
show debugging arp security .......c.coiiii i 2575
show debuggingatmfpacket...........cooiiiiiii i 3002
show debuggingatmf....... ... 3001
show debugging bgp (BGPonly)........cooiiiiiiiiiiiii i 1511
show debugging dotTX......ooviiii i e 2203
show debugging epsr ......oiiiiii i e 2696
show debugging g8032. ... ..ot e 2737
show debugging igmp. ... e 1681
show debugging ip dhcpsnooping ..o, 2576
show debuggingipdnsforwarding ..............cciiiiii i, 897
show debuggingippacket. ..o 864
show debuggingipve ospf. ...t 1222
show debugging ipv6 pim sparse-mode.............ccoiiiiiiiiiinn.. 1868
show debugging ipverip .....ccoovriiiii e 1047
show debugging lacp. ... 770
show debugging lldp ..o e 3520
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show debugging looppProt.......o i i e e 580

showdebuggingmld. ... ..o 1725
show debugging msdp ..o e 1947
show debugging Mstp. ... v e 683
show debuggingnsmmecast ..o 1758
show debugging ospf ..o 1126
show debugging pimdense-mode...........coviiiiiiiiiiiiii i 1911
show debugging pim sparse-mode ...t 1809
show debugging platform packet............cooiiiiii i 581
show debugging power-inline ... 799
show debuggingradius. ...t e 2439
show debugging rip ..o e 1017
show debugging sflow ... 3706
show debugging snmp ...t 3449
show debugging stack. ...t e 2608
show debugging trigger......cooviiiiiii i e 3635
showdebuggingudld ... ... e 745
show debugging virp. ... 2659
show debugging wireless. .......cooviiiiiiii i 3180
show debugging ..o e e 309
show dhcplease. ... e e 3337
show diagnostic channel-group. ..ot 771
show dosinterface. .........ooiuiiiiiiii i 2063
show dotTx diagnostics. ..o i i e 2207
show dotIxinterface ........ooviiiiiiii 2209
show dotTx sessionstatistics . ......vvveieini i 2211
show dot1x statisticsinterface ............cooiiiiiii i, 2212
show dot1x supplicantinterface ...........cooviiiiii i, 2215
show dotTx supplicant. . ... e 2213
SNOW dOTTX. c et e 2204
show ecofriendly ... e 310
show epsr <epsr-iNstance> CoOUNtEIS .....vuv it e iiieiiiienennanns 2705
ShOW epsr <epPSI-INSTaNCE> . ..ottt it e i eaeanss 2704
Show epsr COMMON SEgMENTS ...t uvvt vttt e e i e eieneeenns 2702
show epsrconfig-check.........cooiiiii i 2703
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SHOW EPSI COUNTEIS . ..ttt ettt e et e it e e eeaenns 2706

SNOW EPSI SUMMAIY .ottt ettt ieeeaenens 2707
SO BT ettt i 2697
show etherchanneldetail ............. i 774
show etherchannel summary ... 775
show etherchannel ... ... . i 773
show ethernet cfmdetails .........cooiiniii i 396
show ethernet cfmdomain ....... ..o i 401
show ethernetcfmerrorlog.......coviiiiiiii i e 404
show ethernet cfm maintenance-points localmep........................ 406
show ethernet cfm maintenance-pointsremotemep ............cooovev.n. 412
show ethernet cfm service ... . ..o 415
ShOW eXCeptioN 10g. . ..o 502
ShOW file SYSteMS . .ot e 186
ShOW file .o 185
show g8032 erp-instance statistics ........ovveviniii i, 2743
Show g8032 erp-iNStanCe . ....vt it e et 2738
show g8032 physical-ring..........coiiiiiiii i 2745
Show g8032 Profile . ...vei i e 2747
SHOW NiStOrY. .t i e e e e e 134
SNOW NOSES .« et e 898
SHOW D Lo e 142
show interface acCess-groUP . ....ovee v et ettt i e eieieeenennn, 2019
show interface brief. ... ..o e 528
show interface err-disabled ............co i 582
show interface mMemory. .....ooviiii i e 312
show interface Memory. .....ovvri i e 529
show interface status ........oouiiiiiini i e 531
show interface switchport ... i 583
Show interface. ... ..o 525
SHOW iP acCess-liSt ...t e e 2066
Show ip bgp (BGP ONIY) ..ttt 1512
show ip bgp attribute-info (BGPonly) ..., 1513
show ip bgp cidr-only (BGPonly).........c.cooiiiiiiiiii i, 1514
show ip bgp community (BGPonly) .........ccooiiiiiiiiiiiiiii it 1515
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show ip bgp community-info (BGPonly)............. ..., 1517

show ip bgp community-list (BGPonly).............ccooiiiiiiiiiinn, 1518
show ip bgp dampening (BGPonly) .........ooviiiii it 1519
show ip bgp filter-list (BGPonly) .......ccooviiiiiii it 1521
show ip bgp inconsistent-as (BGPonly). ..., 1522
show ip bgp longer-prefixes (BGPonly)............ccoviiiiiiiiiiiiain... 1523
show ip bgp neighbors (BGPonly) .........coviiiiiiiiiiiiii it 1524
show ip bgp neighbors connection-retrytime (BGPonly)................. 1527
show ip bgp neighbors hold-time (BGPonly) .................cooiiint. 1528
show ip bgp neighbors keepalive (BGPonly) ..............c.ooviiaL. 1529
show ip bgp neighbors keepalive-interval (BGPonly) .................... 1530
show ip bgp neighbors notification (BGPonly)..................... ... ... 1531
show ip bgp neighbors open (BGPonly)..............coooiiiiiiiiiiin... 1532
show ip bgp neighbors rcvd-msgs (BGPonly).........cooooviiiniat. 1533
show ip bgp neighbors sent-msgs (BGPonly)...................coovutt. 1534
show ip bgp neighbors update (BGPonly)...............coviiiiiint. 1535
show ip bgp paths (BGPonly) ..o 1536
show ip bgp prefix-list (BGPonly) ...t 1537
show ip bgp quote-regexp (BGPonly).........c.coviviiiiiiiiiniinnnnt, 1538
show ip bgp regexp (BGPonly).......c.cooiiiiiii 1540
show ip bgp route-map (BGPonly) ... 1542
showipbgpscan (BGPonly) ........oovuiiiiiniiii it 1543
show ip bgp summary (BGPonly) .........coiiiiniiiiii i, 1544
show ip community-list...... ..o 1545
showipdhcpbinding. ... 3338
Show ip dhCp POOI. .. e 3340
show ip dhcp serverstatistics .........coooiiiiiii i 3346
show ip dhcp server summary ........cooeviiieiiiiii i iiiiinnenens, 3348
show ipdhcpsnoopingacl.........cooiiiiiiii i 2578
show ip dhcp snooping agent-option ..........ooviviiiiiiiiiinennn.. 2581
show ip dhcp snooping binding............oooiii it 2583
show ip dhcp snoopinginterface..........ooviiiiiii i, 2585
show ip dhcp snooping statistics.......ccooeieiiiiiii i 2587
show ip dhcp SNOOPING . .. v i e e 2577
showipdhcp-relay .....coouiii i e 3345
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showipdhcep-relay ....... oo e 3405

show ip dns forwardingcache ...........coiiiiiiiiiiiii e 900
show ip dns forwarding server ..........ooviiiiiiiiiiin i, 901
showipdnsforwarding..........coouviiiiiiiii i i 899
showipdomain-list. ... e 902
showipdomain-name. ...... ..ot e et 903
show ip extcommunity-list........ ..ot 1546
show ip flooding-nexthops ... e 865
showipforwarding.........coiiiiiiiii i e e 866
ShOW P IgMP GrOUPS .« v e ettt e e e 1682
show ipigmpinterface ..........coiiiiiiii i 1684
ShOW ip igMP ProXY groUPS . . v v e vttt et e e eaeeeeaeen 1687
SNOW P IgMP PrOXY. « ettt 1686
show ip igmp sNOOPING MIOUTEr . ... eitv i ieeaenn 1689
show ip igmp snooping routermode ........oviiiii i i, 1690
show ip igmp snooping source-timeout...........cooviiiiiiininn .. 1691
show ip igmp snooping statistics..........cooiiiii i 1692
show ipinterface ... e e 867
show ipirdpinterface. . ..ottt 869
SHOW P AP . et e e e e 868
SHOW P MIOULE. ..o e e e 1759
showip msdp mesh-group....... ..o, 1949
SHOW P MSAP PEEN .t e e e 1954
showipmsdpsa-cache ....... ..o e 1958
SHOW P MVIf. L 1762
SHOW I[P NAME-SEIVET. . .ottt et e ettt 904
show ip Ospf border-routers. ........o.vve it i, 1130
show ip ospf database asbr-summary ........ ... il 1133
show ip ospf databaseexternal ..............c.coiiiiiii i, 1134
show ip ospf databasenetwork ... 1136
show ip ospf database nssa-external ...............cociiiiiiiiiiiin... 1137
show ip ospf database opaque-area.............cooviiiiiiiiiiiinn.. 1139
show ip ospf database opaque-as..........ccoviiiiiiii i, 1140
show ip ospf database opaque-link. ..., 1141
show ip ospfdatabaserouter ...........coiiiiiiii i 1142
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show ip ospf database summary ...l 1144

showipospfdatabase ... 1131
showipospfinterface ... i 1147
showipospfneighbor...........coii i 1148
ShoW ip OSpPfroute. ..o e 1150
show ip ospfvirtual-links. ........ ... 1151
SHOW P OSPf. ot 1127
show ip pim dense-mode interfacedetail......................oooiiaL 1914
show ip pim dense-modeinterface..............coiiiiiiii i, 1912
show ip pim dense-modemroute ...........coiiiiiiiiii i 1915
show ip pim dense-mode neighbordetail ...........................o.L. 1917
show ip pim dense-mode neighbor ..., 1916
show ip pim dense-mode nexthop ..........ccooiiiii i, 1918
show ip pim sparse-mode bsr-router ..., 1810
show ip pim sparse-mode interfacedetail ................ccoiiiiin.. 1813
show ip pim sparse-modeinterface ...t 1811
show ip pim sparse-mode local-members ..., 1814
show ip pim sparse-mode mroutedetail...................oiiiiiiilt 1817
show ip pim sparse-mode mroute. ..........cooeiiiiiiii e 1815
show ip pim sparse-mode neighbor.................coo il 1819
show ip pim sparse-mode nexthop..............coooiiiiiiiiiiiiin.. 1820
show ip pim sparse-mode packet statistics .............ccoiviiiiiin.. 1821
show ip pim sparse-mode rp mapping .......oovvviiniiiinniiinnenennenns 1823
show ip pim sparse-moderp-hash ..., 1822
show ip prefix-list. . ... e 1018
show ip prefix-list. ... e 1547
show ip prefix-list. . ..o e 2067
show ip protocols bgp (BGPonly) ......coviiiiiiiii it 1549
show ip protocols ospf. ... 1152
ShOW ip ProtoCOIS FiP oo e et 1019
showipripdatabase. ... 1021
show ipripinterface. ...t e 1022
S OW P D ettt 1020
showiproutedatabase...........ooiiiiiiiiii i 963
ShOW I[P rOULE SUMMAIY . .ottt et e e et e e e ineeenaas 965
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SN OW P FOULE. L ot e e e e e e e 960

SN OW P TPf e e 1763
SHOW P SOCKETS. .ot e 871
showipsourcebinding ..o 2590
showiptraffic ... ..o e 874
show ipv6 access-list (IPv6 Hardware ACLS) . ......oovvviiviiiiiiinennn.. 2095
show ipv6 access-list (IPv6 Software ACLS).........coovviiiiininininan... 2116
showipvedhcpbinding ... 3407
showipvbdhcpinterface ........cooviiiiii i i 3410
Show ipvb dhCp Pool ..o e 3412
SHOW IPVO ANCP .ot e 3406
Show ipv6 forwarding. . .....ooir i e e 946
show ipvbinterface. ...t e e 947
SHOW IPVE MIf L 1767
ShOW iPVE MId GroUPS .o v vttt e e e in e 1726
showipvb mldinterface .........cooiiiiiiii i e 1727
show ipv6 mld snooping mrouter...........cvviiiiiiiiiiiinnnnnnns. 1728
show ipv6 mld snooping statistics. ........covevriniiiiniiiiniinnnnen.. 1729
SHOW IPVO MIOULE ..ottt e e et e i eieaens 1764
show ipv6 multicast forwarding............cooiiiiii i 1766
show ipv6 Neighbors . ... e 948
show ipv6 ospf databaseexternal ...............cooiiii i, 1227
show ipv6 ospf databasegrace............c.ooiiiii i 1228
show ipv6 ospf database inter-prefix ..o, 1229
show ipv6 ospf databaseinter-router................cooiiiiiiiii .. 1230
show ipv6 ospf database intra-prefix ..., 1231
show ipv6 ospfdatabaselink.............cocoiiiiiii i 1232
show ipv6 ospf databasenetwork.............cooviiiiii i 1233
show ipv6 ospf databaserouter..............coiiiiiiiii i 1235
show ipvb ospfdatabase. ... 1225
show ipvb ospfinterface.........covveiiii i e 1240
show ipv6 ospfneighbor. ... 1242
ShOW ipV6 OSPfroute ..ot e e 1244
show ipv6 ospfvirtual-links ... 1246
SHOW IPVO OSPf et e e 1223
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show ipv6 pim sparse-mode bsr-router...........oovvviiiiiiininennn.. 1869

show ipv6 pim sparse-mode interface detail ......................ooil 1872
show ipv6 pim sparse-modeinterface............ccooiiiiiiin ... 1870
show ipv6 pim sparse-mode local-members.............cooviiiiininn.. 1873
show ipv6 pim sparse-mode mroutedetail .............................. 1877
show ipv6 pim sparse-mode mroute ..........coovuiiivinivinennenennn. 1875
show ipv6 pim sparse-mode neighbor................. ...t 1879
show ipv6 pim sparse-mode nexthop ...........coiiiiiiiiiiiin .. 1880
show ipv6 pim sparse-mode rp mapping .......ooveiiiiiiininennenans. 1882
show ipv6 pim sparse-mode rp nexthop........c.oovviiiiiii i, 1883
show ipv6 pim sparse-moderp-hash ..., 1881
show ipv6 prefix-list ..o 1048
show ipv6 prefix-list ... 1548
show ipv6 prefix-list ... 2118
SHOW ipV6 ProtOCOIS P .o e et ettt e e 1049
showipvbripdatabase ........cooviii i 1051
show ipvb ripinterface. ... ..ot e 1052
SHOW PV D e ettt e e e et et e 1050
ShOW iPV6 rOUTE SUMMAIY .. tuttt et ee e e e e it eneeeneenanens 951
ShOW ipV6 route SUMMATIY ... e ettt 968
SHOW VO FOULE ..ottt e ettty 949
SHOW PV FOULE ..ttt e e e et et 966
ShOW laCP SYS-Id ..ot e e e 776
] 0T 1YLV = Y o Bl T U 0 =T 777
show license brief member ........ .. i 252
show license brief ... ... 250
show license external........ ..o 261
show license member. . ... i 254
SNOW [ICENSE. .. 248
show linkmon probe. ....... ..o e 1621
show linkmon probe-history ...t 1624
ShOW liNKMON tHgger. ..o ettt 1626
show lldpinterface ..ot e 3524
show lldplocal-info. ... ..o e 3526
show lldp neighborsdetail..........c.coiiiiiii i et 3533
C613-50480-01 Rev A Command Reference for x550 Series 108

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



show lldp neighbors. . ... e 3531

show lldp statisticsinterface ... 3539
show lldp statistics ......viieii i e e 3537
SHOW . e e e 3522
SHOW 10CatioN ... .o 3541
ShOW 10g CONig oo v e 505
show logexternal........coouiuini i i e e 507
ShoW log permanent. .. ...ovvu it e et et 508
SHOW l0g e e 503
ShoW l0OP-Protection. . .....oui i et 584
show mac address-table thrash-limit ................. ..ot 588
show macaddress-table ... 586
SOW Ml .. e 3555
show memory allocations. ...t 316
ShOW MemMoOry history. . ...v v e e e e eeas 318
ShOW MemMoOry POOIS . . ..ot e 320
showmemoryshared. ..........oouiiiiii i 321
SHOW MEMOTY . et e e e e e s 314
showmep-alarm status . ...t et 418
show mirrorinterface. ... .. ..o e 540
] 0 1o TV o 0115 o 539
show mls qos interface policer-counters.............cccoviiiiininnnn.n.. 2166
show mls qos interface queue-counters ............coooviviiiiinenenn... 2167
show mls qos interface storm-status. ............coviiiiiiin i, 2168
showmls qosinterface. ... e 2163
Show MIS OS MaAPS COS-QUEUE . ..ottt i it ei e e eiaieaanns 2169
show mls qos maps premark-dscp .......ccoviiiiiiiiii i 2170
SHOW MIS OS . ettt e e e 2162
ShOW NtP asSOCIatioNs . ..ottt i 3429
show ntp counters assoCiations ........c.oveii i it iiiieie e 3432
SHOW NP COUNTEIS. .ottt e e et ittt eanans 3431
SHOW NEP STatUS ..t e e e et e e 3433
ShoW PING-POIl ... 3683
show platform classifier statistics utilization brief ........................ 2171
show platform classifier statistics utilization brief ......................... 592
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show platform port. ... e e e 594

show platform. . ... 589
ShOW POlICY-MaP .t e e e e e 2173
show portetherchannel ...t 778
show port-security interface ...ttt 596
show port-security iNtrusion ............oo i, 597
show port-vlan-forwarding-priority ...t 623
show power-inline COUNTErs ... ....iiin it e eei i ia et 803
show power-inline interfacedetail ................ccooiiiiiiiiii i, 808
show power-inlineinterface ...........cooiiiiiii i 805
Show power-iNliNe. . ... e e 800
SHOW PHIVIIEgE. o et e e 234
S OW PrOCESS . . ottt e e e e e e e 322
show provisioning (Stack) . .........covuiiniii i 2610
show proxy-autoconfig-file .............ccoo i 2341
show ptp datatransparent...........ooveiiiiiiiiii it 3439
SHOW P POt .t e 3440
show radius dynamic-authorization counters.....................oouene. 2443
show radius local-server group. .....ov v in v in i iieeeeneenes 2487
show radius local-servernas ... 2488
show radius local-server statistics ..o, 2489
show radius local-serveruser. ... 2490
Show radius proXy-Server groUP. .. .v.v v ere et e et ieenennenennanns 2446
show radius proxy-server statistics ...........ooiuiiiiiiiiiinninneaen. 2447
SHOW radius ProXy-SEIVEY .. .. ...iniettt et eeeeeeaenen, 2445
ShOW radius SErver groUP ... vv vttt e e e e ene e 2393
Show radius statistics .......cueieninniii e 2449
SNOW radius . ..o e 2440
Show reboot history . ...t e 325
ShOW remote-mirror ... ... e 541
show rmon alarm. ... ... e 3564
SNOW MMON BVENT. ..ottt 3565
ShOW rMoN history. ..o e 3567
ShOW rmon statistics . .. ... v et 3569
SHOW FOULE- M. ottt e i e e ettt 1550
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SN OW FOUL - M. . ottt ettt et et e e 1597

ShOW router-id. . ...t e 327
show running-configatmf ......... ... i 3003
show running-configinterface ...t 191
show running-config log. . ...t e 510
show running-config routeripve vIrp ..........ooeiiniiniiiiiinin ... 2660
show running-config router vrrp .........oveiiin i 2661
show running-configsflow. ...t 3708
show running-config sNMp . ... e 3450
show running-config snmp-discovery ...........cocoiiiiiiiiiiiiiiin... 3270
show running-config ssh....... ..o e 3594
show running-configstack...........cooiiiiiiiiiii i 2609
show running-config trigger ... ..o 3636
ShoW runNiNg-config ......oueeiii e 188
ShOW SECUIe-MOde . ... .ottt e 2524
ShOW SECUIe-MOde . ...ttt 328
show security-password configuration ...t 235
ShOW SeCUNity-PasSWOrd USEr. .. ...uvu ettt e e ieeaens 236
show sflow interface. ... .. ..o 3711
ShoW STlOW . .o 3709
SHOW SNMP-AISCOVEIY. . .ottt e 3271
show snmp-server COmmuUNITY . ....ovvnent i iieeneenes 3452
ShOW SNMP-SEIVEN GIrOUD vttt e ettt e e e ie e ineneneenns 3453
SHOW SNMP-SEIVEN 1A .« vttt ettt ettt e e eens 3454
SNOW SNIMP-SEIVEI USEI . .ttt ettt ittt et e e eiae e 3455
SHOW SNMP-SEIVEI VIEW . . .ottt ittt e eeeeanans 3456
SHOW SNM-SEIVET . .ottt e e et ettt 3451
show spanning-tree brief ... 687
show spanning-treemstconfig ...t 689
show spanning-tree mst detail interface................ ...l 692
show spanning-treemstdetail ...........c.coiiiiiiiiiii i 690
show spanning-tree mstinstanceinterface..................cooooiiiinl, 695
show spanning-tree mstinstance ............coiiiiiiiiiii i, 694
show spanning-tree mstinterface..........cooviviiiiiniiii i iinnnan.n. 696
ShoW Spanning-tree Mt .. ..ot e e e 688
C613-50480-01 Rev A Command Reference for x550 Series 111

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



show spanning-tree statistics instanceinterface ....................... ... 700

show spanning-tree statistics iNnstance ...........c.cooviiiiininennnnenn. 699
show spanning-tree statisticsinterface .............coooiiiiiiiiiiinn... 702
show spanning-tree statistics ........oovivii it it i 697
show spanning-tree vlanrange-index ..., 704
ShOW SPaNNINgG-tree ... .v it e e e 684
Show ssh client . ... e 3598
show ssh serverallow-users. ....... ..ot 3601
Show ssh server deny-Users ........ooveviiieiii i, 3602
ShOW SSh Server. ..o e 3599
SNOW SSh L e 3596
show stack detail ...... ... oiiiiiiiii i 2613
show stack resiliencylink......... ... 2617
SNOW STACK ..ttt e 2611
Show startup-config ..o e e 194
show static-channel-group. ...t e 779
ShOW StOrm-CoNtrol. . ..ot e 598
show system environment COUNTErS. ....o.vve it v it in e eieanenans 331
Show System enViroNMENT . . ..ottt e e e i ie e iaeans 330
show system fiber-monitoring .......... ... 357
ShOW SYSteM INTEITUPLS ..o v ettt e eeees 333
SHOW SYSTEM MAC. ..ottt e e e e e e e eaaas 334
ShOW SYStem PCi deViCe . .. v ittt e e e et 335
ShOW SYStEM PCItree ..ottt 336
show system pluggabledetail..............cooiiiiiiiiii i 362
show system pluggable diagnostics..........cooviiviiiiiiiini i, 366
show system pluggable. ... e 360
show system serialnumber...... ... . . 337
SO SY S EIM Lttt e 329
SNOW TACACSt . o ettt e 2534
SHOW teCh-SUPPOIt ...t e e ettt 338
ShoW telnet. . .o 237
show test cable-diagnosticstdr ... 369
SNOW tHgQer. ottt e e e 3637
showudld neighbors ... 747
C613-50480-01 Rev A Command Reference for x550 Series 112

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



ShOW UdId POrt ..o e e e e 748

showudld. .. ..o e 746
SNOW USEIS ettt e 238
SNOW VEISION ...t e 195
ShOW VIaNn aCCess-mMap ..o ottt et e 625
show vlan classifier groupinterface ...t 627
show vlan classifier group. ... 626
show vlan classifier interface group .........cooviiiiii i 628
show vlan classifierrule. ... ... 629
show vlan filter ..o e 630
show vilan private-vlan. ... ... e 631
Show vIan statistics .. ....oeeeie e 632
SNOW VIaN .. e 624
SHOW VITP (SESSION) .ottt ettt et e et e e aeanens 2668
SHOW VITD COUNTEIS .« ottt et ettt i e aeanens 2664
SROW VITP IPVO. . vttt et e e ettt 2667
S OW VI D et e e 2662
show wireless ap capability ..o 3187
show wirelessap client ...... ... i 3189
show wireless ap neighbors. ..o e 3190
show wireless ap power-channel...............ociiiiii .. 3191
ShOW Wireless ap . ...ovvii i e e 3182
show wireless ap-profile ... 3192
show wireless captive-portal network walled-garden .................... 3196
show wireless country-code. .........coiviiiiiiiiiii i 3197
show wirelessnetwork. ...... ..o 3198
show wireless power-channel calculate ............... ... il 3201
show wireless sc-profile. ... 3202
ShOW Wireless SeCUNitY . ...ovuirir e 3204
show wireless smart-connectap ........cooeiiiiiiiiiii i 3206
show wireless task. ... ..o 3207
Show wireless wds . .. ... 3210
show wireless wireless-mac-filter.......... ... ..o it 3212
show wireless wireless-trigger ..o, 3214
ShOW Wireless . ... e 3181
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SUTOWN oo e e e 533

size (liNKMoN-Probe). ......c.vuiii i e e 1628
smart-connect-profile. .. ... 3215
snMpP (Wireless-ap-Prof). ....o.vvei i e e 3216
snmp trap link-status SUPPIess . ....covviie ittt eeeeeenss 3458
snmp trap link-status ...t e 3457
snmp-discovery arp-polling-interval...............ccooiiiiiii it 3274
SNMP-diSCOVErY COMMUNILY .. ouutt it ie e e i ieieiinenennanns 3275
SNMP-AiSCOVEIY deNY .. ..ot e 3276
SNMP-AiSCOVEIY PEIMIT ..ottt ettt e et e e iae e, 3278
snmp-discovery snmp-polling-interval ................coiiiiiiiiia, 3279
SNMP-diSCOVEry SNTMP-VEISION . ...ttt ettt ieeaeaaeaens 3280
SNMP-AISCOVEIY USEI. .o ettt ettt aeens 3281
SNMP-SErVer COMMUNITY . ..ottt ettt et e i e nenneanens 3462
SNMIP-SEIVEr CONTACT. ..ot i ittt et niiaaees 3463
snmp-server enable trap .. .o.ov v e 3464
snmp-server enginelD localreset. ... 3469
snmp-serverenginelDlocal ... 3467
SNMP-SEIVEE GFOUP .« vt ettt ettt ettt et ee et e et eaeeeaneennneennneenn 3470
SNMIP-SEIVEN MOt . ittt i e ettt et 3472
snmp-server legacy-ifadminstatus. .............cooo i 3474
SNMP-Server l0Cation ... ...t e 3475
SNMP-SErver SoUrce-iNterface .......o.ovviriiii it it iienens, 3476
snmp-server startup-trap-delay ... 3477
SNMIP-SEIVEL USRI .. ettt ettt et e e ettt ea it e eaaneeeeeeannneens 3478
SNIMNP-SEIVEE VIEW .« o et ittt ettt ettt ettt ettt eteeateeeaneennneannnenns 3481
(] 2101 0BT =] V7= 3460
] 014 0 R= T [0 | T 3414
source (linkmon-probe) . ... 1629
source-interface (FadProXy) .. ...veveeeeniee it eienannn, 2450
£ 010 el T 2 3687
spanning-tree autoedge (RSTPand MSTP) ........ovviiiii i, 705
spanning-tree bpdu ... ... e 706
spanning-tree cisco-interoperability (MSTP) ..........cooviiiiiiiiiin... 708
spanning-tree edgeport (RSTPand MSTP) ........covriiiiiiiii i, 709
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spanning-treeenable. ... ..o e e 710

spanning-tree errdisable-timeoutenable................... ... .. ...l 712
spanning-tree errdisable-timeoutinterval .................. .o oo 713
SpanNNing-tree force-Version. ... ...ovu v ii it i iieiiiee e 714
spanning-tree forward-time. ....... ...t e 715
Spanning-tree guard rO0T . .. ..ottt e e 716
spanning-tree hello-time ... ..o e 717
spanning-tree link-type ... ..o 718
SPANNING-TrEE MaAX-A0E ..ttt e ittt et ettt ii e ennneens 719
spanning-tree max-hops (MSTP) .......ooviiiiiii e 720
SPANNING-TrEE MOUE . ..ttt ittt et e et e e eneeienaas 721
spanning-tree mst configuration.............coii i i 722
spanning-tree mstinstance path-cost .............cooiiiii i, 724
spanning-tree mstinstance priority ..........ooviiiiiiiiniiiiiiennnn. 726
spanning-tree mst instance restricted-role..............c.ooiiiii i, 727
spanning-tree mstinstance restricted-tcn ........... oo, 729
spanNing-tree MstiNstanCe .. ...t i e e e s 723
SPaNNINg-tree Path-CoSt .. ..v. vttt e e et eaeas 730
spanning-tree portfast (STP) .........oiiiii i 731
spanning-tree portfast bpdu-filter..............cooiiiii i 733
spanning-tree portfastbpdu-guard .............. ..., 735
spanning-tree priority (bridge priority) ..ot 737
spanning-tree priority (POrt priority). ......oovee i n i, 738
spanning-tree restricted-role. .........ooviiii i e 739
spanning-tree restricted-tCN ... ..ot e 740
spanning-tree transmit-holdcount ............... ... . i 741
SPEEA (ASYN) e ettt ettt ettt e e e e e e e e 340
] 01T o 599
SSh ClieNt . e 3606
sshserverallow-users. ... ..o e 3610
ssh server authentication ............cociiiiii i 3612
SSh SErvVer deny-USEers .. ...ttt e 3614
ssh server max-auth-tries ... 3616
ssh serverresolve-host. ... .. ..o 3617
L Y=Y V=] 2 o o 7S AP 3618
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ssh server secure-Ciphers ...t i i 3619

SSN SEIVer SECUre-KeX . ...ttt 3620
SSh SNVl STt oot e e 3622
SS GBIV T . e 3608
7] 3603
ssid (wireless-network). ... ..o 3217
SSid (Wireless-SC-Prof) .. .cvve it e e 3218
stack disabled-master-monitoring.............cccoiiiii i 2619
stackenable. ... .. 2620
stack managementsubnet....... ... 2622
stackmanagementvlan ... ... e 2623
] 7 [ o4 o) 1 47/ 2624
stack renumbercascade ... e 2626
stackrenumber. . ... e 2625
stack resiliencylink. ... .o e 2628
stack software-auto-synchronize ... 2630
stack virtual-chassis-id . .......cooo i 2631
stack virtual-mac ... ..o 2632
] 71 <P 3004
static-channel-group ... e 780
station-isolation enable (wireless-ap-prof-radio) ......................... 3219
STOrM-ACHioN .. .o e 2174
storm-controllevel ....... ... e 601
StOrM-dOWNTIME ... e 2175
£ (0] 1 40T o] o) (=Y et 1 [ o TR P 2176
STOIM-TAtE. ..o e e 2177
STOIM-WINAOW. . . ettt e 2178
subject-name (Ca-trustpoint) . .....oovriiiii i i e e 2525
SUDNEt-MaASK ... 3349
SUDTING . et e e 2749
summary-address (IPV6 OSPF). ..ot e 1247
SUMMArY-address .. ...ttt 1153
switch provision (stack) ... 2633
SWitchport access Vlan . ...t e e 633
switchportatmf-agentlink ......... ... o i 3006
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switchportatmf-arealink. ... 3007

switchport atmf-crosslink .............oo i 3009
switchport atmf-guestlink. .............co i 3011
switchportatmf-link ........ ..o i e 3013
switchportenablevlan. ... i 634
SWItChPOrT MO @CCESS ..ottt et et 635
switchport mode private-vlan trunk promiscuous. ...................oven. 637
switchport mode private-vlan trunk secondary ....................ooa.L. 639
switchport mode private-vlan. ... 636
switchportmode trunk ... e 641
switchport port-security aging . .....ovviniii it 604
switchport port-security maximum. ..........oiiiiiiiiiiininiineaen.. 606
switchport port-security violation ...ttt 608
SWItChPOIt POrt-SECUNTY . ..ottt et eens 602
switchport private-vlan host-association ........................ooooi.. 642
switchport private-vlan mapping. ........coovviiiiiiii it 643
SWitChport reMoOte-MirrOr-Egress. ..o vv vt i ettt ee et ieeiieaanns 543
switchportresiliencylink ........ ..o i i 2635
switchport trunkallowed vlan. ............. i 644
switchporttrunk nativevlan ....... ...t 647
switchport vlan-stacking (double-tagging) .............ccoooiiiiiiiin.., 648
SWItChPOrt VOICE dSCP. . oo e et 649
switchport voice vlan priority .......oovinii i e 653
switchportvoicevlan ... e 650
SYNCHIONIZAtioN .. ... e 1551
tacacs-server host ... ...o.i it e 2536
TACACS-SEIVEI KEY ittt ettt e et et et 2538
tacacs-server timeout. ... ..ot e 2539
1= ] 3220
CPAUMID . e e e e e e e 876
L] T BET=Y 7= 240
L] 3T 239
terminal length. ... .o e 241
terminal MoNItor . ... e 342
terminal resize. . ... e 242
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L= 3642
thrash-limiting ... e e 610
141 LI (g o T 1T 1S P 3643
time (wireless-task) ........ouiniin i 3221
timeout (PINg Polling) ....cooirii e 3689
timer (g8032-profile). ......iuii e 2750
timers (BGP) . ... 1553
timers (IPVO RIPNG). ..ot e e e e e 1053
TMers (RIP) .. e e 1023
timers spf exp (IPV6 OSPF) ... v 1249
HIMIErS SPf OX D ottt e e e e e 1154
topology-change . ... ..ot 2752
L= Lol =] (o 1 L (=] 01 AP 952
L8 = L= 0 U1 877
transition-mode . ... e 2670
trap (9803 2-SWItCh) ..ot e e 2754
trap host (wireless-ap-prof-snmp) ...t 3222
L0 ] © 2 PP 3645
Trigger activate . ..o e 3647
L0 T T = A 3646
L0151 S -l o T 2179
LY PE (WirelesS-SEC-WED) ¢ ot vttt et ettt e et e 3223
type ap-configuration apply ap ..ot 3224
type atmfguest. . ....o.i 3014
type atmfguest. . ....o i e 3648
typeatmfnode. ... ..o e 3015
typeatmfnode. ... ... 3649
Y CPU ettt e 3651
type download ap (wireless-task)..........cooviiniiiiiiiiii i, 3225
typeinterface .. ..o e 3652
type linkmon-probe ... ... 3653
1474 7= o T S 3655
L8730 0 11 0 o) Y2 3656
1477 0138 01T o o | el 3657
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tYPE PING-POIl .o e 3658

type power-channelapall .........cc i 3226
1877 01238 €] 0T T 1 3659
type stack disabled-master...........ccoviiiii it e 3660
typestack link . ... o e 3661
type stack master-fail ... 3662
typestackmember ... e 3663
Y P HIME. .o e e e 3664
LY USD. e 3665
udld aggressive-mode . ... ..ot e 749
udldenable . ... e 750
udld port aggressive-mode ... ..o e e 752
udld portdisable ... e 753
8T ] Uo N o o o P 751
UAID FESET .ttt e 754
udld time disable-period. ... 755
udld time message-interval ...........ccoi i 756

unauth-emergency-service-access enable

(wireless-network-passpoint-dot11u) ..........ooviiiiiiiiennnan... 3227
UNAEbUQG @83 . .ot e e e e e 2395
undebug all ipv6 pim sparse-mode. .........coiiiiiiii i 1885
undebug all pimdense-mode. ..........ooiiiiiii i 1919
undebug all pim sparse-mode ... ..o 1824
undebugall ... e e e 343
undebug atmf. ... 3017
undebug bgp (BGPonly). ... ..o e 1555
UNAEbUG dOtTX. .ttt e e e e e e 2217
(U7 g Ve 1=] o T T =Y o 1 P 2708
UNAEbUG g8032 ..\ttt e e e 2755
UNAEbUG IgMP .o e 1694
UNAEbUG P Irdp .ot e e e e 879
undebugip packetinterface ..o e 878
undebug ipvb ospf eveNnts ... ..ottt e 1250
undebug ipv6 ospfifsm....... ..o 1251
undebugipvb ospflsa ....oii i 1252
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undebug ipvb ospfnfsm ... ..o e 1253

undebugipvb ospfpacket ... ...t 1254
undebug ipvb Ospfroute. .. .ovi i 1255
undebug ipvé pim sparse-mode ...t e 1886
(U g Yo 1= o T e T 1Y/ ¢ o S PP 1054
UNdebug lacp ..o e 782
UNAebUg loOPPIOt. .ot e e e 612
undebug mail ... e e e 3556
UNAEBUG Mt ottt e e e e e 742
undebug ospf eVENTS ... .t e 1155
undebug ospfifsm. ... . i e 1156
undebug ospflsa. . ..o e e 1157
undebug ospf Nfsm. ... e 1158
undebug OSpPf NSM ... 1159
undebug ospfpacket. ... ..o e 1160
undebug OSpPf rOULE .. .ot e e 1161
undebug ping-poll . ... e 3691
undebug platform packet.........cooiiiiiii e 613
undebug radius . ...oovnii e e 2451
(UTg Ve 1=Y o T T 1 o TSP 1024
undebug sflow ... i e 3712
UNAEbUG SNMIP . .o e e e e 3482
undebug sshclient ... ... e 3623
UNAEbUg SSh SEIVEr. ..ot i i e e e 3624
undebug stack ... e 2638
UNAEbUG Trigger. ..ot e e 3666
undebug udld . ... e e e 757
UNAEbUG VITP BVENTS .« ettt et et et i e i 2673
undebug vIrp packet . .....iii i e 2674
UNAEDUG VITD et e e e et e 2672
UNMOUNT . ettt ettt i ettt it i eaeenns 196
UNMOUNT . ettt ittt 511
L8 0 a0 11 o) (O 3690
url (linkmMon-probe) . ... e 1630
USEr (RADIUS SEIVEL) . . ettt e 2492
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username (wireless-ap-prof-snmp) .......ooviiiiiii it 3228

U =1 0 = T 0T 243
(U =T g T T 0T 3018
vap network (wireless-ap-prof-radio) ..........cooiiiiiii i 3230
venue group (wireless-network-passpoint-dot11u) ...................... 3231
venue name (wireless-network-passpoint-dot11u)....................... 3232
venue type (wireless-network-passpoint-dot11u).................ovue.s. 3233
Version (RIP) . ..o 1025
version (wireless-ap-prof-snmp). ..ot 3234
VersSioNs (Wireless-SeC-0S€N) . .. ...t nir ittt et eie e e 3235
versions (wireless-sec-wpa-ent) ........ooiiiiiiiiii i 3236
versions (wireless-sec-wpa-psnl) ...t 3237
VU e e 2675
VIRUAI- PVG . .o e e 2677
VIan (RADIUS SEIVEN) . ..ttt e 2494
vlan (wireless-network) . ...... ... 3238
VIaN ACCESS-MaAP ..ttt e e e 656
vlan classifieractivate. ..........oouiii i 657
vlan classifier group . ....co.vniiii e 658
vlan classifierrule ipvd . . ... e 659
vlan classifierrule proto. ... 660
vlandatabase ... 663
VIan filter . ..o 664
vlan mode remote-mirror-vlan ........ ... i 544
vlan mode stack-local-vlan.......... ... .o 2636
vlan mode stack-local-vlan........ ... . 665
VIaN STatistiCS ..o v vttt e 667
VIaN 654
VITP VIMAC .« e ettt ettt ettt et e et e e e e et e e e e eeeaneeeeeaannnnns 2679
vty access-class (numbered) ...... .. 2068
vty ipv6 access-class (named) ..ot e 2119
1722 1L 516
walled-garden entry ... ...coooiiii i e 3239
wan-metrics downlink-load (wireless-network-passpoint-hs20) .......... 3241
wan-metrics downlink-speed (wireless-network-passpoint-hs20)......... 3242
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wan-metrics info (wireless-network-passpoint-hs20)..................... 3243

wan-metrics load-measure-duration (wireless-network-passpoint-hs20)..3245

wan-metrics uplink-load (wireless-network-passpoint-hs20) ............. 3246
wan-metrics uplink-speed (wireless-network-passpoint-hs20)............ 3247
Wds radio (Wireless-ap) . ...ovirineiii it 3249
WS ettt e e e 3248
web-auth radiusauthgroup ... 3250
wireless ap-configuration applyap......ccooviiiiii i 3252
wirelessdownloadap url ... 3253
wireless emergency-mode . ... ...t 3255
WIrElESS EX POt .ttt e e e 3256
WIrElESS MOt . ottt e e et e et e e e 3257
wireless power-channelapall...........ooi i 3258
WIrElESS rESET AP . ottt e et i e e e 3259
Wireless Wireless-trigger ..o v e e e e 3264
WIEEIESS e e 3251
wireless-mac-filter (wireless) ... 3260
wireless-mac-filter (wireless-ap-prof) ..., 3261
wireless-mac-filterenable........ ..o 3263
(VT 23 4 e e =Y 3265
wireless-trigger-id ... ..o e 3266
Wt file. oo 197
(A =3 4T e Y/ P 198
writeterminal . ... e 199
wrr-queue disable QUEUES . ...t e 2180
wrr-queue egress-rate-limitqueues ...t 2181
WIT-quUeUe Weight QUEUES. . .. ov vttt ce e e e 2182
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 125

. “disable (Privileged Exec mode)” on page 126
. “do” on page 127

. “enable (Privileged Exec mode)” on page 128
. “end” on page 130

. “exit” on page 131

. “help” on page 132

. “logout” on page 133
. “show history” on page 134
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CLI NAVIGATION COMMANDS
CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example

C613-50480-01 Rev A

This command enters the Global Configuration command mode.
configure terminal
Privileged Exec

To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awplus# configure terminal

awplus (confiqg) #

Command Reference for x550 Series
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awplus# disable
awplus>
Related enable (Privileged Exec mode)
commands

end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awplus# configure terminal

awplus (config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret (deprecated) commands. If no password is specified then only users with the
maximum privilege level set with the username command can assess Privileged
Exec mode.

Syntax enable [<privilege-level>]

Parameter Description

<privilege Specify the privilege level for a CLI session in the range <1-15>, where

- level> 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage notes Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret (deprecated) commands from the Global
Configuration mode. The service password-encryption command encrypts
passwords configured by the enable password and the enable secret (deprecated)
commands, so passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).

awplus> enable
awplus#

The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a
privilege level of 7 or greater do not need to enter a password to access Privileged
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Exec mode. Users with a privilege level 6 or less need to enter a password to access
Privilege Exec mode. Use the enable password command or the enable secret
(deprecated) commands to set the password to enable access to Privileged Exec
mode.

awplus> enable 7

awplus#

Related disable (Privileged Exec mode)

commands
enable password
enable secret (deprecated)
exit
service password-encryption
username
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CLI NAVIGATION COMMANDS
END

end

Overview This command returns the prompt to the Privileged Exec command mode, from
any advanced command mode.

Syntax end

Mode All advanced command modes, including Global Configuration and Interface
Configuration modes.

Example The following example shows how to use the end command to return to the
Privileged Exec mode directly from Interface Configuration mode.

awplus# configure terminal
awplus (config)# interface vlan2
awplus (config-if) # end

awplusf#

Related disable (Privileged Exec mode)

commands bl (Privileged Exec mode)

exit
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CLI NAVIGATION COMMANDS
EXIT

exit

Overview

Syntax

Mode

Example

Related
commands
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This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the
session.

exit

All command modes, including Interface Configuration and Global Configuration
modes.

The following example shows the use of the exit command to exit Interface
Configuration mode and return to Global Configuration mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if) # exit

awplus (config) #

disable (Privileged Exec mode)
enable (Privileged Exec mode)

end
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CLI NAVIGATION COMMANDS
HELP

help

Overview
Syntax
Mode

Example

Output
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This command displays a description of the AlliedWare Plus™ OS help system.

help

All command modes

To display a description on how to use the system help, use the command:

awplus# help

Figure 1-1:  Example output from the help command

When you need help at the command line, press '?'.

If nothing matches, the help list will be empty. Delete
characters until entering a '?' shows the available options.

Enter '?' after a complete parameter to show remaining wvalid
command parameters (e.g. 'show ?').

Enter '?' after part of a parameter to show parameters that

complete the typed letters (e.g. 'show ip?').
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CLI NAVIGATION COMMANDS
LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax logout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awplus# logout
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SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show history
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awplus# show history

Figure 1-2:  Example output from the show history command

en
show ru

conf t

route-map er deny 3
exit

ex

~ o U W N

di
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Device GUI and
Vista Manager EX
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
the Device GUI. They also allow your device to be monitored and managed by Vista
Manager EX™.

For more information, see Getting Started with the Device GUI on Switches.

. “atmf topology-gui enable” on page 136
. “http log webapi-requests” on page 137
. “http port” on page 138

. “http secure-port” on page 139
. “log event-host” on page 140
. “service http” on page 141

. “show http” on page 142
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DevicE GUI AND VISTA MANAGER EX COMMANDS

ATMF TOPOLOGY-GUI ENABLE

atmf topology-gui enable

Overview

Syntax

Default

Mode

Usage notes

Examples

Related
commands
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Use this command to enable the operation of Vista Manager EX on the Master
device.

Vista Manager EX delivers state-of-the-art monitoring and management for your
Autonomous Management Framework™ (AMF) network, by automatically creating
a complete topology map of switches, firewalls and wireless access points (APs).
An expanded view includes third-party devices such as security cameras.

Use the no variant of this command to disable operation of Vista Manager EX.

atmf topology-gui enable
no atmf topology-gui enable

Disabled by default on AMF Master and member nodes. Enabled by default on
Controllers.

Global Configuration mode

To use Vista Manager EX, you must also enable the HTTP service on all AMF nodes,
including all AMF masters and controllers. The HTTP service is enabled by default
on AlliedWare Plus switches and disabled by default on AR-Series firewalls. To
enable it, use the commands:

Nodel# configure terminal
Nodel (config)# service http

On one master in each AMF area in your network, you also need to configure the
master to send event notifications to Vista Manager EX. To do this, use the
commands:

Nodel# configure terminal

Nodel (config)# log event-host <ip-address> atmf-topology-event

To enable Vista Manager EX on Node1, use the commands:
Nodel# configure terminal

Nodel (config)# atmf topology-gui enable

To disable Vista Manager EX on Node1, use the commands:
Nodel# configure terminal

Nodel (config)# no atmf topology-gui enable

atmf enable
log event-host

service http
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP LOG WEBAPI-REQUESTS

http log webapi-requests

Overview

Syntax

Default
Mode

Example

Related
commands

Command
changes

C613-50480-01 Rev A

Use this command to log authenticated web API requests. These logs allow you to
monitor and debug Vista Manager EX or Device GUI interactions with your device.

See the Logging Feature Overview and Configuration Guide for more information
about the different types of logging and how to filter log messages.

Use the no variant of this command to disable authenticated web APl request
logging.

http log webapi-requests {configurationlall}

no http log webapi-requests

Parameter Description

configuration Log PUT, POST, and DELETE requests.

all Log PUT, POST, DELETE, and GET requests.

Web API request logging is disabled.
Global Configuration

To enable logging of all authenticated web API requests, use the following
commands:

awplus# configure terminal

awplus (config)# http log webapi-requests all

To disable logging of authenticated web API requests, use the following
commands:

awplus# configure terminal

awplus (config)# no http log webapi-requests

http port
service http

show log

Version 5.4.8-1.1: command added
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP PORT

http port

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to change the HTTP port used to access the web-based device
GUI, or to disable HTTP management.

Use the no variant of this command to return to using the default port, which is 80.

http port {<1-65535>|none}

no http port

Parameter Description

<1-65535> The HTTP port number

none Disable HTTP management. You may want to do this if you need
to use port 80 for a different service or you do not need to use
HTTP at all.

The default port for accessing the GUI is port 80.
Global Configuration

Do not configure the HTTP port to be the same as the HTTPS port.
Note that the device will redirect from HTTP to HTTPS unless you have disabled
HTTPS access, which we do not recommend doing.

To set the port to 8080, use the commands:

awplus# configure terminal

awplus (config)# http port 8080

To return to using the default port of 80, use the commands:
awplus# configure terminal

awplus (config)# no http port

To stop users from accessing the GUI via HTTP, use the commands:
awplus# configure terminal

awplus (config)# http port none

http secure-port
service http

show http

Version 5.4.7-2.4: command added on AR-Series devices

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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HTTP SE